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1 Introduction

This document details how to utilize the ROM Bootloader(RBL) in a variety of different use-cases and resolve
issues that may arise from using the RBL in these scenarios. In addition, due to the rigidity of the RBL (as

it is programmed into the device ROM), this document also introduces the secondary bootloader(SBL), which
provides greater flexibility in what can be loaded onto the device (primary and secondary image or multiple
unique user applications) and how it can be loaded (via any serial streaming interface). Lastly this document
covers reset behavior, with a focus on warm reset behavior on the xXWRLx432 and considerations to be made in
user application design and hardware design.

This document provides a better understanding of how the application software interacts with the RBL/SBL and
how it can leverage the RBL and SBL for varying levels of host-control during booting and reset procedures.
Complete implementation details on the RBL and the SBL can be found in the xXWRLx432 TRM.

Power, clock,
Preinitialization > reset ramp > ROM Code > Initial Software » Application Image
sequence

Figure 1-1. Device Initialization

Above is an overview of the initialization process and is detailed below:

» Preinitialization: Power, clock, and control connections must be present, and the boot configuration pins must
be held at the desired logical levels

» Power, clock, reset ramp sequence: Specific sequence that is applied by the power-management chip

* ROM bootloader (RBL): Responsible for finding, downloading, and executing the initial software

» Initial Software: Secondary bootloader/other boot-emulation software

» Application Image: The application that runs on the main core/processor

Once the device is in functional mode, the RBL ensures that the application image is properly transferred over to
RAM and hands control of the device to the user application. If this flow is interrupted by any common failure, the
device goes into a safe state and will not boot the user application.
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2 Basic Bootloader Flow

This section primarily focuses on the bootloader flow in functional mode. Figure 2-1 shows the bootloader flow
from the start of RBL execution in functional mode.

RBL Start

Notes:
1. Only represents functional
mode behavior

Identify reset cause by reading:
TOP_PRCM_SYS_RST_CAUSE_TOP_
PRCM_RADAR_WAKEUP_STATUS_A

PP_RCM_RST_CAUSE

No
Valid reset Consider PORZ as

reason reset reason

<
<

A 4

Clear reset cause
registers

PORZ STC_PORZ

STC_WARM SOFT DEEP_SLEEP_EXIT

Jump to address in
PCR3 OR PCR5

Jump to address in
PCR2(BOOT_VECTOR)

Device Initialization Run PBIST Test (for

safety device) Image integrity
verification
enabled

STC Enabled
(in PCR1)

SFLASH

STC Enabled Present Perform STC
Integrity
verify pass,
Control jumps to
RBL start with
Perform STC Load image from... STC_WARM reset
cause
Jump to address »
specified in PCR2
\ 4 \ 4
Control jumps
to RBL start with J“mp t.o Enter safe state
STC_PORZ reset application
cause X

Yes

SPI CMD
Received

Load image from
SPI to RAM

Load image from
UART to RAM

Figure 2-1. Basic Bootloader Flow Chart
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Note
Load from SFLASH or download over SPI/UART is only performed in the STC_PORZ path of Figure

2-1.

2.1 Programming Serial Data Flash Over UART (Bootloader Service)

The xXWRLx432 device from Tl can be configured to operate as an autonomous radar sensor. In this
configuration, the user application and Tl firmware patches are hosted in an SDF interfaced to the xWRLx432
over the QSPI port.

SDF programming supports downloading meta images that are a combination of the following components:

* User application image for M4F (application subsystem)
* Firmware patches

The flash programmer connects to the device over UART-B. Specifics are as follows:

*  UART of the xXWRLx432 device:
— RX: Ball F11/J11
— TX:Ball E10/L12
* Baud rate: 115200
« Data length: 8bit
» Stop bit: 1bit
« Parity: None
* Maximum Data Chunk Size: 240bytes

Note

Commands ‘Write File to SFLASH’ and ‘Write File to SRAM’ support a maximum data chunk size of 240
bytes only.

The file is split into N commands where
N = (file size/240) + ((file size%240) ? 1 : 0)

2.2 Binary File Format
The target binary file is composed of the following sections:

* Header
* MA4F application
* FECSS patch

The MMWAVE-L-SDK package for the xX\WRLx432 device from Tl includes the MulticorelmageGen utility, which
constructs the complete image with the previously listed components. See Boot Image Format under Device
Initialization in the TRM for more information on the structure of the application image

2.3 Flash Programming Sequence

1. Boot the device in device management mode mode.
. Open the UniFlash tool or SDK Visualizer (as listed in the MMWAVE-L-SDK for xXWRLx432).
3. Connect to the device over the RS232(UART-B) application/UART port (the device expects a UART break
signal — please see the xX\WRLx432 TRM for more details).
4. Flash the desired images <META_IMAGE1/ META_IMAGE2/ META_IMAGE3/ META_IMAGE4>

a. For more information on Meta Images, see Secondary Bootloader
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2.4 Supported UART Commands/Response and Format
2.5 Flashing Sequence

The xXWRLx432 TRM contains detailed information on Flashing an application image over UART with the
xWRLx432 device.

2.6 ROM-Assisted Image Download Sequence

The ROM-assisted image download sequence is entered by placing the device in flashing mode. See
Programming Serial Data Flash Over UART (Bootloader Service), for further details on the handshake with
an external host to receive the image. Figure 2-2 shows the communication with the serial data flash (SDF).

BootlLoader SFLASH

Supported SFLASH part variants
Spansion : S25FL2565

b & - Macronix : MX25L3233F
———Read SFDP (SFLASH Discoverable Parameters j}—————— Spansion : S25FL132KOXNFBO10

. SFDP Response
(Manuf. ID, Single/DualiQuad, Read command, Write command)

_|IfQUAD mode is supported and Quad Mode enable bit is not set
Setup the Quad mode enable

[ e ]
Get Image data
Over UART

L1
Write Images (Loc, Si
hl Using the ls(:‘g‘;nl:rgl:d(u ff)\f('nte";?)]mn\dnd )q
[ 3
Figure 2-2. ROM-Assisted Image Download Sequence

Key points:

» The ROM-assisted download should work with all flash variants that allow for memory-mapped mode and
Page program command (0x2), with one dummy byte and 24-bit addressing.

+ Setting the QE bit varies from one SDF vendor to another. The ROM bootloader supports setting the QE bit
for Spansion® and Macronix® variants (certain specific part variants only) in this flow.

* In addition to a checksum-based integrity check for every packet received over the UART, a CRC32-based
integrity check is performed over the complete image. The CRC32 is computed incrementally as the packets
are received and written to the SDF.
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2.7 Booting Application Image
2.7.1 Booting From Serial Flash

In functional mode, the bootloading of an image from the SDF is the first bootmode attempted by the bootloader
(see Figure 2-3). If for some reason quad or dual read mode fails in this process, the RBL tries single mode.

BootLoader SFLASH

|

——Read SFDP (SFLASH Discoverable Parameters j————{

SFDP Response
| (Manuf. ID, Single/Dual/Quad, Read command, Write command)

Read MetaHeader (Loc, Size)
h(l‘)smg the supported Read mmmam!]#

loop
Load _| - Read Images (Loc, Size) ﬁ'
Images (Using the supported Read command)

-

Figure 2-3. Image Load Sequence

This bootmode involves the following steps (taken care of by the ROM Bootloader):

1. Pinmux the QSPI pins of the xXWRLx432 device.

2. QSPIis set up to operate at (system clock / 2) = (160/2) = 80MHz.

3. The SFLASH discoverable parameters (SFDP) command is issued to retrieve the JEDEC compliant
response, which includes information regarding the SFLASH capabilities and command set. When the SFDP
response is received, the information is used to communicate with the SDF and further interpret the contents
and load the images.

Key points:

» The ROM bootloader performs the read from the SDF, based on the highest capability mode (quad, dual, or
single) as published by the SDF in response to the SFDP command.

» For SDF variants that support quad mode, the quad mode commands are issued; if the quad enable (QE) bit
is not set, the communication fails. In such cases, the load flow assumes that the QE bit in the SDF is already
set.

» Fallback images: the bootloader supports loading of images from the following locations as a fallback
mechanism if one of the images is corrupted in the SDF. The locations of the images are:

— META IMG1(SDF offset — 0x0)

— META IMG2(SDF offset — 0x80000)
— META IMG3(SDF offset — 0x100000)
— META IMG4(SDF offset — 0x180000)

For image format details, see the AWRL6432, IWRL6432, AWRL 1432, IWRL1432 Technical Reference Manual.
2.7.2 Bootmode — SPI

When the Flash device is not present or discoverable from the JEDEC response, the bootloader looks for
an image to be loaded via SPI or UART interface, if the first ping/command is initiated through SPI interface
then RBL switch to SPI mode of image download. This image can be loaded in from a host PC or external
processor. For more details on booting over SPI, see the AWRL6432, IWRL6432, AWRL1432, IWRL1432
Technical Reference Manual.
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2.7.3 Bootmode - UART

When the Flash device is not present or discoverable from the JEDEC response, the bootloader looks for an
image to be loaded via SPI or UARTA interface, if the first ping/command is initiated through UART interface
then RBL switch to UART mode of image download.

The UART communication protocol involves a simple command-response flow. The host first sends the
command packet to the xXWRLx432 device and then waits for a response from the device. Multi-byte fields are
transmitted in big endian format with MSB bytes transmitted followed by the LSB bytes. Each command packet
is immediately processed by the bootloader without any scheduling or processing in the background and then
a valid response packet is sent. The response can either be an ACK, a NACK or it may contain some specific
response information. For more details on booting over UART, see the AWRL6432, IWRL6432, AWRL1432,
IWRL 1432 Technical Reference Manual.

3 Secondary Bootloader

Booting an application from SFLASH is usually done by the ROM Bootloader (RBL). The RBL looks through
SFLASH, and upon reading a valid image header, load that image into RAM and start the application. However,
a limitation of the RBL is that it is only able to boot one application, and provides no flexibility in changing that
application as it is not configurable without modifying SOP settings on the board. Any changes that need to be
made to the application require the device to be set to flashing mode to load a new application to SFLASH,

and then back to functional mode to restart the boot process. The secondary bootloader, which is discussed in
this section, provides the added flexibility that makes binary updates much simpler and provides the user more
control and flexibility in what gets loaded and how it is loaded.

The secondary bootloader(SBL) is a tool that allows "over-the-air" binary updates to SFLASH via serial interface
and subsequently execute the new application. This allows for modifications to the binaries in SFLASH without
having to switch SOP modes. It also allows the user to flash multiple images: 1 main application image and 1
back-up image in case the main image fails to load. The main image is directly loaded into SFLASH via UART by
the SBL application, and then boots the application. However, the SBL can be modified to use other interfaces
like SPI, CAN, and LIN.

The SBL differs from the RBL in that it only focuses on booting the device with the application code rather than
also initializing the device. It also can load images in multiple partitions of SFLASH, while the RBL loads the
image in the first partition with a valid image. The SBL is also configurable since it is an application loaded by
the RBL from FLASH as opposed to being ROM'ed on the device like the RBL. Some limitations of the SBL
example in the SDK include no support for image authentication and adds complexity for systems with no host
control. However, the SBL source code is available in the SDK and can be modified by the users to address
these limitations and add features such as encryption to satisfy the use-case.

3.1 SBL Execution Flow
The SBL execution flow is as follows:
* The SBL application is loaded from partition 1 of SFLASH by the TI RBL

During the execution of the SBL, it provides the user a configurable amount of time to interrupt the auto-boot
process

— The user can send the main application over a serial interface, and the SBL stores the application into the
correct section of FLASH (see Flash Memory Partitioning for SBL Execution)
» The SBL example can be found in the MMWAVE-L-SDK (for UART) and in the Radar Toolbox (for
CAN/LIN)
— Once itis flashed, the device attempts to boot the application code from FLASH and loads it into RAM,
performing validity checks on the image during this process
» If the configurable timer countdown expires, the SBL auto-boots the image in partition, and if it is invalid, it
auto-boots the back-up image stored in partition 4 of SFLASH (which is flashed along with the SBL)
— The device performs validity checks on the image during the process
» |If this boot is successful, the SBL updates the program counter and jump to the application that was loaded
into RAM
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3.1.1 Flash Memory Partitioning for SBL Execution
Typical Flash partitions for Secondary Bootloader Use Case — From SDK SBL Example

Figure 3-1. Flash Partitions for Secondary Bootloader

» The SBL application is stored in partition 1 of SFLASH so that the RBL can load this application into RAM
» The factory back-up image MUST be stored in partition 4. The main image cannot be directly loaded into
partition 2 via UNIFLASH or any other flashing tool due to calibration information being saved at the start of
the partition
— The SBL application loads the main application into the correct region of partition 2 + 3 to avoid
overwriting the calibration information stored in SFLASH

3.1.2 SBL Feature Modifications
Image Select:

» The SBL can be modified to provide options for which image can be loaded into RAM
— The current flow only allows for one image and one back-up image that is automatically loaded if any
issue occurs during the loading of the main image
— This can be instead interrupted by a UART _read that waits for a user input on which section in SFLASH to
pull image data from
+ Based on this selection, one of 2-3 images can be loaded as opposed to a single image
» This modification provides further flexibility in what can be loaded onto the device and provides a variety of
options for the end-user to explore

3.1.3 SBL Development Considerations
Shared Memory Considerations

* The SBL example runs from shared memory to avoid conflicting with any application code in the M4 RAM.

»  When loading an application with the SBL, the application cannot store any text, data, or read-only
information in shared memory. For more information, see the DIG#14 in the errata. However, examples
using L3 memory in shared memory can still utilize shared memory.
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General Development Considerations

* |IWR devices require RAM1 memory bank to be explicitly initialized due to EFUSE differences between IWR
and AWR devices
— IWR devices have ECC disabled by default, therefore requiring explicit memory initialization
— Itis good practice to initialize all the memory banks, but results in a delay in boot time
» Can also be resolved by disabling the SYSTICK timer which was causing unnecessary access to
memory banks upon execution of the ISR
» If executing a warm reset on an application that was loaded by the SBL, please make sure the warm reset
considerations are executed by the SBL and the SBL triggers the warm reset
— Specifically required for watchdog resets in the application that trigger a warm reset as it is an
uncontrolled reset that may not handle all the necessary steps for ensuring a successful warm reset
upon exit of the program

4 Warm Reset

On a STC_WARM or WARM reset reason, as seen by the RBL flow in Figure 2-1, the appropriate STC tests
and image verification is performed and then the execution jumps to the address stored in the boot vector
(TOP_PRCM:PC_REGISTER?2). This address is typically the start of the user application. In this flow, there is
necessary HW infrastructure provisioned to ensure that the memory contents are retained on a warm reset cycle
with the power to the device maintained to be intact. The RBL will not by default reload an image from SDF in
this flow.

A Warm reset is internally generated by the device, or triggered by device pin WARM_RESET. A write to the
TOP_PRCM:RST_SOFT_RESET register generates the reset. The WARM_RESET can be used to reset the
device from the external world or to report the reset to the external world if it is generated by an internal source
such as watchdog timer.

4.1 Integrity Verification

The RBL performs an integrity verification step to ensure that an application has valid data. The RBL makes the
following assumptions when performing the integrity check in the STC_WARM reset flow:

* RBL reads the boot vector from TOP_PRCM:PC_REGISTER2[24:0] to determine the boot vector to jump to
* RBL performs the integrity check for the APPSS image only
* RBL computes the CRC of the APPSS image based on image length (starting from boot vector)
field in TOP_PRCM:PC_REGISTER3[31:0] and compares it with the data integrity check field
TOP_PRCM:PC_REGISTER4[31:0]. It is expected that the application populates this register
* The parity of TOP_PRCM:PC_REGISTER3 and TOP_PRCM:PC_REGISTER4 is expected to be
correctly populated in TOP_PRCM:PC_REGISTER1[23:20] and TOP_PRCM:PC_REGISTER2[19:16] by the
application. For more information, see Section 5.2.

4.2 LSTC/PBIST

Programmable built-in self test (PBIST) is a feature that is used for self-test the memory regions in the SoC
without any external test equipment. In an embedded system, these tests are typically used during boot time or
shutdown of the system to check the health of an SoC.

Logic built-in self test controller (LSTC) IP addresses the logic self-test requirements for functional safety
applications as per 1ISO-26262 ASIL compliance. The LBIST is triggered through the RBL during power-up
and/or during a warm reset if enabled, and if a functional safety rated device is being used.

For more details, see the Safety Modules section of the AWRL6432, IWRL6432, AWRL1432, IWRL1432
Technical Reference Manual.
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4.3 Watchdog Timer

A watchdog timer module is available on the xXWRLx432 device. A watchdog timer can act as a last method of
defense against runaway code or infinitely looping code. This can prevent the device from entering an unknown
state and can result in unknown power draw or loss of communication within a larger system.

The WDT does not provide coverage when the device is in low power/deep sleep mode

- Chi rpsi gy Vel cheve T - C Hirpaige el chev ™

L L L

i’ Mo Coverage s Mo Covermge

Figure 4-1. xWRLx432 WDT Coverage

The internal watchdog is not meant to cover all failure modes on the device, which includes but is not limited
to random bit flips or transient faults. An appropriate functional safety assessment must be taken by the system
integrator to determine if the internal watchdog is sufficient for the use-case.

4.4 Reset-Triggered Flash Reload of Application

Depending on an application use-case, a full reload of user application may be desired upon a warm reset of the
device. This ensures a "clean" start for the application image and would recover the device from any memory
corruption issues that may have caused runaway code and a watchdog warm reset in the first place.

The RBL, by design, does not support loading from flash on a warm reset. It is thus recommended that the
customer take appropriate care in the design of their hardware PCB if this behavior is desired.

4.4.1 Hardware Solutions

Multiple Hardware solutions exist to create a reload from Flash on a reset of the device. Two of which are listed
below

4.4.1.1 PMIC 12C Messaging

Depending on the PMIC chosen in the system, an 12C message can be sent to the PMIC to trigger a NRESET
via the power supply. This would provide a clean restart of the device and reload the flash contents from FLASH
memory. For example: PMIC TPS650360 can be used for this purpose, presuming reset out pin of PMIC is tied
to reset pin of mmWave radar device. The mmWave radar device can request warm reset of PMIC through 12C
message and then PMIC will reset the mmWave radar device.

4.4.1.2 External Watchdog Timer

External watchdog timer can be used to monitor the mmWave radar device for detecting the software codes
(Application code, driver code, and so forth) from entering the lockup state or increase in implementation time.
The external watchdog timer can be serviced from the GPIO's of the mmWave radar device. If the external
watchdog timer is not serviced regularly as expected then the timer can trigger the NRESET signal to the device.
On reset from external watchdog timer, mmWave radar device would provide a clean restart of the device and
reload the flash contents from FLASH memory. One of the examples for the external watchdog timer is TPS3430
- Automotive Window Watchdog Timer with Programmable Reset Delay. The watchdog timer can also be used to
detect and recover from a hardware fault.
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4.4.1.3 External Voltage Monitoring or Voltage Supervisors

These are also known as the reset ICs and the voltage monitors. These devices act as external voltage monitors
which supervises or monitors the voltage rails and assert a signal to reset, enable or disable another device

on detecting the voltage rail deviated from its permissible tolerance (under-voltage and over-voltage thresholds).
This reset to mmWave radar device can provide a clean restart of the device and reload the flash contents

from FLASH memory. One of the voltage supervisor examples is TPS3850, which can be used for detecting
under-voltage and over-voltage of 1.2V, 1.8V and 3.3V power rails.

4.4.2 Software Solutions

There are software-based workarounds that can be considered should a customer want to reload an image from
flash on a warm reset. Both are detailed below.

4.4.2.1 Setting Boot Vector to 0x0

A software-based workaround to load the image from Flash is possible by modifying the jump address used

in the warm reset flow. Proper care must also be taken to ensure that the FECSS (Front End Controller
Subsystem) is in the correct state. A user must perform any necessary safety assessment of their own system
to determine if this software-based workaround meets their needs. The flow of the workaround sequence is as
follows:

Figure 4-2. Software Load From Flash on a Warm Reset

Gracefully power down FECSS and HWASS

Power on FECSS

Write Boot vector to TOP_PRCM:PC_REGISTER2[24:0] = 0

Write boot vector parity to TOP_PRCM:PC_REGISTER1[15:12] =0
Disable image integrity check - TOP_PRCM:PC_REGISTER1[5:3] =0
Disable STC test - TOP_PRCM:PC_REGISTER1[8:6] =0

Trigger warm reset - TOP_PRCM:RST_SOFT_RESET[0] = 1

Noakrwdb=

Execution re-enters the RBL after the warm reset in step 7 occurs, which starts execution as shown in Figure
2-1. The RBL determines the reset reason as invalid because the reset registers have been cleared. It assumes
a POR because of this, and the application image is loaded from Flash once again. The application or SBL can
continue as designed, until another reset occurs.

View the watchdog_reset example in the MMWAVE-L-SDK under: <SDK-Install-Directory>/examples/
drivers/watchdog/watchdog_reset/ for the fully-coded sequence to perform the reload from flash.

5 Relevant Registers

After initialization, RBL clears all reset registers, and stores the reset register values in this register.
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5.1 Reset Registers

The reset registers can be used to identify if the type of reset that was triggered matches the intended reset the
user wanted to trigger. Please see the tables below for descriptions of these registers and what the values in

those register represent.

Table 5-1. SYS_RST_CAUSE Register

WWRLx432:TOP_PRCM:SYS_RST_CA

USE

Filed

Name

Description

Bit#16 SYS_RST_CAUSE_SYS_RST_CAUSE |Clear's the sys_rst_cause register
_CLR 0x0 -> sys_rst_cause capture enable
0x1 -> sys_rst_cause reg clear and disable
Bit#<2:0> SYS_RST_CAUSE_SYS_RST_CAUSE |System Reset Cause register

3'b001 - POR reset
3'b010 - Warm reset due to soft register

3'b100 - Warm reset due to wdog

Note

On a STC_POR reset, the SYS_RST_CAUSE register will be 0x0. This field will only be set to 3'b001
on the true POR reset.

Table 5-2. RADAR_WAKEUP_STATUS Register Field Descriptions

Bit Field Type Reset Description
31-21 RESERVED R/W X
20 radar_state_is_deep_slee |R Oh RADAR power FSM is in DEEP_SLEEP state
p
19 radar_state_is_go_to_dee |R Oh RADAR power FSM is in GO_TO_DEEP_SLEEP state
p_sleep

18 radar_state_is_sleep R Oh RADAR power FSM is in SLEEP state

17 radar_state_is_idle R Oh RADAR power FSM is in IDLE state

16 radar_state_is_wake_up |R Oh RADAR power FSM is in WAKEUP state

15-9 RESERVED R/W X

8 wakeup_status_clear R/W Oh Clear's the wakeup status and source register Ox
0 -> Wakeup status and source capture enable 0x
1 -> Wakeup status and source reg clear and disable

7-2 wakeup_source R Oh It indicate wakeup source from SLEEP/DEEP SLEEP state Bit
0 -> Sleep counter as Wakeup source Bit
1 -> UART as Wakeup source Bit
2 -> SP| as Wakeup source Bit
3 -> GPIO as Wakeup source Bit
4 -> RTC counter as Wakeup source Bit
5 -> FRC frame start intr as Wakeup source

1-0 wakeup_status R Oh It indicates the wakeup status of the device, whether it is Wakeup
due to POR or from SLEEP/DEEP SLEEP state 0x
1 -> Wakeup from SLEEP 0x
2 -> Wakeup from DEEP SLEEP
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Table 5-3. RST_CAUSE Register Field Descriptions
Bit Field Type Reset Description
31-8 RESERVED R X
7-0 COMMON R 3h Reset cause register for APP CPU

0x00 - All cleared

0x01 - Power On Reset (PoR)

0x02 - Subsystem Reset (Combination of Warm Reset initiated from
PRCM using xX\WRLx432:TOP_PRCM:RST_APP_PD_SOFT_RESET
and PoR reset)

0x04 - STC RESET

0x08 - Reserved

0x10 - CPU Only Reset triggered by writing to
xWRLx432:APP_RCM:RST_FSM_TRIG<RST_FSM_TRIG_CPU>
0x20 - Core Reset initiated from PRCM using
xWRLx432:TOP_PRCM:RST_SOFT_APP_CORE_SYSRESET_RE
Q (reset CPU unconditionally - by debugger) or
xWRLx432:TOP_PRCM:APP_CORE_SYSRESET_PARAM_WAKEU
P_OUT_STATE

0x40 - Reserved

Bit

Source

[3:0]

Reset Reason Identification by bootloader
M_BOOT_RESET_REASON_PORZ: (0x1U)
M_BOOT_RESET_REASON_PORZ: (0x1U)
M_BOOT_RESET_REASON_WARM: (0x2U)
M_BOOT_RESET_REASON_DEEPSLEEP: (0x3U)
M_BOOT_RESET_REASON_SOFT: (0x4U)
M_BOOT_RESET_REASON_STC_WARM: (0x5U)
M_BOOT_RESET_REASON_STC_PORZ: (0x6U)

[7:4]

SYS_RST_CAUSE[2:0]

[15:7]

RADAR_WAKEUP_STATUS[7:0]

[23:16]

RST_CAUSE[7:0]

5.2 PC Registers

Figure 5-1 shows the organization of relevant PC registers. These registers contain important information that is

used by the RBL.

e BIT MAPPING e eme oo >
Bits[31:28] Bits[27:24] Bits[23:20] Bits[19:16] Bits[15:12] Bits[11:9]  Bits[8:6] Bits[5:3]  Bits[2:0]
r - - T - T - T - T
+ DATA INTEGRITY |IMAGE LENGTH/PC | BOOT VECTOR ECLIPSE LBISTIN PERFORM SKIP
| PORT RESERVED PC PARITY CHECK PARITY PARITY PARITY INDICATOR BOOT INTEGRITY Fean
i PC LOCATION
. PCR2 RESERVED oAt BOOT VECTOR
&
i, PCR3 IMAGE LENGTH / PROGRAM COUNTER
2
| PCR4 DATA INTEGRITY GHECK
| PCRS PROGRAM COUNTER
v

Figure 5-1. Relevant PC Register Formats
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5.2.1 Addresses

PC_REGISTER1 Register (Physical Address = 5A040054h) [Reset = 00000000h]
PC_REGISTER2 Register (Physical Address = 5A040058h) [Reset = 00000000h]
PC_REGISTER3 Register (Physical Address = 5A04005Ch) [Reset = 00000000h]
PC_REGISTER4 Register (Physical Address = 5A040060h) [Reset = 00000000h]
PC_REGISTERS5 Register (Physical Address = 5A040064h) [Reset = 00000000h]
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