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ABSTRACT

The Tl 15.4-Stack (included in the SimpleLink™ Sub-1 GHz CC13x0 software development kit [SDK] ©)
provides a Frequency Hopping (FH) MAC protocol to use with SimpleLink CC13xx wireless microcontroller
(MCU)-based systems in enabling communication in the Federal Communications Commission (FCC)
band (902 to 928 MHz). The FCC allows for a higher transmit power in this band when frequency hopping
is used. FCC compliant frequency hopping allows deployments to use a higher transmit power in regions
of the world that follow FCC regulations. This document explains how FCC compliance can be achieved
with the Tl 15.4-Stack specific to test cases related to frequency hopping feature.
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The SimpleLink CC13x0 SDK is part of the SimpleLink MCU platform which consists of Wi-Fi, Bluetooth® low energy, Sub-1 GHz and
host MCUs, and offers a single development environment that delivers flexible hardware, software, and tool options for wired and
wireless applications. All share a common, easy-to-use development environment with a single core SDK and rich tool set. A one-time
integration of the SimpleLink platform lets you add any combination of devices from the portfolio into your design. The ultimate goal of the
SimpleLink platform is to achieve 100 percent code reuse when your design requirements change. For more information visit
www.ti.com/simplelink.
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Abbreviations

FAN — field area networks

FCC — Federal Communications Commission
FH — frequency hopping

MAC — medium access protocol

Wi-SUN® — Wireless Smart Utility Networks

SimpleLink, Texas Instruments, LaunchPad are trademarks of Texas Instruments.
Bluetooth is a registered trademark of Bluetooth SIG, Inc.

Wi-SUN is a registered trademark of Wi-SUN Alliance.

All other trademarks are the property of their respective owners.
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4.1

FCC Compliance

The FCC regulates the transmit power to be used for different operating modes and spectrum in the
regions of the world following FCC regulations. When a frequency-hopping scheme is used, the FCC
allows the use of a higher transmit power (see Table 1) [1][2]. Higher transmit power enables a frequency-
hopping solution to achieve up to 34 times more coverage and improved robustness to interference [3].
The compliance to these requirements is verified based on FCC compliance test procedures [5].

Table 1. FCC Regulation Summary

Number of Hopping
Channels

1 (no hopping) — — -1.25 dBm

20 dB . .
2510 50 250 KHz < BW < 50 KHz No more than 0.4 s during a 10-s period 24 dBm
20 dB

BW < 250 KHz

Bandwidth Maximum Allowed Time per Channel Transmit Power

> 50 No more than 0.4 s during a 20-s period 30 dBm

Frequency-Hopping Mode Compliance

FH Mode

The TI 15.4-Stack from Texas Instruments™ provides a FH mode that uses unslotted frequency hopping
technique based on Wi-SUN FAN [4]. The solutions allows nodes to hop on their own hopping sequence
as shown in Figure 1. A hopping sequence involves the receiver listening on a specific channel for a
period of time called dwell interval. The device shall then change its channel based on a channel hopping
function every dwell interval that is unique to each device [4]. The nodes shall exchange their channel
hopping sequence and other parameters required to track its hopping sequence during an initial join
phase through asynchronous frame exchanges explained in [7]. The nodes shall also maintain
synchronization with its neighbors based on timing information exchanged through information elements in
different MAC frames [7]. A transmitter intending to transmit a frame shall first identify the channel at
which its target node is currently listening and shall then transmit the frame on that channel as shown in
Figure 2. The channel in which a data transmission shall occur is thus dependent on the listening channel
of the receiver. The number of channels on which a node should hop and the period of time it should stay
on a specific channel (dwell interval) can be configured to suit a specific application need.

Node A CH1 CH2 CH3 CH4

Node B CH4 CH1 CH2 CH3

Node C CH3 CH4 CH1 CH2

Time

A\ 4

Figure 1. Unicast Hopping Sequence of Device
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Data Request Resume Hopping
Node A CH1 CH3 CH4
Data ACK
Node B CH4 CH2 CH3

Figure 2. Data Exchange

4.2 Channel-Hopping Application Configuration

A typical application should ensure that its traffic profile and channel-hopping configuration ensures that
the solution meets the FCC regulation requirements. The key requirements, detailed in Section 3, are:

* The system will use the hopping-channel carrier frequencies separated by a minimum of 25 KHz or the
20-dB bandwidth of the hopping channel, whichever is greater.

» The system will use at least 50 channels if the 20-dB bandwidth of the hopping channel is less than
250 KHz (Tl 15.4-Stack software operates at less than 250-KHz bandwidth). The system shall not
occupy more than 400 ms in average on any frequency within a 20-s period.

The hopping sequence of each node ensures that the channel chosen at each slot is random. The
sequence can be approximated to occur based on uniform distribution and is independent of previous
slots. The number of times a given channel shall appear on the listening hopping sequence can thus be
considered to be binomially distributed.

Consider the following configuration (default Tl 15.4-Stack software configuration):

* Dwell interview = 250 ms

e Number of channels = 129 (all channels are used)

This configuration implies that over a 20-s period, there will be 80 slots. Each slot can belong to a random

channel that is independent of other slots. Considering binomial distribution with a probability of selecting
a given channel as 1/ 129, the probability of having more than n slots with the same channel is presented

in Table 2.

Table 2. Probability of Channel-Slot Occupancy
Number of Slots® Probability (%)@

0 46

1 13

2 25

3 0.36

4 0.04

@ The number of slots is represented by n.
@ The probability of more than n slots selecting the same channel over a 20-s period, out of 80 slots.

For the default parameters, a given channel will not occupy more than four slots in a 20-s window with a
99.96% probability. Given that a channel should not be occupied for more than 400 ms over a 20-s period,
the application profile must ensure that their duty cycle is such that it does not transmit more than 400 ms
over four slots (40% duty cycle).
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5.1

5.2

In general, considering any given dwell interval (D)) and number of hopping channels (N,):

» Number of slots over a 20-s period (Ng) =20 s/ D,

» Probability of occurrence of a given channel (p) =1 /N,

» The probability that a given channel can occur more than n times is given by Equation 1.

n
n _
P(x>n)=1- 3 ()P @-p)" 6]
k=0

(1)
The number of effective slots (N, the maximum expected number of slots on which a same channel can
occur) should be determined such that P (x > N4) is at an acceptable low value. The application profile
should then be chosen so the effective transmit time is less than 400 ms over N % DI period, and that N,
is greater than 50 to meet FCC requirements.

FCC Compliance Frequency Hopping Specification

FCC Certification Mode Application Example

The TI 15.4-Stack provides an example application to perform FCC certification tests. In this example
application, the sensor device will generate a packet (approximately 100 bytes) every 50 ms after
association with the collector. The collector will not generate any application data traffic but shall continue
to hop based on its channel hopping sequence. The transmissions from the sensor device have been
used to perform the different tests explained in this section.

FCC Compliance Frequency Hopping Parameters

The following FCC compliance specification parameters were measured using TI's SimpleLink, Sub-1 GHz
CC1310 wireless MCU LaunchPad™ development kit, Rev1.1 modules in a Lab environment at an
ambient temperature. All of the measurements were done in a conductive method. The CC1310
LaunchPad is shown in Figure 3.
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Figure 3. CC1310 LaunchPad™
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Table 3 provides a summary of the test results.

Table 3. Summary of Test Results

Channel repetition rate

Parameter FCC Specification Measurement Result (Typical)
20-dB bandwidth < 250 KHz 101.4 KHz
Channel spacing > ﬁhﬁ:ﬁév%ﬁszgrgzi e?W 200.3 KHz
Number of hopping channels 50 Minimum 129
Channel occupancy time per repetition 57.9 ms (19.3 x 3) ms
< 400-ms average within 20 s 3in 20 Sec

173.7 ms (60 x 3)

521 FCC Parameter Plots
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Figure 4. 20-dB Channel Bandwidth Plot
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Figure 5. Channel Spacing Plot
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Figure 6. Number of Channels Plot Figure 7. Channel Occupancy Time per Repetition
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Figure 8. Channel Repetition Rate Plot
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IMPORTANT NOTICE FOR TI DESIGN INFORMATION AND RESOURCES

Texas Instruments Incorporated (‘TI”) technical, application or other design advice, services or information, including, but not limited to,
reference designs and materials relating to evaluation modules, (collectively, “Tl Resources”) are intended to assist designers who are
developing applications that incorporate TI products; by downloading, accessing or using any particular TI Resource in any way, you
(individually or, if you are acting on behalf of a company, your company) agree to use it solely for this purpose and subject to the terms of
this Notice.

TI's provision of Tl Resources does not expand or otherwise alter TI's applicable published warranties or warranty disclaimers for Tl
products, and no additional obligations or liabilities arise from TI providing such Tl Resources. Tl reserves the right to make corrections,
enhancements, improvements and other changes to its TI Resources.

You understand and agree that you remain responsible for using your independent analysis, evaluation and judgment in designing your
applications and that you have full and exclusive responsibility to assure the safety of your applications and compliance of your applications
(and of all TI products used in or for your applications) with all applicable regulations, laws and other applicable requirements. You
represent that, with respect to your applications, you have all the necessary expertise to create and implement safeguards that (1)
anticipate dangerous consequences of failures, (2) monitor failures and their consequences, and (3) lessen the likelihood of failures that
might cause harm and take appropriate actions. You agree that prior to using or distributing any applications that include TI products, you
will thoroughly test such applications and the functionality of such Tl products as used in such applications. Tl has not conducted any
testing other than that specifically described in the published documentation for a particular TI Resource.

You are authorized to use, copy and modify any individual TI Resource only in connection with the development of applications that include
the Tl product(s) identified in such TI Resource. NO OTHER LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE TO
ANY OTHER TI INTELLECTUAL PROPERTY RIGHT, AND NO LICENSE TO ANY TECHNOLOGY OR INTELLECTUAL PROPERTY
RIGHT OF TI OR ANY THIRD PARTY IS GRANTED HEREIN, including but not limited to any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI products or services are used. Information
regarding or referencing third-party products or services does not constitute a license to use such products or services, or a warranty or
endorsement thereof. Use of TlI Resources may require a license from a third party under the patents or other intellectual property of the
third party, or a license from TI under the patents or other intellectual property of TI.

TI RESOURCES ARE PROVIDED “AS I1S” AND WITH ALL FAULTS. TI DISCLAIMS ALL OTHER WARRANTIES OR
REPRESENTATIONS, EXPRESS OR IMPLIED, REGARDING TI RESOURCES OR USE THEREOF, INCLUDING BUT NOT LIMITED TO
ACCURACY OR COMPLETENESS, TITLE, ANY EPIDEMIC FAILURE WARRANTY AND ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT OF ANY THIRD PARTY INTELLECTUAL
PROPERTY RIGHTS.

TI SHALL NOT BE LIABLE FOR AND SHALL NOT DEFEND OR INDEMNIFY YOU AGAINST ANY CLAIM, INCLUDING BUT NOT
LIMITED TO ANY INFRINGEMENT CLAIM THAT RELATES TO OR IS BASED ON ANY COMBINATION OF PRODUCTS EVEN IF
DESCRIBED IN TI RESOURCES OR OTHERWISE. IN NO EVENT SHALL TI BE LIABLE FOR ANY ACTUAL, DIRECT, SPECIAL,
COLLATERAL, INDIRECT, PUNITIVE, INCIDENTAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES IN CONNECTION WITH OR
ARISING OUT OF TI RESOURCES OR USE THEREOF, AND REGARDLESS OF WHETHER TI HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

You agree to fully indemnify Tl and its representatives against any damages, costs, losses, and/or liabilities arising out of your non-
compliance with the terms and provisions of this Notice.

This Notice applies to TI Resources. Additional terms apply to the use and purchase of certain types of materials, Tl products and services.
These include; without limitation, TI's standard terms for semiconductor products http://www.ti.com/sc/docs/stdterms.htm), evaluation
modules, and samples (http://www.ti.com/sc/docs/sampterms.htm).
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