/ Application Report
l —{IE)S(’?EUMENTS SPMAOQO75-August 2016
Using TM4C12x Devices Over JTAG Interface

AmitAshara

ABSTRACT

The IEEE Standard 1149.1-1990, IEEE Standard Test Access Port and Boundary-Scan Architecture
(JTAG) is a method for verifying designs and testing printed circuit boards after assembly. It is used as the
primary means for transferring data to a nonvolatiie memory of an embedded system and debugging
embedded software.

This application report describes the physical connections for JTAG and design considerations to be taken
into account for a custom board. It also shows how to use the JTAG interface on the TM4C12x
LaunchPad™ for debugging the on-board microcontroller using an external debugger, or by using the on-
board debugger for debugging an off-board microcontroller.

NOTE: This document applies to TM4C12x Series microcontrollers. All screen captures reflect the
TM4C12x devices.
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1 Introduction

JTAG defines a Test Access Port (TAP) and Boundary Scan Architecture for digital integrated circuits and

provides a standardized serial interface for controlling the associated test logic. It can be used to test the

interconnections of assembled printed circuit boards and obtain manufacturing information on the

components. It also provides a means of accessing and controlling the design for test features such as /10

pin observation and control, scan testing, and debugging.

The JTAG port on TM4C12x is comprised of four pins:

» Test Clock (TCK)

» Test Mode Select (TMS)

e Test Data In (TDI)

e Test Data Out (TDO)

Even though the TM4C12x devices support Serial Wire Debug (SWD) mode, this application report

focuses on JTAG, which is a more widely adopted interface.

2 Overview of JTAG Protocol

Before the interfacing of TM4C12x devices over JTAG can be discussed, it is important to understand the

basic concepts of JTAG protocol and terminologies. This aids the debugging of system issues when JTAG

does not work as expected.
2.1 JTAG State Machine

JTAG accesses the Test Access Port (TAP) of a device by changing TMS and TDI in conjunction with

TCK and reading results through TDO.

» TDI and TMS are sampled on the rising edge of TCK by the TAP.

* TDO is changed on the falling edge of TCK by the TAP.

The JTAG works by accessing the Instruction Register (IR) and the Data Register (DR). The IR is a 4-bit

serial scan chain connected between the TDI and TDO pins. When the TAP controller is in the correct

state, bits can be shifted into the IR. Once the IR is loaded, they are decoded to get access to the DR.

The DR format is specific to the register being accessed. As an example:

* When the IR is loaded with the BYPASS instruction, the DR length is a 1-bit shift register.

* When the IR is loaded with IDCODE instruction, the DR length is a 32-bit shift register, which on shift
out, gives the JTAG ID of the device that is specific to the manufacturer name, part number and
version of the ARM core.
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At power on, the TAP state machine (see Figure 1) is initialized to be in Test Logic Reset state. It moves
from one state to another based on the TMS value (shown as logic 0 or 1 on the transition arrow) with
every TCK. Once the state machine enters the Shift state, the TDI pin is used to serially shift in the IR or
DR. At the same time, the value captured in the shift register during the Capture state is shifted out on to
the TDO. When the Update state is executed, the value shifted in during the Shift state is updated to the
TAP for the next JTAG cycle.

Qlrstionerese
1 0
("] Run Test idle |— Select IR Scan

0 [ 0

Update DR Update IR |=—
R 1 [0

Figure 1. Test Access Port State Machine
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2.2 JTAG System Implementations
A system with JTAG can be implemented in two different methods: point-to-point connection and daisy
chain connection.
221 Point-to-Point Connection
Using a point-to-point method, a single set of JTAG pins are connected to a single device (see Figure 2).
If there are multiple devices in a system, then multiple JTAG headers are required. The advantage of the
point-to-point connection is that the speed of the device access is higher when compared to the daisy
chain connection (discussed in Section 2.2.2). However, this increases the BOM cost and is more difficult
to manage when performing cross trigger debug.
TMS-1 TMS-2
TCK-2
TDI-2
TDO-2
Figure 2. Point-to-Point Connection
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2.2.2 Daisy Chain Connection

Using the daisy chain connection method, a single set of JTAG pins are connected to multiple devices
(see Figure 3). The TDI from the JTAG header is connected to the TDI of the first device. The TDO of the
first device is then connected to the TDI of the next device and so on until the last device. The TDO of the
last device is connected to the TDO on the JTAG header. TCK and TMS are shared between all the
devices. The advantage of a daisy chain connection is that the BOM cost is lower as individual headers
per device is not required, PCB is simpler to layout and cross trigger debugging is convenient. Since
multiple device TAPs are in the path, JTAG access is slower as additional shifts are required to bring each
device TAP to the correct state.

TMS

TCK

DI Device-3

D
TDO
-

Figure 3. Daisy Chain Connection

2.3 Additional JTAG Information

Besides the four JTAG pins, there are two more pins available on some devices: TRST and RTCK.

» TRST: Test Reset. This pin is an optional pin and can be used to reset the JTAG TAP state machine.
It is an active low signal.

 RTCK: Return TCK. This is a clock that is sourced by the device. When available, the TDO is sampled
with this clock allowing for higher JTAG operation frequency. This is also referred to as adaptive
clocking.

NOTE: TRST and RTCK are unavailable on all TM4C12x devices.
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3.1

JTAG Debug Probes

To access the JTAG interface on an embedded system requires JTAG debug probes. These are often
referred to as emulators (though this is a misnomer). The JTAG debug probes have control logic that
generates the JTAG signaling and comes with drivers that a PC-based application like IDE’s and
programmers can utilize to download a firmware or debug an application.

JTAG Header Pin Out

The JTAG debug probe connects to headers on the PCB. There are different types of JTAG connectors
and even though they serve the same function, it can be confusing when making the selection of the
debug probe. To be able to make the correct connection, it is necessary to first understand the pin
mapping of the JTAG header pin out. Table 1 shows the pin out for the different type of headers.

Table 1. JTAG Header Pin Out

Pin Tl 14-Pin Compact Tl 20-Pin cTI ARM 10-Pin ARM 20-Pin
Number 100 mil pitch 50 mil pitch 50 mil pitch 100 mil pitch
1 TMS T™MS VTRef VTRef
2 nTRST nTRST T™MS VSupply
3 TDI TDI GND NTRST
4 TDIS TDIS TCK GND
5 VTRef VTRef GND TDI
6 KEY KEY TDO GND
7 TDO TDO KEY T™MS
8 GND GND TDI GND
9 RTCK RTCK GNDDetect TCK
10 GND GND NnRESET GND
11 TCK TCK RTCK
12 GND GND GND
13 EMUO EMUO TDO
14 EMU1 EMU1 GND
15 NnRESET NRESET
16 GND GND
17 EMU2 NC
18 EMU3 GND
19 EMU4 NC
20 GND GND

6
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JTAG Debug Probes

3.2 Connecting Debug Probes to TM4C12x

The previous section lists the different pinout based on the connector selected. However, based on the
function of each pin, it may still be unclear what needs to be connected to the TM4C12x for debug and
what to do with unused pins. Table 2 describes the function of each of the pins listed earlier in Table 1

and how they need to be connected to TM4C12x devices.

Table 2. Pin Connectivity

Pin Name TM4C12x Pin to connect | Comments

TCK PCO pin with a 10K pull up | Test Clock

T™MS PC1 pin with a 10K pull up | Test Mode Select

TDI PC2 pin Test Data In

TDO PC3 pin with a 10K pull Test Data Out
down

VTRef VDD supply of TM4C12x Reference voltage used by level shifter on the debug probe to level shift
via a 100 Q series resistor | signals if the 10 voltage on the embedded system and debug probe are

different

VSupply NC Not Used

TDIS GND Target disconnect detect

RTCK NC Return Test Clock for adaptive clocking

EMUO NC Function depends on the target device

EMU1 NC Function depends on the target device

EMU2 NC Reserved for future use

EMU3 NC Reserved for future use

EMU4 NC Reserved for future use

KEY NC Pin removed from the header, so that the debug probe can be connected on

un-shrouded header

NTRST NC Test Reset pin

NnRESET RST_N pin with a 10K pull | Target Reset pin
up resistor

GNDDetect GND Same as TDIS

GND GND Common Ground

NOTE: The pull up values mentioned in Table 2 are only for guidance. If there is a strong noise
source close to the JTAG traces or reset pin, then the pull up resistor value needs to be
decreased to make it less susceptible to noise coupled from traces.

3.3 JTAG Debug Probes and Software

There are multiple vendors that supply standalone JTAG debug probes like Spectrum Digital and Black
Hawk to name two. Besides the standalone debug probes, Tl embedded LaunchPads and EVMs (DK-

TM4C123G and DK-TM4C129x) come with an on board debug probe. Also, Tl provides IDE and

standalone programming software like LMFlashProgrammer and Uniflash to download firmware. This
section briefly introduces some of the debug probes that can be interfaced with TM4C12x and software

support.

331

XDS100 Series

XDS100 is the entry level debug probe and is provided by multiple vendors. TM4C is supported by both v2
and v3 versions of XDS100 series.

3.3.2 XDS200

XDS200 is an intermediate debug probe that has better performance than XDS100 and lower cost than

XDS560v2.
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3.3.3 XDS560v2

XDS560v2 is a high performance debug probe and is provided by multiple vendors. When setting
XDS560v2 as the debug probe, ensure that the Connection Properties has the option “JTAG TCLK
Frequency (MHz) set to “TCLK looped-back with a user-specified limit” (see Figure 4).

Target Configuration

All Connections

Connection Properties

a4 T, Blackhawk XDS560v2-USB System Trace Emulator_0
2 % Tiva TMACI120XNCZAD_0
4 % CSDAPD
4 Q subpath_0
g CORTEX_M40

Set the properties of the selected connection.

E

Import...
Board Data File

_ Emulator /O Port Number

[ auto generate

[L"O Port=0

[TCLK looped-back with user specified limit

IJTi\G TCLK Frequency (MHz)
-- Enter a value from 0.5MHz to 64.0MHz

Up TMS/TDO Output Timing

Down The JTAG nTRST Beot-Mode
The Power-On-Reset Boot-Mode
Save The Boot-Mode Pin Map

The JTAG Signals Isolation Upon Disconnect

The cJTAG Converter Features

Basic | Advanced | Source

1.0MHz

[Falling edge is JTAG standard

[Disabled - Both EMU pins remain hi-z

[Disabled - Both EMU pins remain hi-z

[EMUl = Pin TRDO.2 and EMUO = Pin TRDO.L

[Do not isclate JTAG signals when the last client disct

[The converter is bypassed, use 11491

Figure 4. XDS560v2 Debug Probe Special Consideration

3.34 Stellaris ICDI

The Stellaris ICDI is an on-board debug probe for the TM4C LaunchPads and EVMs. The on-board debug
probe allows for a lower cost of the LaunchPads and EVMs therefore, a separate debug probe does not
need to be procured. On the TM4C LaunchPad there is a provision for using an external debug probe or
to use the Stellaris ICDI as a standalone debug probe.

335  Ijet

The I-jet debug probe is provided by IAR systems for IAR’s embedded workbench IDE.

3.3.6 ULINK2

The ULINK2 debug probe is provided by ARM for Keil uVision IDE.
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3.3.7 Software Support for Debug Probe

It is also important to know which software to use when using a JTAG debug probe and what features are
supported for TM4C12x. Table 3 is a useful look up when selecting a debug probe and programming

software.
Table 3. Software Support for Debug Probe
LMFlashProgrammer
IDE Supported UniFlash Support Support Unlock Feature
XDS100 Code Composer Studio Yes No Yes, via UniFlash
XDS200 Code Composer Studio Yes No Yes, via UniFlash
XDS560 Code Composer Studio Yes No No
ICDI Code Composer Studio Yes Yes Yes, via UniFlash and
IAR Embedded LMFlashProgrammer
Workbench
Keil uVision
IAR I-jet IAR Embedded No No No
Workbench
uLink2 Keil uVision No No No

4 Using JTAG Debug Probes With TM4C12x

After having a basic understanding of the JTAG protocol, debug probes and pin out, the next step is to
interface the debug probe to a TM4C12x microcontroller. The following sections reference schematics for
the different header pin outs.

4.1 Sample Schematic for Tl 14-Pin Header

Figure 5 shows how the JTAG header on the board needs to be connected to the TM4C12x device for a
TI 14-pin header.

Debug Header T= PCOTCK/SWCLK
o e = PC1TMSISWDIO
Ve 3ps x| PC2TDI
3= PCITOOISWO
== PC4
1= PCS
1= PCE
- PCT
A 2
JTAG_TMS o> *—— —_— - PDD
JTAG_TDI »» > — 1= PD1
*~—— 3= PD2
JTAG_TDO ), - — == | PD3
*—— —_— =2 PD4
JTAG_TCK > &7 — = =2y PDS
® —_— - PDE
——————————————————————————
Re7 TSM-107-02-L-DV-P Fo7
10k
TM4C129ENCPDTI3R
GND
Figure 5. Tl 14-Pin Header
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4.2 Sample Schematic for Compact Tl 20-Pin Header

Figure 6 shows how the JTAG header on the board needs to be connected to the TM4C12x device for a
compact Tl 20-pin header.

Debug Header | PCOMCKISWCLK
VCC 3P -] PCUTMSISWDIO
-] PC2/TDI
= PCHTDOISWO
| PC4
- pcs
== PCE
J11 - pc7
2
.JT:;:B_TM.-3§< u e
= 4 -{ PDO
JTAG_TDI : : - g e
JTAG_TDO e ol ° = [0
e ol 10 -] PD3
JTAG_TCK ¢ o - g
s ® 1; | PDS
- 1 -] PDB
RST_N), : : 18 - PD7
o ol U
10K ETSHT10-01-L-DV-K TM4C129ENCPDTIZR

Figure 6. CTI 20-Pin Header

4.3 Sample Schematic for ARM 10-Pin (Cortex Debug) Header

Figure 7 shows how the JTAG header on the board needs to be connected to the TM4C12x device for an
ARM 10-pin header.

—— Debug Header ITAG_TCK ::E“g ma 1'?;?3 PCOTCKISWCLK
e JTAG_TMS JTTG Tﬁr a4 PC1TMSSWDIO
JTAG_TD JTTG = 2 BC2Dl
JTAG_TDO ) e 3{1:: PCIHMOOISWO

= o
12 R17 SR13 BrE T jg*
100 10k $10k BCh G
4 — — Ch
e ——— L2

1 2R3, 33 U

I B~ RIS i SIS =00 .
-8 @ Wiy JTAG_TCK = =4 P00

5 T EWEE] ) Mt PD1 z
—1® =g (G TAG_TDO — ~x1 P01
P o N = i <K, 4TAG_TDI == ayd P02
- @ (¢ RST_N ::I: ~ d-od o3
- = e
FTSH-105-01F-DV :gt ::3 N
— = 706
EETSE PDi (FEIDA [

TM4C129ENCPOTIIR
@D
Figure 7. ARM 10-Pin Header
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4.4 Sample Schematic for ARM 20-Pin Header

Figure 8 shows how the JTAG header on the board needs to be connected to the TM4C12x device for an
ARM 20-pin header.

I PCOMCKISWCLK
x> PC1MTMSISWDIO
=I>= PC2/TDI
I PCIMDOISWO
T PC4
= PC3
x> PCE

= PCT

Debug Header
VCC 3P3

R1ZR18 :R12
10ks10k <100

[
E

x> PDOD
= PD1

—_—
= PD2
TAG_TDI — e S PD3
P L 8
J?:'.':‘Trr.ﬂ;é ; ‘ g 10 l—fl'.l.': PD4
JTAG_TCK 71 — o PD5
- 5 3 — e e PDE
JTJ-«-:_TEI-Jg t = 16 — U e pD7
RST_N
| 17 18
19 20 TM4C129ENCPDTI3R
R19
10k FTSH-110-01-L-DV-K
GND

el L B

L L AR R LYY Y|
290000808
i

Figure 8. ARM 20-Pin Header
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4.5 Using an External Standalone Debug Probe With EK-TM4C123GXL

The EK-TM4C123GXL LaunchPad comes with an on-board ICDI debug probe. However, you may want to
use an external debug probe. The JTAG pins are available on the center of the board, but do not follow
any of the standard JTAG header pin out. The following modifications should be performed on the
LaunchPad to connect an external debug probe (see Figure 9).

* Install the headers for the JTAG pins, reset and EXTDBG.
* Move the power selector switch to the DEVICE side.

» Power to the board is now applied from the DEVICE USB connector. This is required because if the
DEBUG USB connector is used, the on-board ICDI would also be active and may cause the PC to get
confused on whether to use ICDI or external debug probe.

Move selector switch to
DEVICE

Figure 9. Preparing EK-TM4C123GXL for External Debug Probe

12 Using TM4C12x Devices Over JTAG Interface SPMAO75—-August 2016

Submit Documentation Feedback
Copyright © 2016, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SPMA075

13 TEXAS
INSTRUMENTS

www.ti.com

Using JTAG Debug Probes With TM4C12x

Since there is no standard header available, the header needs to be wired to the external debug probe as
shown in Figure 10. The following steps must be followed for correct operation.

1.

© NG~ ON

Connect the header pin EXTDBG to GND on the EK-TM4C123GXL. This is required so that when the
board is powered up, the ICDI detects a logic-low level and tri-state the JTAG pins allowing external
debug probe to drive the signal.

Connect the header pin GND to GND on the debug probe
Connect the header pin TCK to TCK on the debug probe
Connect the header pin TMS to TMS on the debug probe
Connect the header pin TDI to TDI on the debug probe
Connect the header pin TDO to TDO on the debug probe
Connect the header pin RST_N to reset on the debug probe
Make sure that the power selector is moved to DEVICE side
Connect the USB cable on the USB device connector

XDS100v2 probe

Figure 10. Connecting External Debug Probe to EK-TM4C123GXL

Now the external debug probe can be used to debug the main MCU on the EK-TM4C123GXL.
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4.6 Using Stellaris ICDI on EK-TM4C123GXL to Debug Off-Board TM4C12x
The EK-TM4C123GXL on-board ICDI can also be used to debug an off-board TM4C12x. The following
modifications should be performed on the LaunchPad to connect the ICDI on the LaunchPad as a debug
probe to an external TM4C12x device (see Figure 11).
» Install the headers for the JTAG pins, reset and EXTDBG
» Keep the power selector switch to the DEBUG side
* Remove the 1x2 header between pins H24 and H25. This is required so that the main MCU is powered
down and the TDO from the main MCU does not create an electrical bus contention with the off-board
TM4C12x device's TDO.
Keep switch in
DEBUG position
/%)
res o7 4 /i
pe7 pee & 44
P8 FA4 o
POT PAS J. i ¥
_‘ PF4 PAZ ‘f LS |
: W TEXAS INSTRUMENTS = Quie
L b | -y l!.‘|. B -
Tiva™C Series "
--%unchmd "
Figure 11. Preparing EK-TM4C123GXL as a Debug Probe
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Since there is no standard header available, wire the header to the off-board TM4C12x (see Figure 12).
The following steps must be followed for correct operation:

1. Ensure that header pin EXTDBG is unconnected

Connect the header pin GND from EK-TM4C123GXL to GND on the external board

Connect the header pin TCK from EK-TM4C123GXL to TCK on the off-board TM4C12x
Connect the header pin TMS from EK-TM4C123GXL to TNS on the off-board TM4C12x
Connect the header pin TDI from EK-TM4C123GXL to TDI on the off-board TM4C12x
Connect the header pin TDO from EK-TM4C123GXL to TDO on the off-board TM4C12x
Connect the header pin RST_N from EK-TM4C123GXL to RST_N on the off-board TM4C12x
Make sure that the power selector is moved to DEBUG side

Connect the USB cable on the USB debug connector

© XN~ WDN

LaunchPad Laun
conncted to GND of connected to Reset
the Board of the board

Make sure that the RST_n pin
after connection shows 3.3V

Figure 12. Preparing EK-TM4C123GXL as a Debug Probe

Now the ICDI can be used to debug an off-board TM4C12x device.
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4.7 Using an External Standalone Debug Probe With EK-TM4C1294XL

The EK-TM4C1294XL LaunchPad comes with an on-board ICDI debug probe. However, you may want to
use an external debug probe. The JTAG pins are available as an ARM 10-pin header marked U6 (see
Figure 13). No board modifications are required when using an external standalone debug probe to
connect to the main MCU on the EK-TM4C1294XL and the debug USB cable can still be used to provide
power to the board.

Figure 13. Connecting External Debug Probe to EK-TM4C1294XL
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4.8 Using Stellaris ICDI on EK-TM4C1294XL to Debug Off-Board TM4C12x

The EK-TM4C1294XL on-board ICDI can also be used to debug an off-board TM4C12x. To be able to
connect the on board ICDI as a debug probe, you must prepare the board (see Figure 14) as follows:

1. Remove the resistors R8, R10, R11, R15 and R16
2. Install the header X1 for the JTAG pins

VWL 8 S R b oG24 - :
Bt £/t omﬂ.guﬁchpad *

r
BoosterPa w4 EZ%C?J. 1

- e
o7
n
1c .y

TP2
ad?er.. .9.5’.’. :

1-wsterDack

'q_b'

-

P TEXAS . :
INSTRU! MENTS

Figure 14. Preparing EK-TM4C1294XL as a Debug Probe
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Since there is no standard header available, wire the header to the off-board TM4C12x (see Figure 15).
The following steps must be followed for correct operation:

1. Connect the header pin GND from EK-TM4C1294XL to GND on the external board.

Connect the header pin TCK from EK-TM4C1294XL to TCK on the off-board TM4C12x.
Connect the header pin TMS from EK-TM4C1294XL to TNS on the off-board TM4C12x.
Connect the header pin TDI from EK-TM4C1294XL to TDI on the off-board TM4C12x.
Connect the header pin TDO from EK-TM4C1294XL to TDO on the off-board TM4C12x.
Connect the header pin RST_N from EK-TM4C1294XL to RST_N on the off-board TM4C12x.
Connect the USB cable on the debug connector.

No okrowbd

Connect USB
debug cable

o
|
i

; Bonnect right'side -+ '
oo of X1 for i
JTAG

IR

Figure 15. Connecting EK-TM4C1294XL as a Debug Probe for Off-Board TM4C12x

Now the on-board ICDI can be used to debug an off-board TM4C12x device.
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49 JTAG Adapter

JTAG adapters are available from many JTAG debug probe vendors to convert one JTAG pinout to
another. This is very useful because the correct JTAG probe may not have been procured or one is not
readily available. Having the adapter allows you to use another JTAG debug probe with a different pinout
to be interfaced. These adapters mostly come with a single conversion option. As part of this application
report, the schematic (see Figure 16) shows a universal adapter that can be used for any of the 4 JTAG

pinouts.
ARM 20-pin 100 mil
Tl 20-pin 50 mi
]l Jz
TS 1 -l 2 NTRST VTREF 1 2
s T e i ST e
VTREF 5 | o &l & TO! 5 | o &l E
=2 e e TMS 7 g ol E
a - 1d TCKE ] a & 10
TCK Tl ST 11 [ g gl 12
i3 12 T0O E - I
NRESET % 1 * e NRESET 15 g gl 15
i7 1 :'E'-' - 13
33 : :_ 24 1% :: o | 20
FTSH-110-01-L-DV-K TEM-110-01-L-DV-F
e GND
GHD
T1 14-pin 100 mil ARM 10-pin 50 mil
J4 13
TMS 1 2 VTREF 1 ol 2 TMS
™ z (% X SN T T
VTREE 5 | o B s | o =] € T00
=5 T* YT 7 g @l E oI
g o | 10 2 | o o | 10 WRESET
TCK 11 _: o | 12 - -
FER - FTSH-105-01-F-DV
TEM-107-02-L-DV-F
GHD GND
Figure 16. JTAG Adapter Schematic
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5

5.1

5.2

5.3

TMA4C12x JTAG Interface Specific Behaviors
This section describes the specific behavior of JTAG pins on the TM4C12x devices.

Default JTAG Pin Behavior on TM4C12x Devices

The pins PCO0-3 after power on reset are configured as JTAG pins and not GPIO pins. Also, these pins are
locked for JTAG operation by means of a commit control register. This provides a layer of protection
against accidental programming of the pins to a non-JTAG function. If the customer application requires
JTAG pins to be used as GPIO, then the application must perform the following steps:

1. Enable the Clock to GPIO port C, by setting bit-2 in system control RCGCGPIO register. The
application must ensure that the system control register PRGPIO bit-2 reads 1 before accessing the
GPIO port C address range.

2. Unlock the GPIO port C to access the commit control register by writing 0x4C4F434B to GPIOLOCK
register of GPIO port C. A read of the register must return the value 0x0.

3. Set the commit control bits by writing bits 0-3 of the GPIOCR register of GPIO port C with the value
OxF.

4. Lock the GPIO Port C by writing any value other than 0x4C4F434B to the GPIOLOCK register of GPIO
port C.

It is important to note that if the JTAG pins are configured as any other function, then the JTAG function
will not be accessible on execution of the application. You must provide a mechanism in the application to
either revert the GPIO to JTAG function, or hold the device in a while loop by reading the state of a GPIO
pin before the GPIO is configured to be a non-JTAG function. If this is not done, the only method to
access JTAG function is to execute the “Unlock Sequence” as provided in the device-specific data sheet.

Effect of BOOTCFG Register on JTAG Function

All TM4C12x devices have the BOOTCFG register. This register influences the behavior of the device
boot after a power on reset. One of the functions is the ability to disable the JTAG function without
configuring the GPIO port C as GPIO’s. This is achieved by clearing the bits 0 and 1. For more
information, see device-specific data sheet. When the bits are cleared, the JTAG function is disabled.

If the register is not committed, a subsequent power on reset would configure it to its default value
allowing for the JTAG function to work. However, if the register is committed, then a subsequent power on
reset would make the change permanent. The only method to access the JTAG function is to execute the
“Unlock Sequence” as provided in the device-specific data sheet.

Executing Unlock Sequence

The unlock sequence is a method to reset the TM4C12x microcontrollers to the factory state. When an
unlock sequence is run, it has the following effect on the device.

* Flash and EEPROM are erased

» All user committed registers are reset to the default value as per the device-specific data sheet
The actual protocol sequence is specified in the device datasheets in the “JTAG Interface” chapter. To

execute the unlock sequence; the user must have a debug probe and software (see Table 4) that can
perform this action.
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53.1 Unlock Sequence using LMFlashProgrammer

The LMFlashProgrammer utility only supports the Stellaris ICDI for the unlock sequence. To execute the

unlock sequence, follow the steps provided below:

1. Start the LMFlashProgrammer utility and go to the tab “Other Utilities” (see Figure 17). Select the radio
button in front of “Fury, DustDevil, TM4C123 and TM4C129 Classes”.

m LM Flash Programmer - Build 1613

User Register Programming

" Register Mode

Configuration ] Frogram ] Flash Utilitie5| Other Utilities I

+ MAC Address Mode MAC Address: | FF-FF-FF-FF-FF-FF  Program MAC Address

Get Current MAC Address I ¥ Commit MAC Address

The MAC Address will be stored in the User0 and User 1 registers.
Example: MAC Address of 00-1A-86-00-02-74 will be stored as
User 0 = 0x00BG1A00 User 1 = 0x00740200

Debug Port Unlock

&+ Fury, DustDevil, TM4C123 and TM4C 129 Classes

" Tempest and Firestorm Classes

Unlock |

ICDI Firmware Update

Update

Read of User Registers Complete

Wi TEXAS INSTRUMENTS

Figure 17. LMFlashProgrammer Unlock Sequence Tab

2. Power down the board containing the locked microcontroller.
3. Power up the board, while holding down the reset. The reset must remain pressed unless instructed by

the LMFlashProgrammer to be released.
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4. Press the “Unlock” button in LMFlashProgrammer. Press “Yes” in the pop up message box and then
press “OK” in the information message box (see Figure 18).

7 n ~
LM Flash Programmer - Build 1613 [=]=] = LM Flash Programmer - Build 1613 = ® |
Configuration ] Program ] Flash Utilities  Other Utilities l Help Configuration ] Program ] Flash Utiiies  Other Utlities l Help
User Register Programming User Register Programming
" Register Mode " Register Mode
{+ MAC Address Mode MAC Address: | FF-FF-FF-FF-FF-FF  Program MAC Address {+ MAC Address Mode MAC Address: | FF-FF-FF-FF-FF-FF Program MAC Address
Get Current MAC Address | IV Commit MAC Address Get Current MAC Address | IV Commit MAC Address
| The MAC Addy wiill be stored in the Userd and User 1 reg; I The MAC Address will be stored in the User0 and User 1 registers.
Yes o No? - - — o Example: MAC Address of 00-1A-B6-00-02-74 will be stored as
: . - — PRV e 4 "
—| Information Message lé] F
Debug =
The following operation will erase the internal flash and the non-volatile user * Fu
registers. Often the user registers are used to store the Ethernet MAC address. 14 X
You should consider noting the current value of the user registers for Assert and hold reset while powering up the device.
reprogramming at a later time using the the User Register Programming utility. u

Would you like to continue?

| “1

wi3 TEXAS INSTRUMENTS Wi TEXAS INSTRUMENTS

Read of User Registers C: I Unlocking...

Figure 18. Executing Unlock Sequence-1
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5. After some time, a pop up Information box will ask to release the reset. Release the reset and press
OK in LMFlashProgrammer utility (see Figure 19).

m LM Flash Programmer - Build 1613 = 2

Configuration ] Program ] Flash Utilities  Other Utilities l Help

User Register Programming

' Register Mode
{* MAC Address Mode MAC Address: | FF-FF-FF-FF-FFFF  Program MAC Address
Get Current MAC Address | v Commit MAC Address

The MAC Address will be stored in the User0 and User 1 registers.
Example: MAC Address of 00-1A-B6-00-02-74 will be stored as

Userd = D!(DDB%
—| Information Message —

Debug Port Unlack — 3
{* Fury, DustDevil, TM4C1
(" Tempest and Firestorm

ICDI Firmware Update ——

Update

wip TEXAS INSTRUMENTS

Unlocking...

Figure 19. Executing Unlock Sequence-2

6. Finally, the board must be power cycled.
At the end of this step, the TM4C12x microcontroller should return to its factory state.
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5.3.2 Unlock Sequence Using Uniflash and XDS Debug Probes

The Uniflash utility supports XDS100v2 and XDS200 debug probes if the utility package is “6.0.83.0” or
latest. To execute the unlock sequence, follow the steps provided below:

1. Start a windows command prompt and change the working directory to the path where dbgjtag.exe is
present under Uniflash. For illustration, the path is “D:\ti\uniflash_3.4\ccs_base\common\uscif”’ for
dbgjtag.exe.

2. Tun dbgjtag.exe to make sure the version of the utility package is at least “6.0.83.0” (see Figure 20
and Figure 21).

3. Type “dbgjtag.exe —f @xds100v2 —Y unlock,mode=tiva” if you are using XDS100v2 (see Figure 20).
E¥ Command Prom_pw || | B

D:\ti\uniflash_3.4\ccs_base commonsuscif >dbyjtay.exs

The utility build date was 'Dec 9 2B15’.
The utilitu huild tim ! A’
The utility package u

THE UTII1TJ COMPONENT U8

The brief help for each major option is its help command,. [ helpl.

The [-R®1 and [—f] options are for debug probe selection.
The 1. [-s1 and [-v] options are for configuration.

The i i r n—-path data and in
The i n—-path route and m
i n—path frequency s
n—path freguency tes
n-path device analgsiz.
r debug probe tes
r cable and pod t
The i + formatting and
The i r hoard config file tests.
The i i r config variable information.
The opti i .
The option i

D:stisuniflash_3.4%ccs_basescommon“uscif >dbgjtag.exe —f Bxds188vZ -Y unlock,mod)
e=tiva

Executing Tiva unlock procedure.

Nssert and hold reset while powering up the device.
P13 any key to continue.

[Release reset.
[Press any key to continue.

[Power cycle the hoard to complete the unlock procedure.

ID:~tisuniflash_3.4N\ccs_haseNcommon~uscif>_

i

Figure 20. Unlock Sequence With Uniflash and XDS100v2
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4. Type “dbgjtag.exe —-f @xds200 -Y unlock,mode=tiva” if you are using XDS200 (see Figure 21).

B Command Prompt || e

commonsuscif >dbgjtag.exe

Dec ¢ 28157 .
=20 : AR

v .A.83.1°".
UTILITY COMponent Ue K- L oy s L
brief help for each major option is its help command, [-¥ helpl.

[-%1 and [-f1 options are for debug probe selection.
[¥1. [-r]l. [-s]1 and [-v] options are for configuration.

1 ruction tests
1 n—path route and matrix tests.
1 n—path frequency s i

1 n—path frequency tes

1 n—path device analysis.

1 i » debug prohe te

1 i » cable and pod -

1 » formatting and g FPGA data.
1 ~ hoard config file tests.

1 » config variable information.

1

C
L
L
L
C
L
L
L
C
L
L

HedogeEsIomER

i erpreting error numheprs.
The [-M1 option is for cellaneous stuff.

]? tivuniflash_3.4\ccs_basecommonhuscif >dbgjtag.exe —f O@xds28@ -¥ unlock.mode=
iva

[Executing Tiva unlock procedure.

rt and hold reset while powering up the device.
any key to continue.

[Re lease reset.
[Press any key to continue.

[Fower cycle the hoard to complete the unlock procedure.

[D:~tivunif lash_3.4%ccs_hasescommonsuscif >

Figure 21. Unlock sequence With Uniflash and XDS200

5. Power down the board containing the locked microcontroller

6. Power up the board, while holding down the reset. The reset must remain pressed unless instructed by
the Uniflash to be released.

7. Now press enter to execute the dbgjtag.exe with the options provided earlier and then follow the
instructions given by dbgjtag.exe.

8. When dbgjtag.exe instructs to release the reset, then release the reset and power cycle the board.
At the end of this step, the TM4C12x microcontroller should return to its factory state.
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6 Debugging JTAG Connection Failure
The JTAG is a very useful interface to debug embedded software. However, when the JTAG interface
does not work as expected, it is extremely important to understand how to debug when JTAG is not
functional.
6.1 JTAG Not Working on the First Bring Up
When a new custom board is made, bringing up JTAG is the most critical part as only then can the
firmware be programmed to the microcontroller. At the same time this is the most difficult debug for JTAG.
Make sure that you have an XDS class debug probe, as it provides a utility called “Test Connection” (see
Figure 22) that is useful in debugging the root cause.
Target Configuration
All Connections
4 T, Texas Instruments XD5100w2 USB Debug Probe 0
4 % Tiva TM4C129XNCZAD_O
4 % CSDAPD
4 }:}\ subpath_0
@k CORTEX_M4 0 =
Down
Basic | Advanced | Source
Figure 22. Test Connection Utility in CCS
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When the button “Test Connection” is pressed, Code Composer Studio™ executes the JTAG instruction of
BYPASS that checks whether the JTAG physical connection integrity can be established. The result is
shown in a window (see Figure 23).

¥ Test Connection ==

Scan tests: 6, skipped: @, failed: @ -
All of the values were scanned correctly.

| The 3746 IR Integrity scen-test has succeeded. |

This test will use blocks of 64 3Z-bit words.
This test will be applied just once

Do a test using @xFFFFFFFF.

Scan tests: 1, skipped: B, failed: @
Do a test using @x@o000000.

Scan tests: 2, skipped: B, failed: @
Do a test using @xFE@3ELEZ.

Scan tests: 3, skipped: B, failed: @
Do a test using @x@1FCIF1D.

Scan tests: 4, skipped: 8, failed: @
Do a test using @x5533CCAA.

Scan tests: 5, skipped: @, failed: @
Do a test using @xAACC3355.

Scan tests: 6, skipped: @, failed: @
All of the values were scanned correctly.

ITHE JTAB DR Integrity scan-test has Su((EEdEd.I

Figure 23. Test Connection Result

If the JTAG IR and DR Integrity scan-test succeeds, it means that the device core is out of reset and may

not

have initialized itself. If, however, the integrity scan-test fails, the issue is in the power up process.

The following steps must be followed to make sure every known cause is eliminated till the source of the
issue is found:

1. Check with a digital multi-meter that the VDD and VDDA supply rails are 3.3 V.
(a) If not, then check the power supply aspect of the design.

2. Check with a digital multi-meter that the VDDC rail is 1.2 V.

(a) If not and providing a power from an external power source, make sure that the current limit is set
around 150 mA.

3. If the VDDC rail is at 1.2 V, make sure that the capacitance on the rail is as per the device-specific
data sheet and the layout of the capacitors are as per the system design guidelines and application
reports (see Section 8).

4. Check whether the JTAG header is correctly mounted and the TDIS pin (if available) is connected to
GND.

5. Check on the JTAG header the VTREF pin is 3.3 V.

6. Check whether the Reset Pin of the microcontroller is at 3.3 V.

(a) If not, connect an external pull up.

7. If using an external crystal oscillator, connect an oscilloscope on pin OSCO.

(a) If the crystal is not oscillating, check the solder on the crystal and capacitors.
(b) Always use the recommended crystals as per the device-specific data sheet.

8. If not using an external crystal oscillator, make sure that the pin OSCO is connected to GND.

9. If using a TM4C129x device with integrated PHY, make sure that the RBIAS resistor is populated as
per device-specific data sheet recommendation.
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6.2 JTAG Not Working After Software Was Loaded
If software was downloaded to the TM4C12x and then it stopped working, the possible causes are limited
and must be one of the items listed in Table 4.
Table 4. Debugging JTAG Failure on Software Download

Possible Causes Remedial Measure(s)

BOOTCFG was modified incorrectly Execute the unlock sequence

GPIO Port C pins got modified to be a non- Execute the unlock sequence

JTAG function

System clock must be 10x the JTAG clock If debug probe allows reducing JTAG clock then reduce JTAG clock frequency
and re-try JTAG connection. If not then execute unlock sequence.

Device is in low power state Wake up the device from low-power state and then re-try the JTAG connection.
If it does not work, then execute the unlock sequence.

Power failure during software execution There is a known erratum if the device is a TM4C123 revision 6. If it is
applicable, replace the part with a revision 7. If not, execute the unlock
sequence.

7 Conclusion
This application report provides details on the JTAG interface of TM4C12x microcontrollers, the debug
probes and the software tools that can be used to erase, program, debug and unlock the microcontroller.
Also this document provides sample schematics for connecting different JTAG header pinouts with the
TM4C12x microcontroller and an in-depth description on using TM4C12x LaunchPads as a debug probe.
Finally, this document provides a detailed explanation on how to debug a JTAG connection failure, which
is critical when bringing up an application-specific embedded system design.

8 References
The following related documents and software are available on the TM4C web page:
e Tiva™ C Series TM4C1294 Connected LaunchPad Evaluation Kit User's Guide
e Tiva™ C Series TM4C123G LaunchPad Evaluation Board User's Guide
» System Design Guidelines for the TM4C123x Family of Tiva™ C Series Microcontrollers
» System Design Guidelines for the TM4C129x Family of Tiva™ C Series Microcontrollers
» Processors wiki for JTAG
» XDS100 wiki page
e XDS110 wiki page
» XDS200 wiki page
» XDS560 wiki page
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