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Using Execute, Write, and Erase-Only Flash Protection on
Stellaris Microcontrollers Using Code Composer Studio

Ashish Ahuja

ABSTRACT

Protection of code and IP in a microcontrollers Flash memory has always been an important
consideration for the system designers. Stellaris® microcontrollers feature a code protection mechanism
that enables developers to protect their code and IP in the end application, while providing the flexibility to
upgrade the firmware using a boot loader. This application report describes using Flash protection to
prevent code from being read while still allowing it to be executed (for example, the memory block may be
written, erased, or executed but not read) using TI's Code Composer Studio™ v4.2.3.
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Introduction

Stellaris microcontrollers offer different Flash memory protection modes as illustrated in Table 1. This
document specifically focuses on the execute, write, and erase-only protection modes, and explains how
these modes can be implemented using one of the examples provided in the StellarisWare®.

NOTE: For more details on read-only Flash protection, see the Flash Memory Protection section in
the Stellaris LM3S9B96 Microcontroller Data Sheet (SPMS182).

When the corresponding bits in the Flash Memory Protection Program Enable (FMPPERN) and the Flash
Memory Protection Read Enable (FMPRERN) registers are set to 1 and 0, respectively, you can erase and
write to the Flash, and the Cortex core can execute code from Flash. Generally, most compilers put literal
dump (constants and data) in the executable code. When such a code is located in executable-only (and
read protected) blocks of the system memory, a literal dump can’t be read. Therefore, the application will
not execute properly. While using execute, write, and erase-only Flash protection, it is important that the
code be compiled such that the literal dump does not reside in executable sections of the code, which
may require using special compilers during the build process. The compiler that comes bundled with
Texas Instruments Code Composer Studio’'s Code Generation Tools (at least v4.9) has this capability.

Table 1. Flash Protection Modes

Protection Mode FMPPEnN FMPREN Execute Read Write and Erase
Execute Only 0 0 \ X X

Execute, Write and 1 0 \ X N
Erase Only
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Table 1. Flash Protection Modes (continued)
Protection Mode FMPPEN FMPREN Execute Read Write and Erase
Execute and Read 0 1 v \ X
Only
No Protection 1 1 X X X

This application report uses a “hello” example for the DK-LM3S9B96 kit to demonstrate execute, write,
and erase-only Flash protection.

2 Requirements

You will need:
e A computer with the following software installed and running:
— Windows XP or 7 operating system

— Code Composer Studio v 4.2.3 with Code Generation Tools v4.9 that can be downloaded from the
following URL: http://www.ti.com/ccs

— StellarisWare software that can be downloaded from the following URL:
http://www.ti.com/stellarisware

— StellarisWware USB Drivers for Stellaris virtual COM port, Stellaris Evaluation board A and B that
can be downloaded from the following URL.: http://www.ti.com/tool/Im_ftdi driver

» DK-LM3S9B96 Stellaris Development Kit
» USB cable with a standard type-A plug on one side and a mini-B plug (5 pin) on the other side
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3 Procedure
Figure 1 illustrates the key steps that are covered in this application report. Each step is subsequently
explained in the following sections.
1. Update Tools/Complier
v
2. Take an exiting project, modify project settings and
determine the length of executable code.
v
3. Reserve a read-protected region in the flash by
modifying the Linker Command file.
A 4
4. Rebuild associated libraries.
A 4
5. Add flash protection code to the project and build it.
6. Launch debugger and verify the results that Execute
and Write/Erase only flash protection works and read
protected region in flash can not be read.
Figure 1. Flowchart Showing Sequence of Key Steps
3.1 Update Tools and Compiler
3.11 Checking Currently Installed Code Generation Tools Version
Code Generation Tools v4.9 is not a standard component of the currently available Code Composer
Studio v4.2.3 installation package.
To determine the current version of the Code Generation Tools installed on your machine:
1. Launch Code Composer Studio.
2. Go to the Help menu.
3. Click on Software Updates.
4. Go to the Manage Configuration option. The following window will appear.
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The compiler version has been highlighted in Figure 2.

%% Product Configuration

File:
i ¢ S
5 B3 Cods Composer Studo Code Composer Studio
-4+ Blackhawk CCSv4.2 Emulation 4.2.1.001
=J* Code Composer Studio 4.2,3,00004 This is the description of the current configuration,

ode Composer Studio Core Components ¢,0,0,201102161500
Code Composer Studio For ARM 4.0.0.201102161300 Available Tasks
= Code Compaser Studia For MSP430 4.0.0.201102161800 Scan For Updates
- D¥T For CC5tudio 2.0,0.201011171816 Search for updates for all the installed features.
* Emulation and Analysis Tools 5.0.333.0 " : .
‘iew Installation History

; L PC (Mubicore and 107 1,22,3.23 Wigw all activities since the installation of the product,

= MSP430 Emulation 4.4.8.3
~=e RTSCXDCkools 3.20.8.838

Show Activities
Wigw the activities that caused the creation of this conFiguration.

i Spectrum Digital Emulation 4.2.2.4 Add an Extension Location
g B0 & 4 Locate and add an extension location to the current configuration. &n extension location contains features and
k- TM3470 Code Generation Tools 46,4 plugins previously installed.

“'f‘ wOAIS 7.10.0.06 Bevert ko Previous
‘ou can revert to one of the previous configurations if you are having problems with the current ane.

Code Composer Studia

Figure 2. Determining Versions of Installed Components

If Code Generation Tools v4.9 is not installed on your machine, follow the instructions starting with
Section 3.2 to update your current compiler to v4.9 or else proceed to Section 3.3.

3.2 Installing and Updating Code Generation Tools to Version 4.9

In Code Composer Studio:

Go to the Help menu.

Click on Software Updates.

Click on Find and Install. An Install and Update wizard will appear.

Select Search for new features to install.

Click on the Next button.

Select Code Generation Tools Updates on the screen that appears next (as shown in Figure 3).
Click on the Finish button.

No ok wDhNPE
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¥ Install

Update sites to visit

Seleck update sites ko wvisit while looking For new Features,

Sites ko include in search:

B ﬁﬂ Blackhawk 2754, 2 Emulation Updates [ Mew Remote Site. .. J

[ Mew Local Site. .. ]

%] GRACE Updates
[ %] MsP430 Updates
] ‘}ﬁ Spectrum Digital CC54. 2 Erulation Updates
|:| ﬁTarget Content Updates Edit..

[New Archived Site. .. J

Rermve

[ Impart sites... J

[ Export sites. .. ]

Ignore Features not applicable to this environment

7 ek = Finish Cancel ]
S
Figure 3. Selecting Update Options
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Code Composer Studio searches for updates and opens a list of available updates as shown in Figure 4.
1. Select TMS470 Code Generation Tools 4.9.0 — Other — Code Generation Tools Update.
2. Click on Next and proceed to the Feature License screen.

59 Install ‘

Search Results o~
Select features to install from the search result list. *

Select the features to install:

cﬁlg: «Cnde Generation Tools Updates [ Deselect Al

- [C]000 €2000 Code Generation Tools
#-[] 00 £5400 Code Generation Tools
[]0il0 £5500 Code Generation Tools
B[] 000 C8000 Code Generation Tools
]+ TMS470 Code Generation Tools 4, 1.7
~[[]5* TMS470 Cade Generation Toals 4.4,18
~+[[]4* TMS470 Code Generation Tools 4.5.2
- -ﬁi TMS470 gtion Tools 4.7.1
=j= TM5470 Code Generation Tools 4.9.0
" -[[]4p* TMS470 Code Generation Tools 4.6.6

1of 16 selected.
Show the latest version of a feature only
[ Filter features induded in other features on the list

Figure 4. Selecting Update Components

3. Read and accept the license agreement and click on the Next button as shown in Figure 5.

& Install E|
Feature License y m
(Pir
Some of the features have license agreements that you need to accept before proceeding with the installation. L
bR
rx{i‘sTMS‘l?‘D Code Generation Tools 4.9.0 Software License Agreement for ~

Code Generation Tools, Utiities and Run-Time Libraries

IMPORTANT - PLEASE READ THE FOLLOWING LICENSE AGREEMENT CAREFULLY, THIS IS A LEGALLY
BIMDING AGREEMENT, AFTER YOU READ THIS LICENSE AGREEMENT, YOU WILL BE ASKED WHETHER.
¥OU ACCEPT AMD AGREE TO THE TERMS OF THIS LICENSE AGREEMENT. DO NOT CLICK T HAVE READ
AND AGREE™ UNLESS: (1) YOU ARE AUTHORIZED TO ACCEPT AND AGREE TO THE TERMS OF THIS
LICENSE AGREEMENT ON BEHALF OF YOURSELF AND YOUR COMPANY; AND (2) YOU INTEMD TO ENTER
INTO AND TO BE BOUND BY THE TERMS OF THIS LEGALLY BINDIMG AGREEMENT OMN BEHALF OF
YOURSELF AND YOUR COMPAMNY,

IMPORTANT - READ CAREFULLY: This software license agreement ("Agreement”) is a legal agreement
between you {either an individual or entity) and Texas Instruments Incorporated ("TI7). The Licensed
Materials” subject to this Agreement indude the software programs that TI has granted you access to
download with this Agreement and any "on-ine” or electronic documentation associated with these
programs, or any portion thereof, as well as any updates or upgrades to such software programs and
documentation, if any, or any portion thereof, provided to you at TI's sole discretion. By installing,
copying or otherwise using the Licensed Materials you agree to abide by the following provisions, This
Agreement is displayed for you to read prior to using the Licensed Materials, If you choose not to accept
or agree with these provisions, do not download or install the Licensed Materials,

(®) I accept the terms in the license agreement

() I do not accept the terms in the license agreements

]

@ [ <gack [ mext

Cancel

Figure 5. Install Window_Accept Terms
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4. Click on the Finish button as shown in Figure 6.

% Install b ]
Installation i

The following features will be installed. You can select a feature and change the location where the feature will be installed.

www.ti.com

Features to install:

%&E'I'MS‘}?D Code Generation Tools 4.9.0

Install Location C:\Program Files\Texas Instruments\ccsv4\edipse

Required space: 1061757KE

Change Location ...
Free space: 535432049KB
@ =i [ Finish ] Cancel

Figure 6. Install Window_Finish
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5. Click on the Install button as shown in Figure 7. The verification screen appears next.

Feature Yerification

I, 'fou are about o install a signed feature,
You may choose boinstall the Feature or cancel its installation,

ne of the certificates used ko authenticate this Feature was recognized,
The provider of this feature has been walidated by a krusted third party.
Certificake:
File signed by: | chi=Texas Instruments, OU=Digital ID Class 3 - Java Object Signing, O=Texas Instruments,
L=Dallas, 5T=Texas, =013
Walid between "Jan 13, 2010" and "Jan 14, 2012",
Walid certificate.

According ta | c=VeriSign Class 3 Code Signing 2009-2 CA, OU=Terms of use at
hittps: [ fwana, verisign, comfrpa ()09, OU=YeriSign Trust Metwark, O="verisian, Inc.", C=U5

YWalid between "lan 258, 1996" and "Aug 1, 2025",
Walid certificate.

Feature name: TMS470 Code Generation Tools
Feature Identifier: com.kti.cgt.tms470.4.9_4.9.0

File Identifier: com.ti.cgt.tms470.4.9_4.9.0

(7 { Install p[ Install all H Cancel

Figure 7. Verification Window

6. The following pop-up appears (see Figure 8) after the update is successfully installed.

2 InstallfUpdate §|

‘ou will need ko restart the warkbench far the changes to bake effect, Would
M_‘:/ wau like to restart now?

Figure 8. Install and Update Dialog Box

7. Click on the Yes button and restart Code Composer Studio.

3.3 Confirm That the Currently Installed Version of Code Generation Tools is 4.9
Upon launching Code Composer Studio:
1. Go to Help menu.
2. Click on Software Updates.
3. Manage Configuration option. The following window will appear.
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4. Confirm that Code Generation Tools v4.9 has been successfully installed as shown in the red circle in
Figure 9.

s - [5]x]]
% E R = |
= B Code Composer Studio _ TMS470 Code Generation Tools 4.9.0
wf= Blackhawk CCSw4. 2 Emulation 4.2.1.001
<) Code Compaser Studia 4,2.3,00004 Press [More Info] for details on defects and changes in this release. More info...

Lt Code Compaser Studio Core Companents 4,0,0,2011

Lt Code Composer Studio For ARM 4,0,0, 201102161600 Available Tasks
-{Iﬁ Code Composer Studio for MSP430 4.0.0.201102161
-{];': DYT For CCStudio 2.0.0.201011171816

-1]} Ermulation and Analysis Tools 5.0,333.0

Lt GRACE 1.0.0.0

-11:- IPC {Multicore and I/O) 1,22,3.23
l{[ﬁ MSP430 Emulation 4.4.5.3

-{]}— RTSC/HDCtools 3,20,8.88

L Spectrum Digital Emulation 4.2.2.4
-{]}— S¥SfBIOS 6.31.4.27

L+ TM3470 Code Generation Toals 4.6.4
«I+ TM3470 Code Generation Tools 4.9.0
L HDATE 7. 100,06

Scan for Updates
Search for updates for this Feature,
Show Propetties
View properties of the feature such as version, provider name, license agreement etc.

< >
TM5470 Code Generation Tools 4.9.0

Figure 9. Checking Update Options

4 Modify Existing Project Settings and Determine the Length of Executable Code
In the following section, an existing example from StellarisWare is used. Project settings are modified and
compiled in such a way that a literal dump does not reside in executable sections of code. This protocol
enables you to use execute, write, and erase-only Flash protection, which provide the capability to write,
erase, and execute from Flash but do not give you the ability to read from it.
4.1 Build an Existing Project (hello.c) in Code Composer Studio From StellarisWare
1. Connect the DK-LM3S9B96 board to the computer.
2. Launch Code Composer Studio.
3. Go to the Project menu.
4. Select the Import Existing CCS/Eclipse Project.
5. Click on the Browse button — browse to the C:\Stellarisware\boards\dk-Im3s9b96\hello location, or
wherever the “hello” project is located in your computer.
6. Import the project files into a workspace.
7. Build, debug and download the project with default settings. The project should successfully build
without any errors, and the application should execute normally as expected.
4.2 Modify Project Settings
In Code Composer Studio:
1. Go to the Project menu
2. Select Properties to open the Project properties window as shown in Figure 10.
3. Select Code Composer Studio Build
4. In the General tab — select the Tl v4.9.0 compiler in the Code Generation Tools field.
5. Select <automatic> for the Runtime Support Library.
6. After selecting these options, click on the Apply button.
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¥ Properties for hella

bype filker text

~Info

~Builders

o CJC++ Build

- C}iC++ Documentation
L4+ File Types

o 4+ Tndecer

- CC5 Debug

- Project References

= Refactoring History

CCS Build

Build configuration: !Debug

R .
= General | F}{P Link Crder || 2 Dependencies |

Qubput Bypes  SEate Librany

Project setkings

Device Wariant: |ﬂ:select filbes = v| !Stellaris LM359B96 Vl [ Mare...
Device Endianness: |Iittle w |
Code Generation toals: HTI w4.9.0 V“[ Mare.. .

Effective Code Generation tools: | TIw4.6.49

Qukput Format: |eabi (ELF)

v

Linker Cormmand File: |

V| [ Browse. ..

Runtime Support Library: [! <autamatic =

V|][ Browse. ..

See 'C/C++ Build' For advanced managed-build settings.

[Restore Defaults] [ Apply ]

E

J[ Cancel ]

Figure 10. Properties for “hello”
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7. The Build Configuration Settings window will appear. Select the options as shown in Figure 11 and

click on the OK button.

% Save Build Configuration Settings

Build configuration: | Cebug

Save opkions
(%) Apply changes|ka existing build configuration

[ ]archi

existing build configuration under name:

{3 Create a new build configuration initiglized with default build options

{3 Create a new build configuration initialized with build options From the existing configuration

k.

Cancel

Figure 11. Save Build Configuration Settings

8. Click on the OK button when the dialog box appears as shown in Figure 12.

¥ Save Build Conficuratio

Problems encountered while initializing build-configuration 'Debug’ of project
' ‘helld, Please see the 'migration.log’ File, in the root of the project, For details,
"

Figure 12. Save Build Configuration Settings
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9. Click on the OK button on the window that appears next (as shown in Figure 13) and return to the
Code Composer Studio project properties for this project.

% Save Build Configuration Settings

Build canfiguration: | Debiug |

Save-ppkions
v changes ko existing build configuration

|| &rchive existing build configuration under name: | Debug [archived]

() Create a new build configuration initialized with default build options

() Create a new build configuration initialized with build options From the existing configuration

Few build comfiguration nanme: | Cebug (1)

Set the new build configuration as the ackive for the project

[ oK ] [} Cancel

Figure 13. Properties for “hello” - Code Composer Studio Build

10. Select C/C++ Build under the Tool Settings tab.
11. Select Runtime Model Options in the TMS470 Compiler field.
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12. Select options (on and off), as shown in red circles in Figure 14, — click on the Apply button.

type filter kext C/C+ + Build S
i Info Active configuration
- Builders
Project Type:  AF
CJ)C++ Documentation Corfiguration; |Debug v‘ [Manage”. ]
Lo i+ File Types
- CICH+ Indexer Confiquration Settings
100 Build RS - o o - S
005 Debug Toal Settings | Build Settings | Build Steps | Error Parsers | Binary Parser | Environment | Macros |
‘. Project References = =
i i i i v - -
Refactoring History Little endian code (--little_endian, -me)
Place each Function in a separate subsection (—gen_func_subsections, -m: |on b |
2 Basic Options
@ Symbolic Debug Options Use linker-generated file to remove dead functions (--use_dead_funcs_list) | |
i @ Language Options Generate unaligned loads and stores (--unaligned_access) | v !
i @ Parser Preprocessing COptions
@ Predefined Symbols Designate enum type (Default is packed For EABL) {--enurn_type) ‘ - |
t\s; Include Options Force alignment of structures bo <bytecount> bytes {--align_structs) | |
@ Runt\e Mndel pt\nns [[] optimize fully in the presence of debug directives {--optimize._with_debug, -mn)
Ot Reserve as global register (—-global_reqister, -r) | |
“{E EntryfExit Hook Cptions allow reassaciation of sat arithmetic (--sat_reassoc) | v|
i @ Library Function Assumptions
J @ Assembler Options [ Compile For power profiing {—-profile: power}
@ File Type Specifier Allows reassaciation of FP arithmetic {--fp_reassoc) v
|
@‘; Directory Specifier I
@ Default File Extensions #Application binary interface (tiabi, ti_arm3_abi, eabi) (--abi) | eabi w |
@ Command Files ] Erums may be charshort, instead of int {--small_snum, —small-enum)
i (2 MISRA-C:2004: MISRA Rules [C1Enable dynamic stack overflow checking (--stack_overflow_check, -mo)
(=53 TMS470 Linker T
@ Biasic Options Designate code state, 16-bit {thumb] or 32-bit {--code_state) |16 Vl
(2 Command File Preprocessing Specify whether constants can be embedded in code sections (——emhedded_cnnstanu
B Diagnosti -
E F:Iaegsn::rfhspath I:‘ Generates SIMD instructions targeting Meon (-neon)
2 Linker Qutput Spedfy floating point support (--float_support) | »: |
)
& Symbol Manacement Spedify how bo treat plain chars (signedfunsigned) {--plsin_char} | w |
= @ Runtime Environment
@ Linktime Qptimization Spedify lenath of maximum branch chain (--max_branch_chain, -ab} ‘ |
§ % Miscellaneous [ chars signed by default {--signed_chars, -mc)
o inki 7
(&% Dynamic Linking Support Options o dual state support (--disable_dual_state, -md)
[Cprevent generation of branch chains in Thumb made (--disable_branch_chaining)
[ compile for breakpaint-based profiling ¢--profile: breakpt)

Restore Defauls Apply

Figure 14. Properties for “hello” - C/C++ Build
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Modify Existing Project Settings and Determine the Length of Executable Code

As shown in Figure 15, select Predefined Symbols and add additional defines to the Predefined NAME

section by clicking on the %] putton. Add Predefined NAMEs as shown in the red circles in Figure 15.
Pay attention to the letter case; and include the following three symbols:

« TARGET_IS_TEMPEST RB1
* CCs
« PART_LM3S9B96

C{C++ File Types
CiC++ Indexer
CC5 Build

5 Debug

Project References
Refactoring History

Confiquration Ssttings

Toal Settings i

Build Settings il Eild Steps i

- (2 Tookchain Settings
| [ Basic Options
@ Symbolic Debug Options
@ Language Options
(22 Parser Prepracessing Options
{‘5 Include Options
E Diagnostic Options
g Runtime Model Options
g Optimizations
@ Entry/Exit Hook Options
g Library Function Assumptions
(22 nssembler Options
é—? File Type Specifier
g Directory Specifier
(2 Default File Extensions
-2 Command Files
.‘_\l‘ MISRA-C:2004: MISRA Rules
= B3 TMS470 Linker
@ Basic Options
&‘3 Command File Preprocessing
Q\l} Diagnostics
(2 File Search Path
@ Linker Qutput
g Symbol Management
@ Runtime Environment
@ Linktime Optimization
2 Miscellaneous
LE? Dynamic Linking Support Options

E _[olx]
| bype filker text C/C++ Build =R
Infa Ackive configuration
Builde
Praject Type:
DoaEntador Configuration: | Debug |

Error Parsers | Binary Parser | Erwvironment |

Macros

Pre-define MAME {--define, -D}

TARGET 15 TEMPEST RE1

=
L | PART_LM3S9E96

L.,E.:

Undefine NAME {--undefine, -U)

Restore Defaults Apply

Figure 15. Properties for “hello” - Predefined Name

13. Click Apply — return to the Code Composer Studio main window/ file editor window.

4.3 Rebuilding the Project

Rebuild the code by selecting the Rebuild All option in the Project menu. The project should successfully

build without any errors.

4.4

Determining How Much Flash to Protect by Examining Contents of the Map File

In this example, the executable section of code is protected in the Flash by making it execute, write, and
erase only. The remaining sections of the code like the vector table, constants, and initialization values

need not be protected.
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In order to protect the executable code, the map file is first examined to determine the length of
executable code. The map file in Code Composer Studio ends with the .map extension and (hello.map)
can be found in the Debug directory in the Code Composer Studio project folder, which is located at
C:\StellarisWare\boards\dk-Im3s9b96\hello\ccs\Debug assuming that StellarisWare has been installed in
the C:\ directory. Map files can be modified using a text editor.

If the project was previously complied using an older version of Code Generation Tools (older compiler),
the project folder will have a map file (hello_ccs.map) associated with that version of the compiler as well.
Make sure that the map file (hello.map) being referred to is generated by Code Generation Tools v4.9.
This information is available in the beginning of the map file as shown in Figure 16. Or, you can use the
Windows time stamp to identify the map file that has just been generated.

THS470 Linker PG wd 9.0
»» Linked Thu May 12 18:24:36 2011

OUTPUT FILE HAME: ¢hello.out:
ENTRY POINT SYMBOL: "_c int00" address: 0000346d

MEMORY CONFIGURATION

name origin length u=zed unu=ed attr fill
FLASH oooooooo goo40000 0000360 0003c9%40 R OX
SEAH 20000000 gooisooo  oQo0ozile 00017de2 RU X
SEGHENT ALLOCATION HAF
run origin load origin length init length attrz members=

gooooooo qoooQooo Qooo3ece Qooo03ece r—X

gooooooo qoooQooo aoooollc aoooollc r—— .intvecs
BT ; Qooo00llc Q0001l=9e .cohst
00001lfbc 00001fbc 000016k r—= .text
o036 A no003e88 ooo0noo040 -QOn000de- r—— .cinit
20000000 20000000 nooooozoo goooooono TW—
20000000 20000000 agoooozoo gooooooo rw— .=tack
20000200 20000200 aoooolle aooo00lc rw—
20000200 20000200 aoooo0lc aooo00lc rv— .data
2000021 2000021 gooooooz gooooaoo rw— .b==

AT =S

Figure 16. Screen Shot of hello.map

As shown in Figure 16, the executable section of the code is 0x16C6 bytes long (5830 bytes long). As
explained in the Stellaris LM3S9B96 Microcontroller Data Sheet (SPMS182), the Flash can only be
protected in the multiples of 2KB. For the purpose of this project, at least 6KB (3 sectors) of Flash must to
be protected to accommodate 5830 bytes of executable code.

Next, the length of readable section of code must be determined, which is the sum of the following
sections:

* Vector table (.intvecs) : 0x11C
» Constants (.const) : 0x1e9c
* Initialization data (.cinit) : 0x40

The sum of these three sections is 8186 bytes (for example, 7KB), which translates to 8KB (4 sectors) in
Flash.

NOTE: If the “hello” example is modified or rebuilt, the length of sections mentioned above may get
modified. Options like compiler optimization also affect the length of different code sections.
Therefore, keeping some additional margin is always recommended, but is not necessary.
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Reserve a Read Protected Region in the Flash by Modifying the Linker Command File

5 Reserve a Read Protected Region in the Flash by Modifying the Linker Command
File
The linker command file (also known as linker file, or scatter file in some integrated development
environments (IDESs)) is used to define the addresses of sections in the memory. The linker command file
in Code Composer Studio ends with the .cmd extension and it (hello_ccs.cmd) can be found in the
C:\Stellarisware\boards\dk-Im3s9b96\hello directory assuming that StellarisWare has been installed in the
C:\ directory. The linker command file can be modified using a text editor. Figure 17 shows the contents of
the original default linked command file created for this example. As highlighted using red circles, two
sections in memory are defined namely FLASH and SRAM.
S¥ Syztemn memory map ¥
MEMORY
1
Lion =tored in and executes from internal flash =~
origin = AFPP BASE. length = 0=z00040000
Prriication uzes internal RAM for data =~
origin = 0=xz20000000, length = O0x00018000
h
<% Section allocation in memnory *-
SECTICHNS
1
.intvecs: » APP_BASE
.text » FLASH
.con=t » FLASH
.cinit » FLASH
.pinit » FLASH
.wtable » RAM BASE
.data : » SRAM
.b== : » SRAM
_EVSNEM » SEAM
.=tack » SRAM
I
_ STACK_TOF = _ =tack + 512;
Figure 17. System Memory Map
The Flash memory map can be graphically represented in Figure 18 and includes the addresses from
0x0000 0000 to 0x0040 000. In other words, 256KB of Flash memory is executable and readable.
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gl

0x0000 0000 --;

256K

ha

FLASH

.intvecs
text
.const
.cinit
.pinit

0x0040 0000 -~

Figure 18. Memory Map_Flash

Readable and Executable

In order to protect executable code from being read, a separate read-protected section must be reserved
in the Flash. Before such a section can be reserved, it must be first defined in the memory map. For the
purpose of this project, 2KB in Flash is reserved for the vector table; named as FLASH_1 and configured

as readable and executable (default configuration).

Per Section 4.4, 6KB in Flash is reserved for executable code; named as FLASH_EX and configured as
not-readable but executable. The remaining Flash can be named as FLASH_2. It is configured as
readable and executable (default configuration) for the rest of the code including constants and

initialization data. This is represented in Figure 19.

Address Space 0x0000 0000 to 0x0000 0800 Readable and Executable
Address Space 0x0000 0800 to 0x0000 2000 Non-Readable and Executable
Address Space 0x0000 2000 to 0x0040 0000 Readable and Executable
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0x0000 0000 -3 T——=—cr %" T
t FLASH_1 IR
LB
2K .intvecs ® 3
T %
v y_ 2«
0x0000 0800 4 FLASH EX b4
©
c
©
v 2
e} Q0
6K text s £
o O
9 g
é [WE]
o
=
0x0000 2000 ~~~-f-~{-=====~ororarimm oo
T FLASH_2 T
.const S
o)
248K cinit e
(S}
.pinit B
o
0x0040 0000 ----*--
Figure 19. Memory Map (FLASH_1, FLASH_EX and FLASH_2)
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In order to implement the changes just described, modify the linker command file as shown in Figure 20.

#define APP_BASE 0x00000000 ~
#define RAM_BASE 0x20000000

/% System memnory map */

MEMORY

s# Accessible region in internal flash where vector table resides =~
FLASH_1 (RX) : origin = APP_BASE, length = 0x00000800

7% Read protected region in internal flash where executable code resides =/
FLASH_EX (X) : origin = 0x00000800 length = 0x00001800

s# Read protected region in internal flash where constants & initialization data reside »/
FLASH_2 (RX) : origin = 0x00002000, length = 0x0003E0O00Q

## Application uses internal RAM for data -
SRAM (RWX) : origin = 0x20000000, length = 0x=00018000

¥

/# Section allocation in memory %/

SECTIONS

{
.intvecs: >
.text >
.const >
.cinit »
.pinit >
.vtable > RAM_BASE
.data > SRAM
.bss > SRAM
.sysmem > SRAM
.stack > SRAM

}

__ STACK_TOP = __stack + 512:

Figure 20. Linker Command File

Save and close the linker command file, and rebuild the project.

Now open the map file and make sure that it reflects the new sections that have been created in the
memory as shown in Figure 21. Compare this with the map file referenced previously. Notice that an
additional read protected region in Flash has been created, “FLASH_EX”, along with another region,
“FLASH_2", which is both readable and writeable.
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Rebuild Associated Libraries (driver lib and graphics lib with Code Generation Tools v4.9)

6 Re

3633636 36 36 36 3636 363 36 36 3 36336 3636 363 3636 36 3 3 3636 363333636 36336 3636363 36363 33363636363 3636 36 3 3 3636363333636 363366363 K KN

THS470 Linker PC w4.9.0

»» Linked Fri May 13 16:06:2& 2011

OUTEUT FILE HAME: <hello.out:
ENTRY FOINT SYMBOL: "_c int00" address: 0000lchbl

(HEMORY CONFIGURATION)

namne origin length u=zed unused attr fill
FLASH 1 goooQooo goooogo0 QO000011le OOOQOBed R OK
FLASH EX goooosan noooilso0  QoO001l6se  OOOO0O13a X
FLASH 2 gooozoon 0003=000 O0000lede 0003122 R OK
SRAM 20000000 goois0o0  QO0O0021le 00017de2 EW X

{SEGHENT ALLOCATION MAF)

run origin load origin length init length attrs members

nooooooon noooooon 0oo001lc 0oo001lc r——
nooooooon noooooon 0o0001lc 0000011z r—— .intwvecs
noooogoon noooogon 000016z6 000016z6 T—X
noooogoon noooogon 000016c6 0000166 r-x .text
gooozooon nooozoon 00001e=0 00001e=0 r——
oooozooo nooozaon 0000l=% 0000l=% r—— .const
00003=al 00003eal oooooo4n oooooo4n r—— .cinit
20000000 20000000 ooooozan ooooaaan rw—
20000000 20000000 ooooozon oooooaon rw— .=stack
20000200 20000200 0ooo00le 0000001 Tw—
20000200 20000200 0ooo00lc 0ooo00lc rw— .data
2000021c 2000021c nooooooz nooooooon rv— .b=s

Figure 21. TMS470 Linker PC v4.9.0 Map File

build Associated Libraries (driver lib and graphics lib with Code Generation

Tools v4.9)

Thi

s example (“hello”) uses API function calls from the StellarisWare Driver Library and the Graphics

Library. Therefore, these libraries must also be compiled using Code Generation Tools v4.9 with the same
compiler settings that project (“hello”) was built with. Instructions to compile DriverLib and GraphicsLib are
illustrated in the following sections.

6.1 Co

mpiling Driver Lib

Add the Driver Library (driverlib) project to an existing workspace where the “hello” project already exists.

1.

Go to the Project menu in Code Composer Studio — select Import Existing CCS/Eclipse Project —
click on the Browse button and browse to the C:\StellarisWare\driverlib location. Import the project file
for the DriverLib in the current workspace.

The driverlib project will be set as the Active Project. If not, then it can be manually set as an active
project in the project explorer window pane by right clicking on driverlib project and selecting Set as
Active Project option as shown in Figure 22.

SPMA044A—August 2012 Using Execute, Write, and Erase-Only Flash Protection on Stellaris 21
Submit Documentation Feedback Microcontrollers Using Code Composer Studio

Copyright © 2012, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SPMA044A

Rebuild Associated Libraries (driver lib and graphics lib with Code Generation Tools v4.9)

13 TEXAS
INSTRUMENTS

www.ti.com

C++ Projects M =0
@ | B &

- e ’
== hello

#-4» Bin =0 Into

|

+-[=F Ing

[E? De Open in Mew Window

E? dri : Project

@ hel

L§y sta Rebuild Index

g hel Active Build Configuration  #

------ || ma Corvert Ta..,

""" =| mig Clean Project

""" [T kar Build Project

Rebuild Project

Figure 22. Setting a Project as an Active Project

3. Go to Project menu — select Properties to open Project properties window as shown in Figure 23.

4. Select Code Composer Studio Build in the General tab — select the Tl v4.9.0 compiler in the Code
Generation Tools field. After selecting these options — click on the Apply button.

% Properties for driverlib

- CMC4++ Documentation = ; i :
i = General
- CJC+ Fle Topes l_% Link Qrder || o[ Dependenuesl

bype fiker text CCS Build
- Info z : :
%--Builders Build configuration: |Debug vl
- CJC++ Build

deer Qukput bype: s

- CCS Debug Project settings

- Project References

- Refactaring Histary Device Vaniant:

| <select filker =

v | | stellaris Lm3s101

vl [ Mare. .. J

Device Endianness: |Iitt|e

v

<Tves.0

Code Generation kools:

Effective Code Generation tools: | TI w4 6.4

|eabi (ELF)

Oubpuk Format: W |
Linket Command Fle: Browsa,,
Runtime Support Library revME_T e sabtd lin Browsa. ..

See 'C/C++ Build' For advanced managed-build settings,

[Restnre Defaults K[ Apply ]

()

[ oK ]I_ Cancel ]

Figure 23. Properties for Driver Lib
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5. The Build Configuration Settings window will appear — select options as in Figure 24 — click on the

OK button.

% Save Build Configuration Settings

Build configuration: | Cebug

Save opkions
(%) Apply changes|ka existing build configuration

[ ]archi

existing build configuration under name:

{3 Create a new build configuration initiglized with default build options

{3 Create a new build configuration initialized with build options From the existing configuration

Sek the new build configuration as the ackive for the project

Ik Cancel

Figure 24. Save Build Configuration Settings

6. Click on the OK button when the following dialog box appears.

Y7 Save Build Configuration Settings @

[

‘arlib’. Please see the 'migration.loq’ file, in the root of the project, for details,

Figure 25. Save Build Configuration Settings (Problems)

'E Problems encountered while initializing build-configuration 'Debug’ of project
.
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7. Click OK on the window that appears next (as shown in Figure 26) — return to the Code Composer
Studio project properties for this project.

roperties for driverlib

tvpe Filker kext

- Infar

- Builders

- CJC++ Build

- CJC++ Documentation
i CJC++ File Types
oI+ Indexer

- €S Buid

- 25 Debug

- Project References

‘- Refactoring Hiskory

CCS Build

Build configuration: |Debug

E General | e Link Order || e[ Dependencies |

Project sethings

Device Variant:

Device Endianness:
Code Generation tools:
Qubput Farmat:
LinkerCommand File!

Fumbirne Support Library

Oubpuk bype:r | SEsbc Libeary

| <select filers « | | stellaris LM35101 v More
little v
TLv4.9.0 v Mare
| eabi (ELF) v |

Browse...
sy 73 _T_le_sabl. Ik Brawse. .

See 'C/C++ Build' for advanced managed-build settings.

Restare Defaults

Apply

l.

J [ Cancel

Figure 26. Properties for driverlib (Code Composer Studio Build)
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Rebuild Associated Libraries (driver lib and graphics lib with Code Generation Tools v4.9)

8. Select C/C++ Build under the Tool Settings tab — select Runtime Model Options in the TMS470

Compiler field. Select options (on and off) as shown in red circles in Figure 27 and click on the Apply

button.

¥ Properties

- Info

- CfC++ Indexer
- CC5 Build
- CCS Debug

'S ;?J

: type filker bext |

b !uocumantation

- CIC++ File Types

i Project References
*- Refactoring Histary

C/C+ + Build

Active configuration

Project Type:

Configuration: | Debug

Configuration Settings

Tool Settings | g dSettlngs |.Bu|Id gEeps i‘"E-r.ro;-l.?érsers_ Il -é}nary Parser I Ervironment I;.Ma.crosl

= @ Toal-chain Settings

=83 TMS470 Compiler
@ Basic Options

: @ Symbalic Debug Options
- (# Language options
% Parset Preprocessing Cptions
: @ Predefined Symbols
(B8 Include Cptions

b Ciptinn
2 Runkime Madel Options

Ty
S EntryfExit Hook Options
(2 Library Function Assumptions
(2 Assembler Options
: @ File Tyvpe Specifier
: % Directary Specifier
@ Default File Extensions
: (2 Command Files

@ MISRA-C:2004: MISRA Rules
(=B84 TMS470 Archiver

(2 Basic Options:

Little endian code {--little_endian, -me)

Place each function in a separate subsection (--gen_func_subsections, -

Use linker-generated file to remove dead Functions {--use_dead_funcs_list) |

Generate unaligned loads and stares {--unaligned_access) ‘

Designate enum kype (Default is packed for EABT) (--enum_type) |

Force alignment of structures ko <bytecount > bytes (--align_structs) |

[ optimize Fully in the presence of debug directives {--optimize_with__debug, -mn)

Reserve as glabal register {--global _register, -r) ‘

Allowy reassociation of sat arithmetic (--sat_reassoc) |

[ Compile for power profiing (--profile: power)

Allow reassociation of FP arithmetic (--Fp_reassoc) |

Application binary interface (tisbi, t_arm3_abi, eabi) (--abi) |eab\

[C1Enums may be charjshart, instead of ink {--small_snum, --small-enum)

[CEnable dynamic stack overflow checking (--stack_overflow_check, -ma)

Designate code state, 16-bit (thumb) or 32-bit {--code_state) ; 16

Specify whether constants can be embedded in code sections (--embeddedfcunstants&_/l

|:| Generates SIMD instructions targeting Neon (--neon)

Specify Floating point support {-Float_support) |

Specify how ta treat plain chars (signedfunsigned) (--plain_char) |

Specify length of maximum branch chain (--max_branch_chain, -ab} |

[[] Chats signed by default {(--signed_chars, -mc)
1Mo dual state support {—disable_dual_state, -md)

[C1Prevent generation of branch chains in Thumb mode (—-disable_branch_chaining)

[[] compile far breakpaint-based profiing {--profile:breakpt)

[Resture DeFauIt{\l [ Apply ]

Figure 27. Properties for driverlib (C, C++ Build)
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6.2

9.

Next, as shown in Figure 28, select Predefined Symbols and add additional defines to the Pre-define

NAME section by clicking on the % putton. Add Pre-define NAMEs as shown in the red circle in
Figure 28. Pay attention to the letter cases and include the following two symbols:

i CCs
» PART_LM3S1101

Info

* |== ntation

CJC++ File Types
- CjC++ Indexer
s Build
(€S Debug

C/C+ + Build

Active configuration

Project Type:
Canfiguration: EDebug
Configuration Settings

| Tool Settings __BuiIEI Sethings || Bulld Steps | Ervor Parsers || Binary Parser | Environment | Macros |

- Project References

e} -
Refactoring History (2 Tonl-rhain Settings

=88 TMS470 Compiler

é? Eiasic Options
g Symbolic Debug Options

; L% Language Options
(22 parser Preprocessing Options
"E—B Predefined Symbols
;,EE Include Cptions
é? Diagnostic Options

: E@ Rurtime Model Options

(--define, -I}

{lcos
|PART_LM3S1101

Undefine NAME {--undefine, -LI 4?’_l

é? Optimizations

g Enkry/Exit Hook Options

Lif? Library Function Assumptions

g Assembler Options

‘E? File Type Specifier

;,EE Directary Specifier

é? Default File Extensions
(8 Command Files

é? MISRA-C:2004: MISRA Rules

(=8 TMS470 archiver

2 |§,3 Basic Options:

lRestore Defaulks ] l Apply I

Figure 28. Properties for driverlib (Pre-Defined Name)

10. Click on the Apply button — return to the Code Composer Studio main window/ file editor window and

rebuild the library.

Compiling Graphics-Lib

Add the GraphicsLib project to an existing workspace where the “hello” project already exists.
1. Go to the Project menu in Code Composer Studio — select Import Existing CCS/Eclipse Project —

click on the Browse button — browse to the C:\StellarisWare\grlib location. Import the project file for
the Graphics Library (grlib) to the current workspace.

The grlib project will be set as an Active Project. If not, then it can be manually set as an active project
in the project explorer window pane, by right clicking on grlib project and selecting Set as Active
Project.

Go to the Project menu — select Properties to open the Project properties window as shown in

Figure 29.

Select CCS Build In the General tab. Select the Tl v4.9.0 compiler in the Code Generation Tools field.
After selecting these options, click on the Apply button.
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%' Properties for grlib

type Filker bexk CCS Build

o+ Infa
- Builders
-+ CfC++ Build

G4+ D Eati [ — we—
C::C++ Fiilz::#r;szsa a0 = General | 5 Link Order !l #[2 Dependencies |

s Indexer Oukput bype: | SEatic s,
- 2CS Build

ZC5 Debug Project settings
- Project References

Build configur ation: |Debug w |

i : : Dervice Mariant: |<select filker=  » | |Stellaris LM35101 v| ’ Mare. ., ]
~ Refactoring History:

Device Endianness: |Iittle ~ |

Cade Generation tools: (:IT_I w4,9.0 b Mare... J

Effective Code Generation tools: | TIw4.6.4 |

Zutput Format: |eabi {ELF) bl |

Linker Co Browsg..,

Auntime Support Librars: rhswIME-T _le: eabi b Browse, .,

“See 'C/C++ Build' For advanced managed-build setti'ngs.

I_Restore Defaults [ Apply J

@ L oK J[ Cancel ]

Figure 29. Properties for grlib
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4. The Build Configuration Settings window will appear — select options as shown in Figure 30 — click

OK button.

% Save Build Configuration Settings

Build configuration: | Cebug

Save opkions
(%) Apply changes|ka existing build configuration

[ ]archi

existing build configuration under name:

{3 Create a new build configuration initiglized with default build options

{3 Create a new build configuration initialized with build options From the existing configuration

Sek the new build configuration as the ackive for the project

Cancel

Figure 30. Save Build Configuration Settings (Debug)

5. Click the OK button when the following dialog box appears.

Y7 Save Build Configuration Settings @

[

Problems encountered while initializing build-configuration 'Debug’ of project
! ‘arlib’. Please see the 'migration.loq’ file, in the root of the project, for details,

Figure 31. Save Build Configuration Settings (Problems)
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6. Click the OK button on the window that appears next (as shown in Figure 32) and return to the Code
Composer Studio properties for this project.

kype filter text CCS Build

- Infa

- Builders

- CJCH+ Build

i CJC++ Documentation

Build configuration; | Debug ~ |

" General | % Link Order | o2 Dependencies |

Qukpuk Byper Static Library

Project setkings

- Project References

; : : Device Yariant: |<:se|ect filter = b | |Stellaris LM35101 v| ’ Mare, .. ]
‘- Refactaring History -
Device Endianness: |Iitt|e s |
Code Generation tools: |TI w4,9.0 v| ’ More, ., J
Oukput Format: |eabi (ELF) v |
Lirker Command File! Erowss. ..
Runtime Suppart Library: | rEsy M3 T _le_aabl I Browse. ..

See 'CHCH+ Build' For advanced managed-build settings.

Restore Defaulks Apply

@) L QK ] Cancel J

Figure 32. Properties for grlib (Code Composer Studio Build)
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7. Select C/C++ Build under the Tool Settings tab — select the Runtime Model Options in the TMS470
Compiler field. Select options (on/off) as shown in red circles in Figure 33 — click on the Apply button.

TrGCument ation
;--C;’C++ File Types
;--C;’C++ Indexer
OS5 Build

- CCS Debug

;--Pro]act References

“ Refactoring Histary

C/C++ Build

Active configuration

Projeck Type: AR

Configuration: |Dehug

Configuration Settings

Tool-chain Settings
5 TM5470 Compiler :
T i o PART_LMB51101
: @ Symbolic Debug Cptions
.2 Language Cptions
¥ parcer Preprace sing Options

.2} Predefined Symbols

e InCOde TRtions
@ Diagnostic Options

(2 Runtime Model Options

&N; Optimizations

7 @ Enkry/Exit Hook Options

E Library Function Assumptions

@ Assembler Options

Undefine MAME (--undefine, -LI)

@ File Type Specifier

= @ Direckary Specifier

@ Default File Extensions

- @ Command Files

H @ MISRA-C:2004: MISRA Rules
(=85 TMS470 Archiver

@ Basic Options:

[Restore Defaulks }m

Figure 33. Properties for grlib (C, C++ Build)
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8. Next, as shown in Figure 34 — select Predefined Symbols and add additional defines to the Pre-
define NAME section by clicking on the %/ putton. Add Pre-define NAMEs as shown in the red circle
in Figure 34. Pay attention to the letter cases and include the following two symbols:

e cCs
+ PART_LM3S1101

BEE)
kype filter text C/C+ + Build s

Infa

Cl!++ Docurnentation

Bctive configuration

Project Type:

CJC++ File Types
CJC++ Indexer
<5 Build

CC5 Debug

Project References
Refactoring History

Configuration: | Debug

Corfiguration Settings

Tool Settings | gl

Toal-chain Settings

ild Settings | Build Steps | Error Patsers | Binary Parser | Environment | Macros

Little endian code (--little_endian, -me)

| | Manage...

=1 -E%3 TM3470 Compiler
é? Easic Options
2 Symbolic Debug Options

Place each function in a separate subsection {--gen_func_subsections, -msk,_| on |

Use linker-generated file ko remove dead functions (--use_dead_funcs_list) | :

anguage Optians Generate unaligned loads and stores (--unaligned_access) b
% Parser Preprocessing Options e 7
Designate enum type (Default is packed for EABT) {--enum_type) v

Farce alignment of structures to <bytecount = bytes (--align_structs)

o i b + [l optimize Fully in the presence of debug directives (--optimize_with_debug, -mn)
2 Runtime Model Options

hirrizakion Reserve as global register {--global_register, -r) |
%3 Entry/Exit Hook Options
ibrary Function Assumptions
2 Assembler Options
ile Type Specifier
% Directory Specifier
(2 Default File Extensions

Allow reassociation of sat arithmetic (--sat_reassoc) | v
] Campile For power profiling {—-profile:power

Allow reassaociation of FP arithmetic {--fp_reassoc) i R
Application binary interface {tiabi, ti_armd_abi, eabi) (--abi) ;eabi v

é?? Cammand Files [C1Enums may he charfshort, instead of ink {--small_enim, --small-snum)

: é} MISRA-C:2004: MISRA Rules
=B TMS470 archiver
i—“—” Easic Options:

[C1Enable dyriamic stack overflow checking (--stack_overflow_check, <mo)

Designate code state, 16-bit (thumb) or 32-bit (--code_state) |16

Specify whether canstants can be embedded in code sections {--embedded_constants) fﬁi’F__ )
|:| Generates SIMD instructions targeting Meon (—-neon)

Specify Floating point support {--Aoat_support) | _-v
Specify how to breat plain chars (signedfunsigned) (--plain_char) b
Specify length of maximum branch chain {--max_branch_chain, -ab)

[] chars signed by default (--signed_chars, -mc)

Mo dual state support (—-disable_dual_skate, -md)

[CIPrevent generation of branch chains in Thumb mode {--disable_branch_chaining)

[ Compile For breakpoint-based profiling (--profile:breakpt)

lRastore Defaults J L Apply }

® (. =
o T ——

Figure 34. Properties for grlib (Debug)

9. Click Apply — return to the Code Composer Studio main file editor window and rebuild the library.

7 Add Flash Protection Code to the Project and Build It

7.1 Make “hello” Project Active Again

Set “hello” as the active project in the project explorer window pane, by right clicking on “hello” project and
selecting Set as Active Project.
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7.2

7.3

Include Appropriate Header Files in Il

Flash APIs are declared in the flash.h header file. In order to use those APIs, include the flash.h header
file as shown in Figure 35.

Z5
Ze
z7
28
=]
30

#include
finclude
#include
#include
#include
#include

"inc/hw types.h"

"driverlih/aysctl.h”

"driverlib/rom.h™

"grlib/grlib.h"
"drivers!kitrnnix32Dx24Dx16_ssd2 119 Bbit.h"
"drivers/set pinout.h"

31(#include

32

"driverlib/flash.h")

Figure 35. Including Header Files

Add Flash Protection Code to “hello” Project

In order to configure Flash memory as execute only (read protected), appropriate arguments should be
passed in FlashProtectSet() API. The changes can be committed using FlashProtectSave() API. Once
committed, the protection settings are permanent and cannot be undone by performing chip reset or
power cycle. It is recommended to use FlashProtectSave() only after you are sure that your code works
the way it is designed to work. The function calls are shown in Figure 36.

Note that the Flash protection settings can be reset to their factory default configuration by performing the
debug port unlock sequence using LM Flash Programmer.
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23 int
G4 main(void)
a3
& tContext sContexc;
a7 tRectangle sRect:
=
£9 i
70 f¢ Set the clocking to run directly from the crystal.
71 i
72 ROM ZysCrlclocklec (3VSCTL SYSDIV 1 | STSCTL USE O3C | SYICTL ETAL 16MHZ |
73 SYICTL_O3C_MATHN) ;
T3 =
75 L
Ta Sf 3et Flash Protection as "Flash Execute Cnly™
7T i
78 FlashProtect3et (0x800, FlashExecutelmly):
brd=] FlashProtectiet (0x1000, FlashExecutednly):
a0 FlashProtect3et (0x1500, FlashExecutelnly):
g1
82
g3 i
= J4 Make currently programmed flash protection settings permanent.
85 fY Thiz iz a non-reversible operation: a chip reset or power cycle
=13 A4 will not change flash protection.
a7 i
t=1=] FlashProtectiave () ;
=3=]
a0
=51 i
Q2 F4 Inmitialize the device pinout appropriately for this khoard.
a3 i
Q4 Finoutlet () :
a5
=1 i
a7 SY Initialize the display driver.
a5 i
Q9 Kitronix3Z0x240x1l6 33D2119Init i) :;

Figure 36. Adding Flash Protection Code

Rebuild the project now.
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8

Launch Debugger
Next, you can verify the results that execute, write, and erase-only Flash protection works as expected
and the read-protected region in Flash cannot be read.
After the code has been built, download the application to the Flash memory. Begin code execution by
clicking on the Run button s% . Pause code execution by clicking on Pause/ Suspend button
%o (-
Launch the debugger to examine the contents of the memory location. The Memory window can be
launched by selecting the Memory option in the View menu from the Code Composer Studio menu bar as
shown in Figure 37.
ug - hello.c - Code Composer §
Ii Yiew ' avigate Project  Target
Hg) C/C++ Projects
EE Cutline
[£] Problems -
l:' El consale -
o
= %3 Debug
|#] Target Configurations E
| Scripting Console N
B e
| ==¥ Disassembly |
B e
W8 Reqisters
& watch
(= Local
S Breakpoints
E Properties
Ckher..,
Figure 37. Launching Memory Window
Now, examine the contents of the Flash memory located at addresses in various regions - hamely
FLASH_1, FLASH_EX, FLASH_2.
First, read the contents in the FLASH_EX region. You will notice that the contents of Flash in the
FLASH_EX region, say at address 0x0000 0800, are not readable. The debugger shows “?????2?2??” for
the memory cells it cannot read. Additionally, some symbols may be shown like GrStringDraw. This is
shown in Figure 38.
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Launch Debugger

U X

Ox00000300

#j - 50

Ox000007ca
Ox000a07Dho
Ox000007ED
Ox000007Fo

Ox00000310
Ox00o000zzo
0x00000330
Ox00000540
0x00000350

e e O B
M Hes 32 Bit - TI Style

EEO11300 555301583 ESCDS312 4602300
A10594602 FOOG450D0 =300FF2D 3300E9CD
46184503 30042101 FES6FOOS 0000OED1C
20000030 20001720 3A643225 64323025
GEItringDhranw

Figure 38. Memory Window_0x00000800

Upon attempting to access other addresses in the FLASH_EX region, the debugger will prompt an error in
the console window as shown in Figure 39. This is expected and indicates that the Flash is read protected

for those addresses.

£l X

hello [Project Debug Session] Stellaris In-Circuit Debug InEerFace_D,l’CORTEX_MS_D (12:16:43 f‘M)

CORTEZ M3_0: Trouble FReading Memory
CORTEX M3_0: Trouble Reading Memory
CORTEX M3 _0: Trouble Reading Memory
CORTEX M3 _0: Trouble Reading Memory
CORTEX M3 _0: Trouble Reading Memory
CORTEX M3_0: Trouble Reading Memory
CORTEX M3 _0: Trouble Reading Memory
CORTEX M3 _0: Trouble Reading Memory
CORTEX M3 _0: Trouble Reading Memory

Second, read the contents in the FLASH_2 (or FLASH_1) region.Notice that the contents of the Flash in
FLASH_2 region, say at address 0x0000 2000, are readable as shown in Figure 40.

of Length Ox4: Debug
of Length Oxd4: Debug
of Length Oxd4: Debug
of Length Oxd4: Debug
of Length Ox4: Debug
of Length Ox4: Debug
of Length Oxd4: Debug
of Length Oxd4: Debug
of Length Ox4: Debug

Elock at 0xS00 on Page
Elock at OxS10 on Page
Elock at OxS10 on Page
Elock at OxS2Z0 on Page
Elock at 0x530 on Page
Elock at 0x540 on Page
Elock at OxS850 on Page
Elock at OxS60 on Page
Block at 0xE64 on Page

o T s o s o

Figure 39. Debugger Console

Port
Fort
Fort
Fort
Portc
Fort
Fort
Fort
Port

ECror
Error
Error
Error
ECror
Error
Error
Error
Error

#E-r3--0

occurred,
ococurred.
ococurred.
ococurred.
occurred.
ococurred.
ococurred.
ococurred.
occurred.

”~

SPMAO44A—August 2012
Submit Documentation Feedback

Using Execute, Write, and Erase-Only Flash Protection on Stellaris
Microcontrollers Using Code Composer Studio

Copyright © 2012, Texas Instruments Incorporated

35


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SPMA044A

13 TEXAS
INSTRUMENTS

Conclusion www.ti.com

i x =
-
ot
# - O - |
| Hex 32 Bit - TI Style "
Ox00001FCE NmisR, SCSDWILSNmiSREZSE, $C3HL1 A
Ox00001FCE
Ox00001FDO
Ox0O0001FED
Ox0O0001FFO

Ox00002000 o pucCrmdlData

SRRy 3 ES071F 453434343 434534543
6l6l6l51 61l6lelel FOelalel 434333F0
O=x00002020 182009200 F3FOFOOF 443435452 716171435
D=00002030 71617161 7161616l 6161616l 6E403200
D=00002040 Z10DO01F YZ61F072 FOT1S5ZF0 61F05161

Figure 40. Memory Window_0x00002000

Last, note that upon attempting to access other addresses in the FLASH_EX region, the debugger will
prompt an error in the console window as shown in Figure 41. This message is expected and indicates
that the Flash is read protected for those addresses.

& console 2 = wel| A EB-C3-70
hello [Project Debug Session] Stellaris In-Circuit Debug InEerFace_D,l’CORTEX_MS_D (12:16:43 PI§'1) _ _

CORTEX M3_0: Trouble Reading Memory Block at Oxl1fcS on Page 0 of Length Ox38: Debug Port error occurred. e

CORTEX M3 0O: Trouble Reading Memory EBlock at Oxlffe on Page 0 of Length Ox4: Debug Fort error occurred.
CORTEX M3_0: Trouble Reading Memory Block at Ox800 on Page 0 of Length Ox74: Debug Port error occurred.
CORTEX M3_0: Trouble Reading Memory Block at O0x720 on Page 0 of Length Oxal: Debug Port error occurred.
CORTEX M3 _0O: Trouble Reading Memory Elock at Ox790 on Page 0 of Length Oxal: Debug Fort error occurred.
CORTEX M3_0: Trouble Reading Memory Block at Ox1ff0 on Page 0 of Length Ox10: Debug Port error occurred.
CORTEX M3_0: Trouble Reading Memory Block at Oxlfel on Page 0 of Length Ox20: Debug Port error occurred.
CORTEE M3 _0: Trouble Reading Memory Block at Ox1fd0 on Page 0 of Length 0Ox30: Debuy Port error occurred.
CORTEX M3_0: Trouble Reading Memory Block at Oxl1fcS on Page 0 of Length Ox38: Debug Port error occurred.
CORTEX M3_0: Trouble Reading Memory Block at Ox1ff0 on Page 0 of Length Ox4: Debug Port error occurred.
CORTEZ M3 _0: Trouble Reading Memory EBlock at Oxlfe0 on Page 0 of Length Ox4: Debuy Fort error occurred.

Figure 41. Debugger Console_2

Conclusion

Using a simple “hello” example from StellarisWare, it has been demonstrated how execute, write, erase-
only Flash protection can be used on Stellaris microcontrollers to enable developers to protect their code
and IP in the end application while providing the flexibility to upgrade the firmware. Flash protection has
been implemented by creating a read-only region in the Flash memory to prevent code from being read
but executed (the memory block may be written, erased, or executed but not read) using TI's Code
Composer Studio v4.2.3 and Code Generation Tools v4.9 that offers the advantage of separating the
literal dump and executable code.
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NOTE: Once committed (saved), the Flash protection settings can not be changed or undone by
power-cycling or resetting the MCU. Performing the Debug Port Unlock (JTAG toggle mass
erase sequence) using LM Flash Programmer will erase the entire Flash memory and reset
the Flash protection settings to factory default.

10 References
» Stellaris LM3S9B96 Microcontroller Data Sheet (SPMS182)

» Code Composer Studio v 4.2.3 with Code Generation Tools v4.9 can be downloaded from the
following URL: http://www.ti.com/ccs

» StellariswWare Package can be downloaded from the following URL: http://www.ti.com/stellarisware

e FTDI-based ICDI driver can be downloaded from the following URL:
http://www.ti.com/tool/Im_ftdi driver
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