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Diagnosing Software Faults in Stellaris® Microcontrollers

Joe Kroesche, Stellaris® Software

ABSTRACT

During typical development efforts, system operation can sometimes end up in a fault handler. At first glance,
faults might seem cryptic or difficult to understand, but Stellaris microcontrollers include several features to
help determine why a fault occurred. Read this application note to learn about the fault handling capabilities
of Stellaris microcontrollers, how to diagnose faults, and how to prevent them.
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1 Introduction

When software running on a Stellaris Cortex™-M processor encounters an error, it generates a fault, and the
program execution is directed to a fault handler. In some cases, fault occurrence in a program can seem
mysterious and difficult to debug. However, a fault should not be the cause of debug trepidation. The Stellaris
Cortex-M processor provides a powerful fault handling system and several features to help you find the cause
of a fault. After debugging a few faults, you will be more comfortable handling and troubleshooting faults as
they happen, and will be able to find the cause in a few minutes.

2 Fault System Overview

In a Stellaris Cortex-M processor, a fault is a type of exception. There are 15 system exceptions including
SysTick and SVC. Four of these system exceptions are faults, with one for each type of fault that can occur
in the processor when it is running code.

Table 1 shows the list of fault types and their causes.

Table 1. Fault Types

Fault Typje Description Priority Level Required? If not enabled...

Hard fault A hard fault includes any fault that is |Highest priority, fixed at -12 Required Not applicable

not covered by the following three
categories. Any unhandled fault
escalates to a hard fault.

Memory A memory management fault occurs |Configurable, lower than Hard fault |Optional Escalates to a
Management fault|when executing code attempts to Hard fault

access an illegal location or violates
a rule of the Memory Protection Unit
(MPU).
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Table 1. Fault Types (continued)

program error such as an illegal

Fault Typje Description Priority Level Required? If not enabled...

Bus fault A bus fault occurs when there is an | Configurable, lower than Hard fault |Optional Escalates to a
error on the bus that happens when Hard fault
accessing a peripheral or memory.

Usage fault A usage fault occurs when there is a | Configurable, lower than Hard fault |Optional Escalates to a

Hard fault

instruction, alignment problem, or
attempt to access a non-existent
CO-processor.

a. Only the reset and non-maskable interrupt (NMI) exceptions are higher in priority than the hard fault.

The Hard fault has the highest priority of any fault in the system. The priority of the fault is fixed at -1, and the
only higher priority exceptions in the system are reset and non-maskable interrupt (NMI). The remaining fault
types have configurable priority levels but are typically lower priority than the Hard fault and higher priority
than every other type of exception or interrupt. Only the Hard fault is required and cannot be disabled. The
other three fault types can be enabled or disabled in the system. If one of the other three fault types occurs
and is not enabled, then it is escalated to a Hard fault.

See the documentation from the “References” section for more details about fault types and how they can be
configured.

When a fault occurs, there are two useful tools available to find the cause: the exception stack frame (see
“Exception Stack Frame” for more information) and the fault status registers (see “Fault Status Registers” for
more information).

2.1 Exception Stack Frame
The Cortex-M processor uses a uniform mechanism for saving program context information on the stack. This
same mechanism is used for all types of exceptions that can occur in the system, including faults and interrupts.
When an exception occurs (including a fault), the following registers are pushed on the stack, shown here in
order of increasing address on the stack:
SP+00 RO
SP+04 R1
SP+08 R2
SP+12 R3
SP+16 R12
SP+20 LR
SP+24 PC
SP+28 xPSR
The register values saved in the exception stack frame provide a snapshot of the processor context at the
time the exception occurred. For a fault handler that is written in C, the compiler saves onto the stack any
additional registers that are used by the fault handling function, so that the entire system context is saved in
a fault handler.
The saved value of the working registers (R0-R3, R12) can be useful, especially if you isolate the problem to
an instruction that uses one of those registers. These values allow you to reconstruct the condition of the
instruction at the time the instruction executed. The Program Counter (PC)) and Link Register (LR) values
are the most useful information that is saved in the exception stack frame.
First, the saved value of the PC often points to the offending instruction. Using the debugger to examine the
instruction at that address along with the register values often provides enough clues that the cause of the
fault becomes apparent. Sometimes it is not that easy though, and the saved PC only points in the vicinity of
the problem, or does not provide any useful information at all (this is rare).
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Second, the saved value of the LR can often be used to provide you with some context about what your
program was doing when the fault occurred. For example, if the code was executing in a certain function when
the fault occurred, the saved LR might point back into the function that called it. By examining the code at the
location pointed to by the saved LR, you might be able to tell more about the calling function.

The saved LR can also be used, in conjunction with the rest of the stack, to unwind a series of function calls,
providing an even better history. However, this process is a lot of trouble to do manually without an automatic
stack backtrace from the debugger and is usually only necessary in tricky debug situations.

Sometimes the exception stack frame is not available. This usually happens when the stack pointer is pointing
to a non-RAM location, which might be due to stack corruption or overflow.

2.2 Fault Status Registers
There are three fault status registers, one for each type of fault:

* Memory Management Fault Status (MFAULTSTAT) register (8-bits at 0OXE000.ED28)
* Bus Fault Status (BFAULTSTAT) register (8-bits at 0xE000.ED29)
+ Usage Fault Status (UFAULTSTAT) register (16-bits at 0OXE000.ED2A)

Each of these fault status registers contains status bits to indicate the cause of the fault. Also, for the memory
management and bus fault types, there is an address register that holds the address that caused the fault.
The three status registers can be read at separate addresses as shown above, but typically are read as a
combined 32-bit word from address 0xE000.ED28.

2.2.1 Memory Management Fault Status (MFAULTSTAT) Register

Bit Name
7 MMARVALID

Description

Valid fault address is stored in the Memory Management Address Register
(MMADR).

6:5 unused

4 MSTKERR Memory access violation occurred while stacking on exception entry.

3 MUNSTKERR Memory access violation occurred while unstacking on exception return.
2 unused

1 DACCVIOL Data access violation.

0 IACCVIOL Instruction access violation.

Bit 7 is set if the Memory Management Fault Address Register (MMADR), located at 0XE000.ED34, contains

the address that caused the memory management fault.

2.2.2 Bus Fault Status (BFAULTSTAT) Register

Bit Name Description

7 BFARVALID Valid fault address is stored in Bus Fault Address Register (FAULTADDR).
6:5 |unused

4 STKERR Bus fault occurred while stacking on exception entry.

3 UNSTKERR Bus fault occurred while unstacking on exception return.

2 IMPRECISERR Stacked PC does not indicate exact address of bus fault.

1 PRECISERR Stacked PC indicates exact address of bus fault.

0 IBUSERR Instruction bus error.

Bit 7 is set if the Bus Fault Address Register (FAULTADDR), located at 0OxE000.ED38, contains the address
that caused the bus fault.
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2.2.3 Usage Fault Status (UFAULTSTAT) Register
Bit Name Description
15:10 |unused
9 DIVBYZERO Traps an instruction that attempted to divide-by-zero. This trap can be enabled or
disabled.
8 UNALIGNED Traps an attempt to make an unaligned memory access. This trap can be enabled
or disabled.
74 unused
3 NOCP Attempted to execute a coprocessor instruction.
2 INVPC Attempted exception return caused illegal load of PC.
1 INVSTATE Invalid processing/instruction state.
0 UNDEFINSTR Attempt to execute an undefined instruction.

3 Diagnosing Faults

Here is a common debugging scenario:

1. Developer discovers the application stops running.

2. Using a debugger, developer discovers that the application ends up in a fault handler.
3. Developer gets stuck not knowing what to do and asks for support.

The goal of this application note is to demystify step 3 and provide the developer with techniques to use to
get the application running again.

The remainder of this section presents different fault scenarios and shows how to use the Stellaris features
(described in the previous section) to determine the cause of the fault.

3.1 Default Interrupt Handler

Technically, this is not a fault. However, this common scenario appears in customer support requests to the
Stellaris applications team. The following screen capture shows a program that is halted in the
I nt Def aul t Handl er () function.

\.g| startup_ccs.c &3 } L.£| timers.c ‘
04 /F
205 f"’f'R'KWT'RH‘WT'ﬂ‘ﬂ‘W'R'KH‘T'R'ﬂ‘WT'RH‘WT'ﬂ‘ﬂ‘WT'XWH'X'XWT'X'XWT'XWTW'XWT'X'XWT
Zz06 static wvoid
207=IncefaulcHandler (void)
205
209 i
z10 /4 Go into an infinite loop.
211 £
2lz1z while (1)
213 i
214 i
215 1}
216
I

Once here, it is safe to assume that an interrupt occurred that does not have a handler function entered in
the vector table. Once it is known that the program has entered the default handler, it is often obvious which
interrupt has triggered and has no handler. In this case, there is no further debugging required. However,
sometimes you want to find out which peripheral caused this interrupt to happen. The quickest way to find
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out is to look at the value of the Program Status Register (xPSR) register. The lower 8 bits contain the

number of the current exception.

Local (17

Mame

0x0000093:2
0xZ00000cs
0xFFFFFFF3
Ox01000023
0x40031000
0x00o0onol
0x00000000

0x00000101

In the above example, the lower 8 bits of the xPSR register show the exception number is 0x23 (or 35 decimal).
Referring to the Interrupts table in the "Exception Model" section of the "Cortex-M Processor" chapter of a
Stellaris data sheet, shows that vector number 35 is Timer OA.

33 17 0x0000.0084 ADCO Sequence 2
34 18 0x0000.0088 Watchdog Timer 0
a5 19 0x0000.008C Timer 0A
36 20 0x0000.0090 Timer 0B
a7 21 0x0000.0094 Timer 1A
38 22 0x0000.0098 Timer 1B

Now look in the vector table (usually in the startup code) at the vector for TimerOA.

11n

IntDefaultHandler,
IntDefaultHandler,
IntDefsultHandler,
IntDefaultHandler,
TimerlIntHandler,

IntDefaultHandler,
IntDefsultHandler,
IntDefaultHandler,
TrnrhefaunltHandler .

H
L
L
i
i
L
i

i
s

===
ADC Sequence 3
Watchdog timer

Timer

u]

Timer 0O

Timer
Timer
Timer
Timer

1
1
Z
2

subtimer
subtimer
subtimer
subtimer
subtimer

W m e m e

subtimer

Inalng Comhmarator N

The above screen capture shows that the vector entry for Timer OA is the | nt Def aul t Handl er () function
which is the default when no handler has been provided. In this case, the correct handler function was not
entered in the table. The screen capture below shows the correct handler function entered in the vector table.

x @ timers.c

IntDefaultHandler,
IntDefaultHandler,
TimerOIntHandler,

IntDefaultHandler,
TimerlIntHandler,

IntDefaultHandler,
IntDefaultHandler,
IntDefaultHandler,

i
£
£
i
£
£
Pt
£

T S
ADC Zequence 3
Watchdog Cimer

Timer
Timer
Timer
Timer
Timer
Timer

u]

u}
1
1
Z
Z

subt imer
subt imer
subt imer
subtimer
subtimer
subtimer

Wl b e e
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3.141

3.2

Another way to determine which interrupt caused the processor to enter the default handler is to examine the
NVIC Active Interrupt registers to see what interrupt is active, as shown below:

Mame | Yalue |
[ MvIc_PENDO 0x 00200000
[ MvIC_PEMDL 000000000
[ mvIc_UnWPEMNDD  0x00200000
[ MYIC_UWPEMD1 | 0x00000000
MYIC_ACTIVED |Ox0O080000 | |
O} MvIC_ACTIVED  0x00000000
3 nvIc_pRID 000000000
[ nvic_prIt 0x00000000
0 rvic_priz 00000000

HHHH!HHHH

In the above screen capture, the debugger provides a view to see the value of this register. If your debugger
does not provide such a view, you can examine these registers using a memory viewer starting at address
0xEO000.E300. In this case, bit 19 of the first Active Interrupt register is set, indicating that interrupt number
19 is active and is likely the cause of the interrupt. If more than one bit is set in this register, then the highest
priority interrupt is the active interrupt.

Refer again to the Interrupt table in the "Exception Model" section of a Stellaris data sheet and look up interrupt
number 19. As before, this shows that the active interrupt is TimerOA.

Summary

1. If your program ends up in the | nt Def aul t Handl er (), it is probably because the handler function was
not entered in the vector table (see startup code source file).

2. Use the debugger to examine the lower 8 bits of the xPSR register while the program is halted in the
I nt Def aul t Handl er () function, and obtain the interrupt vector number.

3. Look up the vector number in the Stellaris data sheet to find out which peripheral caused the interrupt.

4. (optional) Examine the NVIC Active Interrupt registers to determine the highest priority active interrupt
and look that up in the Stellaris data sheet.

Bus Fault Scenario 1

In this common scenario, when using a debugger, the programmer finds that the program has entered the
Hard Fault handler.

RPN e

156 II."II."ﬁﬂ'?f?f?fffffffffffﬁﬂ'w##ﬁ*ﬁﬁﬁﬁﬂ'w##ffffffffffﬁﬂ'#?f?fffﬁﬁﬁﬁﬁ*#w#*ﬁﬁﬁﬁﬁ*w#?fﬁﬂ

187 static wvoid
155-FaultISE (void)
159 |
190 i
191 /4 Enter an infinite loop.
19z i

21105 | while(1)
1594 {
195 }
196 3
197
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In this example, use the debugger to examine the fault status register. Your debugger may provide a viewer
for this register (as shown below), or you can use a memory viewer to examine address OxE000.ED28.

Mame: | Yl |
@| MVIC_5¥S_PRIZ Ox00000000
@| MYIC_5¥S_PRI3 Ox00000000
@| MWIC_5%S_HMD_CTRL Ox00000000
MWIC_FAULT_STAT
@| MWIC_HFAULT_STAT Ox40000000
@| MYIC_DEBG_STAT 0x00000008
@| MWYIC_MM_ADDR Ox4003100C
@| MYIC_FaULT_ADDR Ox4003100C
@| MYIC_MPU_TYPE 0x00000800
@| MYIC_MPU_CTRL Ox00000000
@| MWYIC_MPU_MNUMBER Ox00000000
[, nwte wen Rase M NNNNAnNn

EHHHHHHH!HHH

In this case, the NVIC Fault Status (NVIC_FAULT_STAT) register has a value 0f 0x0000.8200. Refer to any
one of the documents listed in the “References” section, or to “Diagnosing Faults”, to see the meaning of the
bits in this register. The value shown here indicates a bus fault, and the bits that are set are BFARVALI D and
PRECI SERR. This means that the Bus Fault Address Register (FAULTADDR) register contains the exact
value of the address that triggered the bus fault.

Use the debugger to view the value of the FAULTADDR register. If the debugger does not have a viewer for
this register, you can examine the memory at address 0xE000.ED38.

| Yalue |
L} MYIC_FAULT_STAT 0x00003200
L} MYIC_HFAULT_3TAT Oxa0000000
L} MYIC_DEBUG_STAT 0x0000000E
[ WvIC MM _aDDR 040031000

MNYIC_FAULT_ADDR 0x4003100C
L} MYIC_MPU_TYPE Ox00000s00
L} MWYIC_MPU_CTRL Ox00o0oo0o
L} MWYIC_MPU_NUMEER. Ox00o0oo0o
L} MWYIC_MPU_BASE Ox00o0oo0o
L} MYIC_MPU_ATTR Ox00o0oo0o
L} MYIC_MPU_BASEL Ox0oo0oo0o
L} MWYIC_MPU_ATTR1 Ox00o0oo0o

HHHHHHH!HHH

The value in the NVIC Fault Address (NVIC_FAULT_ADDR) register is 0x4003.100C. Refer to the Memory
Map table in the "Memory Model" section of the "Cortex-M Processor" chapter of the Stellaris data sheet,
which shows that the faulting address is in the register space of the Timer 1 peripheral.
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0x4002.D000 0x4002 DFFF QEI
0x4002.E000 0x4002.FFFF Reserved
0x4003.0000 0x4003.0FFF Timer 0
0x4003.1000 0x4003.1FFF Timer 1
0x4003.2000 0x4003.2FFF Timer 2
0x4003.3000 0x4003.3FFF Timer 3
0x4003.4000 0x4003.7FFF Reserved
0x4003.8000 0x4003.8FFF ADCO

This means that some part of the program was trying to access Timer 1 and caused a bus fault.

Note:

This is a common support scenario for the Stellaris applications team. When there is a bus fault and

the faulting address is in the register space of a peripheral, it is almost always because the programmer
did not enable the peripheral before trying to use it.

Consider the following code snippet. The programmer enabled Timer 0, but forgot to add an additional line
of code to enable Timer 1.

b

140
141
142
143
144
145
148
147
143
143
150

The following

Fod

140
141
14=
143
144
145
146
147
145
142
150
151

@ starkup_ccs.c

A
/¢ Enable the peripherals used by this example.

i
SysCtlPeripheralEnable (3YSCTL _PERIPH TIMERO) ;

A

/¢ Enable processor interrupts.

i
IntMasterEnable (]

shows the correct code. This eliminates the fault.

@ skartup_ccs.c

A

f¢ Enable the peripheralzs used by thiz example.
A

SJysCtlPeripheralEnable (3¥Y3CTL PERIFH TIMEERO) ;
SCTL PERIPH TIMER1) ;

SysCtlPeripheralEnakble (3

£

S Enable processor interrupts.

A
IntMasterEnable () :

At this point, the cause of this fault has been found and corrected and no further debugging is required.
However, another path could be taken to find the problem, and that is to start with the exception stack frame.
Use the debugger to find the value of the stack pointer.

Diagnosing Software Faults in Stellaris® Microcontrollers
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Mame | Yalue |
Ox200000C8
0xFFFFFFF3
OxZ00000C5
Ox000o0oo0
Ox000o0oo0

Qx00000000

If your fault handler function has any code besides a simple infinity loop, then it may use some stack space.
You must adjust the value of the stack pointer by this amount in order to find the start of the exception stack
frame. For StellarisWare® examples, the fault handler function is simple and the stack pointer points directly
to the exception stack frame.

Use the debugger to view memory at this location.
| 0xz00000Ca =l|ram =

FE- - 0 R T

|Hex 32 Bit - TI Style

Ox200000C3 40031000 00000022 00000022 0ooooooo
Ox200000D3 0000003E 00000545 [aieieiaialey:ied 01000000
OxZ200000ES FFFFFFF1 24420001 OYSE3ADO OOOOOCEY
Ox200000F3 FFFFFFF1 00000C37

In the screen capture above, the first two rows show the exception stack frame. The first row shows the saved
values of registers R0-R3. The second row begins with the saved value of R12, followed by LR, PC, and then
xPSR register. To start with, the most interesting value is the PC, which is 0x0000.0CBC. There is a high
probability that this points either directly at, or near the instruction that caused the fault.

Use the debugger to disassemble at this address. It helps to start disassembling a few instructions earlier to
provide some context for the disassembled code.

| 0xcb JI@ =2 BHlso
TurerCunflg'ure, TimerConfigure: J

0x00000CEC: 6GSC3 53, [RO, #0xC]
0x00000CEE: 4405 LDR Rz, sCsCONG
Ox00000Ccco: 4014 AND B2, R3
Ox00000CCE: GOCE 3TR Ri, [RO, #0xC]
Ox00000Ccca: OEQ0&L L3R Rz, R1, #0xl&
0x00000CCE: 6002 5TR RZ, [RO] J
Ox00000CCE: BzZCa IT<TE Rz, Rl
M ANNANr TR ANAaZ TR Y RN #nvAl

The instruction at 0x0000.0CBC is most likely the one that caused the fault. It is an LDR instruction, and is
reading from the address in RO, plus an offset of OxC. Refer back to the previous screen capture to see that
the saved value of RO was 0x4003.1000, and adding 0xC gives 0x4003.100C. The processor was trying to
read from 0x4003.100C and this is likely what caused the fault. You can see that this is the same conclusion

ANO01286-May 2012 Diagnosing Software Faults in Stellaris® Microcontrollers 9
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3.21

that was found earlier in this section by examining the fault status register and the FAULTADDR register. So
we have used a second method to find the same cause for the fault.

Because the cause of this fault has been found by two different methods, no further debugging is necessary.
Even though this problem has been debugged, for the purpose of demonstration we can also used the saved
value of LR to find a little more information. From a previous screen capture, the saved LR value was
0x0000.05A9. Again, use the debugger to disassemble code at this address.

e ANl === Disassembly (main 4 0x3e) |
[ox520 Hieslz=BHls0Y

155 TimerConfigure (TIMERO EASE, TIMER_CFG_3Z _EBEIT PER): ﬂ
000000542 4520 Mov RO, R4
Ox00000544: OOOFESA B TimerConficgure
156 TimerConficure (TIMER1 _EBASE, TIMER_CFG 32 EIT PER);
Ox00000548: FIFFFLAZ BL dysCtlClockGet
000000540 Z1FF Mov Rl, #0«LFF
000000 54F : 4502 Mov RZ, RO
Ox000005ED: 4528 Mov RO, RE

There are several things to note about this disassembled code. First, the LR was 0x5A9. The lower bit of the
address is set and the address is odd. This is the way the ARM-based processor indicates it is running in
Thumb mode. So the real address of the instruction is 0x5A8. The LR points to the address that executes on
return, which means that the instruction that made the function call is the instruction before the LR address.
In the screen capture above, this instruction is a call to the Ti ner Conf i gur e() function, from the mai n()
function indicating the location in the nai n() function that made a call to the Ti ner Confi gur e() function,
causing the bus fault.

So even though it was not necessary for this example to debug this far, these methods demonstrate a way
to obtain more information about what your program is doing when a fault occurs and helps you to trace back
to the source of the problem. The saved LR may not always provide a useful backtrace, but it can often be
used this way to go back a level in the program.

Summary

If your program ends up in the hard fault handler, Faul t | SR() , there are two methods to use to find the
cause (and sometimes both are needed).

Method 1
1. Use the debugger to examine the NVIC_FAULT_STAT register to find the type of fault and the status
bits that indicate the specific cause.

2. |If there is a valid fault address register (FAULTADDR or MMADR), then read that to find the faulting
address.

3. Study the memory map in the Stellaris data sheet to find a clue about the cause of the fault. Often the
address is in the register space of a peripheral.

4. Use this information to go back to the source code and try to identify the section of code that is causing
the problem.

Method 2
1. Use the debugger to find the value of the stack pointer.
2. Adjust the value of the stack pointer if your fault handler uses the stack, otherwise, use the value as it is.

3. Use the debugger to examine eight words of the exception stack frame that are pointed to by the value
of the stack pointer (SP).

10
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4. Find the saved value of the PC and disassemble code at that address to try to find an instruction that may
have caused the fault. Use the values of the saved registers to reconstruct the instruction parameters.

5. If further context is required, disassemble code pointed at by the saved value of the . Often this reveals
the previous function in the call stack and helps to identify the cause of the fault.

3.3 Bus Fault Scenario 2

In this scenario, like “Bus Fault Scenario 17, the programmer finds that the program is entering the hard fault
handler, Faul t | SR() .

As before, use the debugger to examine the NVIC_FAULT_STAT register.

Local (1) | wetch [T TR R

Mame | Yalue |
[}, WvIC_Svs_PRIZ 0x00000000
[} MvIC_SYS_HMD_CTRL  0x00000000

B rvic FALLT STAT Ox00000400
[ MYIC_HFAULT STAT  0x40000000

[} MVIC_DEBUG_STAT 0x0000000E

= [ mvIc_mMm_aDDR OxE000OEDFS
[ NYIC_FAULT_ADDR. 0xE0OOEDFS
[ MvIC_MPU_TYPE 0x00000600
[, MvIC_MPU_CTRL 0x00000000
I+l t_'.l RIVMTT BADIET BRI IBMRFD Mw=Nrnannnn

This time, the value in the NVIC_FAULT_STAT register is 0x0000.0400. The | MPRECI SERR bit is set, which
means that a bus fault occurred, but that the exact faulting address is not known.

In order to try to debug this, we will use the exception stack frame. Find the value of the stack pointer. This
value may need to be adjusted if your fault handler uses the stack. For StellarisWWare examples, the stack
pointer in the fault handler does point to the exception stack frame. In this example, the stack pointer is
0x2000.00C8, so use the debugger to view memory at this location.

m Disassembly (FaultISR) |
| 0x200000CE |ram =l

$E - - IR 2§

[Hex 32 Bit - TI Style

Oxz200000C8 40031000 000000FF 00300900 007A1200
Ox200000D& 0000003 E 00000405 [ielelejsgasey 41000000
OxZ200000E8 FFFFFFF1 44420001 40030000 00000CC3
OxzZ00000F8 FFFFFFF1 00O000C43

The first two rows in the screen capture above show the exception stack frame. The first row shows the saved
values of registers R0-R3. The second row shows the saved value of R12, LR, PC, and xPSR.

Use the debugger to disassemble code at the location of the saved PC, 0x4D4.

ANO01286-May 2012 Diagnosing Software Faults in Stellaris® Microcontrollers 11
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AN === Disassembly (main + 0 x = =
[o:09 S| ] ek

149 TimerLoad3et (TIMER1_BASE, TIMEE_ A4, SysCtlI:ch;I
Q= 00000400: FOOOFCZ6 EBL TimerLoadiet
154 IntMasterEnahle () :
Ox00000404: FOOOFCSD BL IntMasterEnahle
159 TimerConfigure (TIMERO_BASE, TIMER_CFG_32_BIT.
Q00000405 : anzz LDE B5, sCsCOMNS
Q00000404 : 2122 Mov Bl, #0xZZ
Qx000004nc: 4825 Mov RO, RS
0x000004DE: FOOOFEFS BL TimerConfimqure
lad TimerConfigure (TIMER] BAZE, TIMER_CFG_32_BIT.
Qx000004EZ : 2122 Mov El, #0xEZ
Q=000004E4: 4520 Mov RO, R4 o

The instruction that is pointed to by the saved PC is a function call to | nt Mast er Enabl e() . However,
because this is an imprecise bus fault, we know that this is not actually the instruction that caused the fault,
it must be something that happened earlier in the execution. Observe that the previous instruction is another
function call to the Ti mer LoadSet () function. This call is most likely where the fault occurred.

Use the debugger to disassemble the Ti nmer LoadSet () function and take a look near the end of this function.
While the imprecise bus fault does not show the exact location of the fault, the value of the saved PC should
be within a few instructions. Therefore, the fault must have occurred near the end of the Ti ner LoadSet ()
function.

GEINTRN SN == Disassembly (TimerLoad3et) X = O
[ TimerLoadset R e ze Blers T
TimerLoadSet, TimerLoadSet: |
O=00000D20: FO11O0FFF T3T.W Rl, #255
Q=00000D24: Looo EBEQ gCELE1
0x00000DZ6: G262 STE. RZ, [RO, #0xZ&]
SCSL21:
Q=00000DE5: F4114F7F T3T.W Fl, #63Z80
0=00000D2C: Looo BEQ gCELEZ
(000000 2E: STER. Bz, [RO, #0xZC]
5C5L22:
Q=00000D30: 4770 BX Eld

The screen capture above shows the entire disassembly of the Ti mer LoadSet () function. Notice that the
last instruction before the return is a storeimprecise (STR) instruction. Whenever there is an imprecise bus
fault, it is a good idea to look for the most recent store instruction that was executed prior to the occurrence
of the fault. In this example, this store instruction was writing to the location pointed to by RO, with an offset
of 0x2C. By looking at the previous two disassembly screens, we can see that no code has modified RO since
this store instruction was executed and RO still holds the same value it had at that time. Get the value of RO
either by viewing the current processor registers or looking at the stored value in the exception stack frame
(screen capture above), which in this case is 0x4003.1000. As in the “Bus Fault Scenario 1”, consult the
Stellaris data sheet to see that this address is in the register space of the Timer 1 peripheral.

Now that we suspect that the fault was caused by a write to a Timer 1 register, go back to look at the source
code to try to find a call to the Ti mer LoadSet () function.
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3.31

3.4

m || startup_ccs.c

140

141 A

142 /¢ Enable the peripherals used by this example.
143 A

144 SysCtlPeripheralEnable (3¥Y3CTL PERIPH TIMERO] :
145

146 i

147 /4 Load Timer 1

145 A

145 TimerLoaddet (TIMER1 EASE, TIMER A, SysCtlClockGeri) / 29
150

Here is a call to the Ti ner LoadSet () function. Looking back in the program, we see that there was no
function call or other code to enable the Timer 1 peripheral, which is why the bus fault occurred.

This bus fault scenario is similar to the previous one, except that in this case there was an imprecise bus fault
and the exact faulting address was not known. When this happens, it requires a little more work to find the
cause of the fault than a precise error.

If the bus fault is due to a read instruction, it produces a precise error bus fault because the processor must
wait for the read cycle to complete before it can continue. The invalid access occurs as the instruction executes
and the exact location is known. When the fault is due to a write instruction, it is usually an imprecise error.
This is because the processor initiates the write cycle, but can then continue to execute additional instructions
before the actual invalid bus access (write) occurs. Therefore, the exact location is not known.

Summary

1. If a bus fault is an imprecise error, find the value of the saved PC from the exception stack frame.

2. Disassemble the program at the location of the saved PC. It is a good idea to start disassembling a few
instructions prior to the saved PC.

3. Look back in the execution stream a few cycles, and look for an STR instruction. The most recent STR
instruction that executed prior to the imprecise bus fault is most likely the cause of the fault.

Usage Fault Scenario (plus Memory Management Fault)

As with the other scenarios, this scenario starts with the programmer finding that the program has entered
the fault handler. Use the debugger to examine the NVIC_FAULT_STAT register.

WE= | Malue |
[ nvIc_svs PRIz Ox00000000
[ mvIc_svs_PRI3  Ox00000000
[ WVIC_S¥S_HMD ¢ 000000000
MYIC_FALLT_STA Q00021000
[ NYIC_HFAULT ST, 0x 40000000
[ WvIC_DEBUG_STA Ox00000009
[} nvIC_pam_ADDR  OXEOQODOEDFS
[ WVIC_FAULT ADD OxE0QOOEDFS
[ WvIC_MPU_TYPE 000000500

FEHEBE llli F &

The NVIC_FAULT_STAT register has a value of 0x0002.1000, which indicates both a usage fault and a bus
fault. The usage fault status bit | NVSTATE is set, which means that the processor encountered a state error
when it tried to execute an instruction.

The next step is to look at the stack pointer.

ANO01286-May 2012 Diagnosing Software Faults in Stellaris® Microcontrollers 13
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3.41

3.5

Mame | Yalue |
0x1FFFFFFd

0xFFFFFFFQ
GxFFFFFFA | |
OxF5850004

OxF5550004

In this case, the value of the stack pointer is Ox1FFF.FFF4, which is not a valid memory location. The reason
this memory location is not valid is because the stack was too small and overflowed. Because the stack
overflowed, it is likely that an invalid address was used on return from a function call, and the processor PC
was set incorrectly causing the invalid state.

The other fault status bit that is set is the STKERR bus fault, which means that the processor encountered
an error when it tried to store the exception stack frame when the first fault occurred.

In this example, the stack was located at the beginning of memory and when it overflowed, it went outside
the bounds of SRAM, making it is easy to spot the problem. However, depending on the tool chain used and
other factors, the stack may not be located at the beginning of memory. If it is not at the beginning of memory
and it overflows then it may overwrite some data, and code that changes that data could also corrupt the
stack. This problem is more subtle but can be the source of usage faults because the processor may return
from a function to an invalid address for the PC.

Summary

1. If a usage fault occurs, examine the NVIC_FAULT_STAT register to find the type of usage fault.
2. Examine the stack pointer to find the exception stack frame.

3. If the stack overflows or is corrupted, the exception stack frame may not be available.

4,

For INVPC (invalid PC), INVSTATE (invalid state), or UNDEFINSTR (undefined instruction) usage, the
most probable cause is stack overflow or stack corruption.

Memory Management Fault Scenario

This scenario makes use of the StellarisWare mpu_fault example, which uses the MPU. The MPU can be
used to set up protected memory regions, and when the processor executes code that violates a protected
memory region, a memory management fault occurs. Here is a screen capture showing the NVIC_FAULT_STAT
register after the program enters the fault handler.

Mame | Walue |
[, rvIC_svs_PRI3 000000000
[ rvIC_SvS_HWD _CTRL  0x00010001
8] rvic FaoLt sTaT
G| MYIC_HFAULT_STAT 000000000
G| MYIC_DEBILG_STAT 000000004
3 mvIC_Mm_ADDR 0%00000100
[, MvIC_FAULT ADDR O0x00000100
[ rvIc_mMPU_TVPE 000000800

The value in the NVIC_FAULT_STAT register is 0x0000.0082, which means that the MVARVALI D and
DACCVI OL memory management status bits are set. These bits indicate that a data access violation occurred
and the faulting address can be found in the Memory Management Fault Address Register (MMADR). The
screen capture above also shows a value in the MMADR of 0x0000.0100, which is in Flash memory.

14
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Typical Faults and How to Avoid Them

The next step is to examine the exception stack frame. The stack in this case is pointing at 0x2000.00A8.
Here is a screen capture showing the exception stack frame.

Disassembly (MPLIFaultHandler) m

| 020000045

llram =

Eﬁgvﬂlvw_

|Hex 32 Bit - I Style

OxZ0000045
OxzZ00000ES
Oxz00000Cs
OxZ00000D5
OxZ00000ES
OxzZ00000F5

12345675 00000100 00000007 20000114
00000015 00000EDF (uielelalegR=tn] & 1000000
oo0000ad agaodooos FFFFFFFD 4420001
000010F0 000o10D0 20000100 OCgA9920
S6411200 20414103 22760C25 00000E:Z"Y
FFFFFFFD 00O0O0CD77

As before, the most interesting value at this point is the saved PC, which is 0x190. Disassemble the code at

0x190.
x93 X Memu:urv(l]l| =

|oizs He @l o|E|ls T
Ox00000LEE: G026 5TR RG, [R4] -]
0=00000184: 457E LDE RO, §CECONL13
Ox000o001sc: F44F7180 MOV.W Rl, #2556
0=00000190: a00s5 !
0x0000019:z: 4645 Hov RS, RS
O=x00000194: 6521 LDE Rl, [R4]
Ox00000196: AOEE ADD RO, PC, #0x16C %
Ox0000019s5: So0o 3TR RO, [5F]
Ox00000194: 2901 CHF Rl, #0xl

This disassembly screen capture shows that the processor was trying to execute a store (STR) instruction.
It was writing the value of R1 to the location of RO. The exception stack frame shows the value of RO was

0x0000.0100, which is the same as the value in the MMADR. The processor was trying to write a value to
Flash memory which has been protected by the MPU.

3.5.1 Summary

1. For a memory management fault, examine the fault status register.

2. If the DACCVI OL (data access violation) or | ACCVI OL (instruction access violation) bit is set, the fault is

due to the program violation of an MPU region access restriction.

If the MVARVALI D bit is set, then read the MMADR to determine the faulting address.

Examine the stack pointer to determine the location of the exception stack frame.

Examine the exception stack frame to find the value of the saved PC.

Disassemble the program at the location of the saved PC to find the instruction that caused the fault.

o0k ®

4 Typical Faults and How to Avoid Them

This section covers the most common causes of faults as determined by support requests to the Stellaris
applications team.

AN01286-May 2012
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4.1

4.2

4.3

Bus Fault Due to Disabled Peripheral

This type of fault is most commonly seen in customer help requests regarding faults. Any attempt to access
a disabled peripheral, including DriverLib APls, results in a bus fault.

To avoid this fault, be sure to call the SysCt | Per i pher al Enabl e() function for all peripherals used by
your application.

Various Faults Caused by Stack Overflow

Stack problems are another common reason for support requests. Stack problems can be manifested in
obscure ways including multiple faults and problems that do not appear at the time of the original stack error,
but instead appear much later during program execution. These problems can be tricky to debug.

If your application is encountering a fault or multiple faults and the cause is not obvious, take a look at the
stack allocation. Often it is helpful just to examine the value of the stack pointer when the fault occurs and
compare it to the valid range for the stack pointer (from the map file). If the stack pointer is near the base
address of the stack, then that is evidence that your stack might be too small. Try increasing the stack size
by 50% or 100% to see if the problem disappears.

A function that is using a stack that has overflowed its bounds overwrites memory outside the space allocated
for the stack. Often, this is storage for program variables. If this happens, the values of those variables become
corrupted and the program will not run correctly. This may not create a fault until later.

Another issue that can occur when a function is running with an overflowed stack is that the function itself
may use a variable that is in the space that has been overwritten by the stack. The function may write a value
to that variable, destroying the value that was saved on the stack, and then either saved registers, or even
the PC, might have the wrong value when the function returns. This error can cause strange behavior including
returning to a wrong address.

Stack Corruption Due to Buffer Overflow

Sometimes a function uses an array that is allocated on the stack, and then in the function body, the array is
written beyond its bounds. This error can have the effect of overwriting other automatic variables used in the
function as well as overwriting saved registers and the return address. One example is a function that looks
like this:

voi d nyfunc(void)

{
char nystring[8];

usprintf(nystring, "nmy formatted output %\ n", sonevar);

}

In the above example, eight bytes were allocated on the stack for the character array. Later the uspri nt f
function was used to store text characters in the array without considering the array bounds. The format string
and the numerical value are written beyond the end of the space allocated for mystring, which overwrites any
other stack variables, saved registers and return address, and possibly the stack context of the function that
called this function.

A similar thing can happen if a numerical array is allocated on the stack and is then written from a for-loop.
Perhaps the index limits of the for-loop match the array size when the programmer first created the function,
but then later the for-loop index limit is increased without also increasing the size of the allocated array.

Here is another problem that happens more often than you think.

16
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4.4

voi d myfunc(void)

{
int nyarray[1024];

}

In this case, the programmer allocated a huge array on the stack. Unless the stack was adjusted for an
unusually large program, this will likely cause a stack overflow the first time this function is entered.

Note: Be careful with arrays allocated on the stack and with array bounds in general.

Bad PC Address

There are a couple of common pitfalls that can cause a bad PC address. Both usually occur when using a
function pointer to call another function.

In the first example, the function pointer is called before it has been initialized:

voi d nyfunc(voi d)

{
void (*mypfn)(void);

mypfn();
\

The compiler generates code to call the function through the function pointer, and if this pointer does not point
to a function, the PC can end up anywhere. This error can cause any of the following:

* The processor jumps to valid code somewhere in the program and continues executing. The bug does
not show up until later.

» The processor jumps to some location in memory that does not contain a valid instruction and a usage
fault (probably) occurs.

» The processor jumps to a location outside the valid memory window and a bus fault and/or usage faults
occur.

Another problem can happen when using a hard-coded address for the function pointer:

nmypfn = 0x100; // hard-coded address of junp destination

mypfn()

This error causes an INVSTATE usage fault, which occurs because even though instructions are 16-bit aligned
(always even address), the ARM-based processor core uses the lower bit of the destination address to
determine the instruction mode: ARM or Thumb. The Cortex-M processor always executes in Thumb mode
so the target address always has the lower bit set. If you disassemble code produced by the compiler, notice
that the address it uses for functions is always odd. Also, if you look back in this application note at some of
the screen captures showing the exception stack frame, note that the saved value of the LR is also always
odd.
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5 General Fault Debug Flow

Listed below are the general steps to follow to debug a fault. These are the steps used in the examples earlier

in this application note. Often you can collect enough clues to allow you to solve the problem before it becomes

necessary to follow all the steps.

1. Examine the NVIC_FAULT_STAT register at 0XE000.ED28 to determine the type of fault.

2. If either the MMARVALI D or BFARVALI D bits are set, read the corresponding Fault Address Register
(MMADR or FAULTADDR) to get the faulting address.

3. Find the value of the stack pointer in the fault handler.

4. If needed, adjust the stack pointer to find the address of the exception stack frame. This step is necessary
if your fault handler function allocates storage on the stack. For the StellarisWare examples, no adjustment
is needed.

5. Get the value of the saved PC from the exception stack frame.

6. Disassemble the code at the location of the saved PC to find the instruction that caused the fault.
Sometimes the saved PC does not point to the exact instruction that caused the fault, but only in the
general location.

7. Foranimprecise bus fault, look for the most recent store instruction that executed prior to the occurrence
of the fault.

8. Use the saved values of the other working registers, as needed, to reconstruct the instruction operands.

9. Use the saved value of the LR to find the prior function in the call stack. Sometimes the saved LR value
cannot be used this way.

6 Conclusion

The Stellaris Cortex-M processor provides a powerful fault handling system and several features to help you

find the cause of a fault. After debugging a few faults, you will be more comfortable handling and troubleshooting

faults as they happen, and will be able to find the cause in a few minutes.
7 References

This application note provides information about Stellaris Cortex-M registers and other features related to

fault handling. This information is presented at a summary level and does not serve as a reference for these

features. For detailed information about Stellaris fault handling, see the following related documents which
are available on the Stellaris web site at www.ti.com/stellaris:

» Stellaris Microcontroller Data Sheet

» Stellaris® Errata

*+ ARM® Cortex™-M Errata

*  Cortex™-M3/M4 Instruction Set Technical User's Manual

» The Definitive Guide to the ARM® Cortex-M3 by Joseph Yiu
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