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ABSTRACT

Over-the-air (OTA) updates or wireless firmware updates of the MSP430FR57xx family of devices enable
service updates to be performed in the field using the ultra-low power capabilities of the MSP430™
microcontroller family and FRAM technology. The SimpliciTI™ protocol stack is used to implement sub-
1GHz communication between the MSP-EXP430FR5739 Experimenter Board and a CC1111 USB RF
access point. A simple graphical user interface (GUI) enables simple firmware selection and visual
feedback on the progress of the wireless firmware update. This application report described use of the
wireless update demonstration, design information of the wireless update process, and steps to begin
custom development.

Application collateral and the software referenced in this document can be downloaded from
http://software-dl.ti.com/msp430/msp430 public_sw/mcu/msp430/FR57390TA/latest/index FDS.html.
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1 Introduction

The purpose of this document is to provide instructions on how to both use and continue development of a
Wireless Update project on the MSP-EXP430FR5739 board (see Figure 1). FRAM technology on the
MSP430FR57xx device family produces significantly reduced write times and power consumption when
compared with flash-based memory. Utilizing the low-power characteristics of both the FRAM series of
MSP430 devices and the CC1101 sub-1GHz transceiver, the application that is described in this
document enables a wireless firmware update process that consumes ultra-low power and enables longer
lifetime for embedded systems.

Figure 1. Wireless Update System

This document includes sections for the following functional topics:

» Use of the wireless update demonstration

» Description of the wireless update process and associated software projects

» Instructions to begin custom firmware development based on the wireless update firmware
» Benchmarks for the wireless update process

1.1 MSP430™ Bootstrap Loader (BSL)

The MSP430 BSL is a program built into an MSP430 device that enables communication with embedded
memory in the MSP430 microcontroller during prototyping, final production, and while in service. Both the
programmable memory, typically flash, and the data memory, RAM, can be modified by the BSL. Some
devices shipped from Tl contain a BSL residing either in ROM or flash depending on the device family.

In the case of the MSP430FR5739, the BSL resides in ROM memory and cannot be customized for
different interfaces or protocols such as the SimpliciTl network protocol. Instead, the Wireless Update acts
as an application which implements the communication with memory much like a BSL while residing in the
programmable FRAM of the MSP430FR5739.
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1.2

1.3

Further information regarding the BSL may be found in the following documents:
»  MSP430 Programming Via the Bootstrap Loader (BSL) (SLAU319)
* Creating a Custom Flash-Based Bootstrap Loader (BSL) (SLAA450)

SimpliciTI™ Network Protocol

The SimpliciTl protocol is a simple low-power RF network protocol aimed at small RF networks. Such
networks typically contain battery operated devices which require long battery life, low data rate and low
duty cycle and have a limited number of nodes talking directly to each other or through an access point or
range extenders. Access points and range extenders are not required but provide extra functionality such
as storing and forwarding messages. With the SimpliciTIl protocol, the MCU resource requirements are
minimal, which results in reduced system cost.

The SimpliciTl protocol is designed for easy implementation and deployment out-of-the-box on several Ti
RF platforms such as the MSP430 family of low-power MCUs and the CC1xxx, CC25xx, and CC430
transceivers and SoCs. The sample applications run out-of-the-box on several hardware platforms
including the CC1101EM that is used with this wireless update.

Further information regarding the SimpliciTl network protocol may be found at SimpliciT| Compliant
Protocol Stack (http://www.ti.com/tool/simpliciti).

Wireless Update

The wireless update procedure allows the user to perform a firmware update of the MSP-EXP430FR5739
Experimenter Board (FRAM board) wirelessly using a CC1101 sub-1GHz RF transceiver. Use of an IDE,
USB cable, and the eZ-FET Emulator are not required for the wireless update process to function.

The Core BSL (CBSL) which performs the essential functions for the wireless update process should be
looked at as an application rather than a universal BSL. The CBSL is always invoked during a reset of the
device and as a result the main application must be created in a specific way to allow proper CBSL
functionality. In addition, the CBSL must be modified to comply with local RF regulatory restrictions.

The Wireless BSL (WBSL), which enables the LED routines on the FRAM board, allows for custom
functions to be loaded into RAM temporarily during the wireless update procedure. WBSL functions make
calls to the CBSL to perform memory write operations. Further functionality, such as LED routines, may be
added to the WBSL to meet specific project needs.
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2 Getting Started

2.1 Hardware Requirements

The MSP-EXP430FR5739 Experimenter Board (see Figure 2) is a development platform for the
MSP430FR57xx devices. It supports this new generation of MSP430 microcontroller devices with
integrated Ferroelectric Random Access Memory (FRAM). The board is compatible with many TI low-
power RF wireless evaluation modules such as the CC1101EM. The MSP430FR5739 is an ultra-low-
power MSP430 MCU that features 16KB embedded FRAM.

Figure 2. MSP-EXP430FR5739 Experimenter Board

The CC1101 is a low-cost sub-1GHz transceiver designed for very low-power wireless applications. The
circuit is mainly intended for the ISM (Industrial, Scientific and Medical) and SRD (Short Range Device)
frequency bands at 315, 433, 868, and 915 MHz, but can easily be programmed for operation at other
frequencies in the 300- to 348-MHz, 387- to 464-MHz, and 779- to 928-MHz bands. The CC1101EMK
(see Figure 3) includes two CC1101EM 868/915 MHz modules and antennas and can be used with the
MSP430FR57xx Experimenter Board for software development, prototyping and testing using the MSP430
device.

Figure 3. CC1101EMK®868-915
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The CC1111Fx is a true low-power sub-1GHz system-on-chip (SoC) designed for low power wireless
applications (see Figure 4). The CC1111Fx combines the excellent performance of the state-of-the-art RF
transceiver CC1101 with an industry-standard enhanced 8051 MCU, up to 32 KB of in-system
programmable flash memory, up to 4 KB of RAM, and many other powerful features. Full-speed USB 2.0
interface allows for quickly interfacing to a PC using the USB interface, and the high data rate (12 Mbps)
of the USB interface avoids the bottlenecks of RS-232 or low-speed USB interfaces.

Figure 4. CC1111F32 USB RF Access Point

NOTE: The CC1111 USB RF access point and CC1101EMK must both be operating at a frequency
of 915 MHz due to the RF parameters utilized by the Wireless Update. Use of other
frequency components does not allow the Wireless Update to function properly.

2.2 How to Use the Wireless Update

221 Install Demo Application, Drivers, and Firmware

The Wireless Update software only supports Windows PCs.

1. Follow all installation instructions for the eZ2430-Chronos PC software found in the eZ2430-Chronos
Development Tool User's Guide (SLAU292).

2. Download and install the fr5739ota setup package on the PC. It contains the following file structure to a
single directory on the PC:

(a) bin
() EXP430FR5739 OTA_CC_0_5.exe — Wireless Updater Program
(i) EXP430FR5739_OTA_BSL.ini — Specifies WBSL TI-TXT file for the Wireless Updater Program
(iii) e2430_Chronos_CC.dll — Enables communication with CC1111 Access Point
(iv) MSP-EXP430FR5739_OTA_WBSL_0_01.txt — WBSL TI-TXT file
(v) Single_Blink_Demo.txt — Primary Demonstration application for the Wireless Update
(vi) Double_Blink_Demo.txt — Alternate demonstration application for the Wireless Update
(b) src

(i) Blink_Demo — Source code for generating demonstration application output files for the
Wireless Update

(i) CCS — Code Composer Studio v5.1 specific project files
(iif) GUI Sources — Source code and associated files for the Wireless Updater Program
(iv) IAR — IAR Embedded Workbench for MSP430 5.30 specific project files

(v) MSP430FR5739_ OTA BSL - Source code for generating WBSL and CBSL output files for the
Wireless Update
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222 Running the Wireless Update

NOTE: Instructions for running the Wireless Update assume completion of the installation
instructions and firmware which contains the CBSL already executing on the FRAM board.
Instructions for downloading a demonstration application containing the CBSL are given in
Section 3.3.

1. Connect the USB RF access point to the PC (see Figure 5). Drivers for the access point should have
been installed during installation of the eZ-430 Chronos PC software.

Figure 5. CC1111 USB RF Access Point Connected to USB Port

2. Run the MSP-EXP430FR5739 Control Center program from the installed EXE package bin directory
on the PC.

Texas Instruments MSP-EXP430FR5739 Control Center 0.4 (=3

Wireless Update | About | Help

Only use this update function with FRAM board firmware that allows you to
invoke the Wireless Update on the board again. Otherwise, the WBSL must
be entered by resetting the device while holding down the 51 button.
Select the firmware file that you want to download to the FRAM board:

Browse...

Update FRAM Board

Progress

Important: If the wireless update fails during the firmware download to FRAM
memory, the board LEDs will all be off and the device will be in sleep mode. To
restart the update, press the 51 button after pressing the "Update FRAM Board" button.

Status: Access Point is off.

Figure 6. MSP-EXP430FR5739 Control Center Launch Screen
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3. Select an MSP430 firmware Image (.txt file) by clicking Browse (see Figure 7). Example firmware
images for demonstration purposes are located in the installed EXE package bin directory on the PC.

Texas Instruments MSP-EXP430FR5739 Control Center 0.4 A =3

r

Select File

Look in: |E}bin v| Qe E-

T 5] Double_Blink_Dema, txt
@ 5] MSP-EXP430FR5739_CTA_WBSL_0_01,txt

My Recent & Single_Blink_Demo. bt
Documents

‘g File name: | Single_Blink_Cemo b b | I Cpen l

Wy Netwark Files of type:

WMSP£30 Fimwars [ 04) v [ cees |

Figure 7. MSP-EXP430FR5739 Control Center File Selection

NOTE: The file to be downloaded to the watch must be in TI-TXT format to properly function with
this update procedure. Firmware must reside within the available main application area of
FRAM; otherwise, the update procedure fails due to boundary checks on the FRAM board
during WBSL execution.

4. Activate the update mechanism on the PC by clicking Update FRAM Board. When the PC is ready, the
Status line displays "Access point started. Now start WBSL mode on board." (see Figure 8).
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Texas Instruments MSP-EXP430FR5739 Control Center 0.4

Wireless Update | About | Help

Only use this update function with FRAM board firmware that allows you to
invoke the Wireless Update on the board again. Otherwise, the WBSL must
be entered by resetting the device while holding down the 51 button.
Select the firmware file that you want to download to the FRAM board:

C:/Documents and Settings/a02730 16/My Documents Project Files/fr573%otaupdate fsro/ Browse. ..

Progress

Important: If the wireless update fails during the firmware download to FRAM
memory, the board LEDs will all be off and the device will be in sleep mode. To
restart the update, press the 51 button after pressing the "Update FRAM Board" button.

Status: Access point started. Now start WBSL mode on board.

Figure 8. MSP-EXP430FR5739 Control Center Start of Update

5. Reset the FRAM board by pressing and releasing the RST button while holding down the S1 button
(see Figure 9). This invokes the CBSL on the FRAM board.

Figure 9. Hardware Initialization Sequence for Wireless Update

6. After a short time, the wireless update is started.

At the beginning of the update, all board LEDs are off. During this time, the WBSL is downloaded from
the PC to the RAM of the MSP430FR5739 (see Figure 10). This program contains all LED routines.
Once this transfer completes, the code is executed from RAM. All LEDs are turned on in succession
and then off in succession to indicate the start of execution from RAM. At this point, the download of
the user-selected firmware is started. The first four LEDs indicate progress of firmware download, with
all four LEDs being on when download is 100% complete. The fifth, sixth, and seventh LEDs indicate
RF activity, device connectivity, and packet error, respectively (see Figure 11).

NOTE: If the update fails during the download of actual firmware, it can be activated again by
pressing the S1 button on the FRAM board after the wireless update is made active in the

Control Center by clicking on Update FRAM Board.
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Texas Instruments MSP-EXP430FR5739 Control Center 0.4

Wireless Update | About | Help

Only use this update function with FRAM board firmware that allows you to
invoke the Wireless Update on the board again. Otherwise, the WBSL must
be entered by resetting the device while holding down the 51 button.

Select the firmware file that you want to download to the FRAM board:

|C:,rD0cuments and Settings /202730 16/My Documents Project Files/fr573%otaupdate fsrc/ |

Progress | | |

Important: If the wireless update fails during the firmware download to FRAM
memory, the board LEDs will all be off and the device will be in sleep mode. To
restart the update, press the 51 button after pressing the "Update FRAM Board" button.

Status: Downloading the RAM based updater. Progress: 30 %

Figure 10. MSP-EXP430FR5739 Control Center WBSL Download Progress

Figure 11. MSP-EXP430FR5739 Firmware Download Progress
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3

3.1

3.2

3.2.1

Wireless Update

Components of the Wireless Update Process

The lightweight radio protocol based on the SimpliciTl specification used by the eZ430-Chronos
Development Tool's Wireless Update feature was modified for use with the CC1101 radio to minimize
code size residing in FRAM. LED routines to handle progress information and communication link status
indicators are downloaded over the air and executed in RAM. Use of the USB RF access point and
CC1101 radio minimizes hardware requirements for the wireless update.

Primary components of the wireless update are:

* The CBSL residing in FRAM area of the MSP430FR5739

* The WBSL is transferred from PC to RAM area of MSP430FR5739

» The SimpliciTl network protocol residing on the RF access point (CC1111)

* The MSP-EXP430FR5739 Control Center application supporting the wireless update functionality on
the PC

Wireless Update Procedure

The wireless update procedure functions as follows:

1. Wireless update functionality is activated in the MSP-EXP430FR5739 Control Center following a valid
firmware image selection.

2. RF access point is ready and awaits request from the FRAM board.

3. CBSL is invoked on the FRAM board through a hardware device reset while the S1 button is held
down.

4. FRAM board downloads WBSL from the MSP-EXP430FR5739 Control Center into the RAM area of
the MSP430FR5739.

5. FRAM board executes the WBSL. An LED pattern is displayed indicating the start of execution from
RAM after which the firmware image download begins. The LEDs show the progress and
communication link status during WBSL execution.

6. A software device reset starts the new application on the FRAM board when the wireless update is
complete.

Detailed Description of the Wireless Update Program Flow

To invoke the WBSL, the device must perform a system reset. Interrupt sources for a system reset may
be found in the "Interrupt Sources, Flags, and Vectors" table of the MSP430FR573x Mixed-Signal
Microcontrollers data sheet (SLAS639). After a system reset, the CBSL begins execution, and S1 of the
FRAM board checks for forced execution of a wireless update. If S1 is not being pressed, then the main
application begins execution if the reset vector of the main application has not been cleared to OxFFFF. If
S1 is being pressed, then the CBSL begins the wireless update process.

After starting the wireless update process, the CBSL on the FRAM board configures the CC1101
transceiver and attempts to link with a listening USB RF access point. If the link is successful, the FRAM
board downloads the WBSL into the RAM area of the MSP430FR5739. Once completed, the WBSL
attempts to link with the access point again to begin downloading the firmware update. If this link is
successful, then the reset vector of the main application is cleared to OxFFFF and the device begins
receiving data packets. If either link fails, the device generates a reset to restart the CBSL, and the main
application executes or the CBSL polls the S1 switch waiting for the user to initiate another wireless
update if the reset of the main application has been cleared to OxFFFF.

While each data packet containing the firmware update is received, the MSP430FR5739 reads data from
the RXFIFO of the CC1101 over SPI, writes data to the main application area of FRAM, and checks that
the FRAM write was successful. LED1 through LED4 on the FRAM board each indicate 25% progress of
the firmware download, and LEDS5 through LED7 indicate radio activity, successful link, and link error
respectively. When the firmware download is complete, the CC1101 radio is reset and the device resets to
start the main application.
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A program flow of the WBSL is shown in Figure 12. A detailed flow of the USB RF access point can be
found in the eZ430-Chronos Development Tool User's Guide Section 3.6.3 (SLAU292).

Invoke CBSL
main()
S1 No
Down?
Yes
OxF7CA
cbsl_init() 1=
+ OxFFFF
__disable_interrupt()
wbsl_init() init_exp() mainProgram()
led_init() config_radio()
wbsl_start() cbsl_start()
cbsl_link() cbsl_link()
No, No
Yes] Yes]
cbsl_receivePackets() cbsl_receivePackets()
No Last Yes Last No
Packet? Packet?
FAILED Y Yes FAILED
> SWBOR SWBOR <

Figure 12. Program Flow for the Wireless Update
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3.3 Wireless Update Firmware

Full project sources of the Wireless Update and demonstration applications are included in the installed
EXE package. Modifications to the Wireless Update or demonstration applications may be performed in
Code Composer Studio™ v5.1 or IAR Embedded Workbench® for MSP430 v5.30.

3.3.1 Code Composer Studio™ v5.1

While having the FRAM board connected to the PC via the USB cable, the full steps to begin firmware
development with CCS v5.1 are as follows:

1. Launch Code Composer Studio v5.1: Start > All Programs > Texas Instruments > Code Composer
Studio > Code Composer Studio (see Figure 13).

ﬁ‘} Code Composer™ Studio
14

Texas
INSTRUMENTS

Figure 13. Code Composer Studio v5 Splash Screen

2. Create new Workspace or open existing Workspace that does not yet contain FRAM projects from the
installed EXE package (see Figure 14).

NOTE: Workspaces should not be located in a long path of directories as Windows only supports
path names up to 255 characters. Keep in mind that the projects contain subdirectories.

!ﬁ?} Code Composer™ Studio

L Workspace Launcher

Select a workspace

Code Composer Studio stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspace: | C\wirglessUpdate\CCs|

[[Juse this as the default and do not ask again

Figure 14. Code Composer Studio v5 Workspace Launcher
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3. Import Wireless Update Project: Project > Import Existing CCE/CCS Eclipse Project (see Figure 15).

& CCS Edit - Tl Resource Explorer - Code Composer Studio

File Edit View MNavigate Ja@=Z=® Run Scripts Window Help
- ;& [T Mew CCS Project

) S CCS Example Projects

[ Project Explorer 52

Sl msp430f2232 i2c_sl
— Build Configurations » :I _—
T msp430f5510_i2c_m N v | Devices: [

Build Working Set 3

Build Automatically
Build Options...

Add Files...

#m Import Existing CCS/CCE Edipse Project
[ Import Legacy CCSv3. 3 Project

Properties

Figure 15. Import Existing CCS/CCE Eclipse Project

4. Click "Browse..." and browse to CCS within the installed EXE package. Confirm directory by clicking
OK (see Figure 16).

| Devices: |Al | Topics:
¥ Import pse Projec i ]
Select Existing CCS Eclipse Project
Select & directory to search for existing CCS Edlipse projects, / J
/, plorer

Browse For Folder IE@

@® seled btion, and online cor
O sele Select root directory of the projects to import
se to narrow down
pEzIE content in the left par
g :'n —  kaan ] ontent that is applicak
s Devices" filter, it furthe
CY=Fg Flect all ]
B 3 ccs 3
£ metadata fresh ] its keyword(s), con
() 8link_Dema d"|"to separate v
[ o ) MsP-EXP430FR5739_C te between last vie
[N TR X Ty =
O aut < | *
Openth Folder: | ccs | bs and document
[ Make MNew Folder ] [ ok [ Cancel ]

| ©
3 time.

DN =

Figure 16. Browse Directory for Import CCS Projects

5. The Wireless Update project appears as "MSP-EXP430FR5739_OTA_BSL" and the demonstration
application appears as "Blink_Demo" within the Import CCS Eclipse Projects screen. Select Copy
projects into workspace to create new copies of the projects.

14 Over-the-Air (OTA) Update With the MSP430FR57xx SLAA511A-January 2012 —Revised March 2015

Submit Documentation Feedback
Copyright © 2012-2015, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAA511A

13 TEXAS
INSTRUMENTS

www.ti.com Wireless Update

6. Click Select All then Finish to finalize the project import. The projects appear in the C/C++ Projects
view of CCS (see Figure 17).

Devices: |All Topics:

® Import CCS Eclipse Projects
Select Existing CCS Eclipse Project .
Select & directory to search for existing CCS Edlipse projects, @

(%) select search-directory: | Ci'\Documents and Settings'a027301 | [ Browse... ]

O select archive file: | |

5e to narrow down th
Discovered projects: content in the left pane 1

[#] 15T MSP-EXP430FR5739_OTA_BSL ontent that is applicable
[#] 11 Blink_Demo [C:\Documents an Devices” filter, it further n

Select Al

ts keyword(s), conter

d"|"to separate mot
te between last view

< |

| »

Copy projects into workspace
[] Automatically import referenced projects

Open the Resource Explorer and browse available example projects... s and documentat

@ Finish H Cancel ]

P

i time.

Figure 17. Import All Existing CCS Projects

7. Select the desired project setting (see Figure 18). The Wireless Update project comes with two
different project settings (build configurations), which can be selected in Project > Build Configurations
> Set Active > Configuration: Debug_FRAM or Debug_RAM. The three different project settings,
described in Section 4, of the demonstration application are: Debug_Single, Debug_Double, and
Debug_Single_BSL.

& CCS Edit - Tl Resource Explorer - Code Composer Studio
File Edit View MNavigate Ja@=Z=® Run Scripts Window Help

& : .| [ New CCS Project
AN

il
CCS Example Projects
[ Project Explorer 52
) Build All Ctrl+8

05 -

i 1 Debug FRAM (FRAY BASED BS) L,
5 Includes Build Project Manage...
&= Debug_Double Buief Werking Set ' Build by Working Set 3 ?Release
= Debug_single Clean... Set Active by Working Set ¥
= Debug_single B Build Automatically
s Ink_m5|;430fr;}'i Build Optians. . @ TI R es 0 ur (
@ main.c Add Files...

[&] MSP430FR5738, e ) ) ) A place to browse example

0 msp430f2232_i2c_sl = Import Existing CCS/CCE Edlipse Project
1 msp430f5510_i2c_m & Import Legacy CCSv3.3 Project

ERE MSP-EXPA30FRS Prapertes Filters at the top of this windt
3%, Binaries - + "Packages” filter will limi
[rl! Includes * "Devices" filter will furthe
(= Debug_FRAM * "Topics" waorks the same
% Debug_RAM selected topic item
i
B ;E;:M The free form filterinthﬁel!efﬂ
[l display.h left pane. You can use "™ for
[ Ink_msp430f75733_fizsh.cmd button at the top of this windc
@ packets.c
[B] packets.h
(B praject_defe.h B These are some availak
[€) radio.c on the link for more info.

Figure 18. Code Composer Studio v5 Build Configuration Selection
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8. Go to Run > Debug to launch the debugger for the currently selected project (see Figure 19).

& CCS Edit - Tl Resource Explorer - Code Composer Studio
File Edit View Mavigate Project UGN Scripts  Window Help

[ Project Explorer 52 <fp Debug Histary Yo

Debug Configurations. ..
SR Blink_Demao

® 4 Binaries Packages: [l

@@] Includes
E‘B Debug_Double |e-*:e-' search keyword
@Eb Debug_Single B Welcome
@Eb Debug_Single_BSL @B} MSP430ware
- Ink_msp430fr5732,cmd
E!@ main.c

= MSP430FR5739, coxml [Active]
----- 10 msp430f2232_i2c_shroy

----- 157 msp430f5510_i2c_mstimt

fﬂg MSP-EXP430FR5739_OTA_BSL
@ﬁ'} Binaries

B2 Trrhides

Figure 19. Code Composer Studio v5 Debug

3.3.2 IAR Embedded Workbench® for MSP430™ 5.30

While having the FRAM board connected to the PC via the USB cable, the full steps to begin firmware
development with IAR Embedded Workbench for MSP430 5.30 are as follows:

1. Launch IAR Embedded Workbench for MSP430 5.30: Start > All Programs > IAR Systems > |IAR
Embedded Workbench for MSP430 5.30 > IAR Embedded Workbench (see Figure 20).

7 IAR Embedded Workbench IDE

Fle Edit View Project Tools Window Help
IR TR NS EE e pah | EEES S LS|

orkbe

L36

j2rd ]

. GIAR

SYSTEMS

| Num

Figure 20. IAR Embedded Workbench® for MSP430™ 5.30 Splash Screen
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NOTE: Workspaces should not be located in a long path of directories as Windows only supports
path names up to 255 characters. Keep in mind that the projects contain subdirectories as
well.

2. Open Existing Wireless Update Workspace: File > Open > Workspace (see Figure 21).

# IAR Embedded Workbench IDE

3-8 Edit View Project Tools Window Help

Mew L | w

Open r File... Ctrl+0
Workpace.. ||
Save Workspace L :
Close Workspace PENT o ra _ //
MR AR AR RRRRAAnn
Save All
Page Setup...
Recent Files »
Recent Workspaces »
Exit

Figure 21. Add Existing IAR Project

3. Browse to IAR within the installed EXE package directory. Confirm the workspace by clicking Open
after selecting the .eww file (see Figure 22).

Open Workspace

Lookin: | 3 14R ¥ O &% e @

T i) Blink_Demo
i 23 @I'~"ISP-EXP43DFR5}'39_OTA_BSL

My Recent @) settings
BT PO M -EXP430FR 5739_OTA_BSL.eww

Desktop

_r..
m

4 My Documents

ana

My Computer

File name: MSP-EXP430FRET28_OTA_BSLeww v [ open |

WMy Network | Files of type: |".'u'orkspace Files (" eww) v| [ Cancel ]

Figure 22. Browse Directory for Add Existing IAR Project
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4. Select the desired project setting (see Figure 23). The Wireless Update project comes with two
different project settings (build configurations), which can be selected in Project > Edit Configurations:
Debug_FRAM or Debug_RAM > OK. The three different project settings of the demonstration
application are: Debug_Single, Debug_Double, and Debug_Single_BSL.

DEda

[ — <

| Debug R

Files
el IMSP-
£ chele
F— [ chslh
— Elccrih

@ ] radio.c
|— Elradioh

= [ whsl.c
— Elwhslh
@ ] Output

@ ] display.c
— B digplay.h
|— EiInk430FRS..
[E packets.c
— [ packets h
— B project_

= B spi_rflac
— Bl spi_flah
— B TI_CC_har.

= e el

=

MY EE e e EB | EURS LD

A

~

7l |5
LLETELLTTT]

I;I;IIiIII ;I;I’;IIIII’I“II

de..

IAR C-SPY szbugger

2 N \ o

(el

i

N

' ¢ ¢
ol ~ AR a ¥ sl o]l P ?

~ b

z

[ il

nARRRRRERRRRRRE

o

cts f

Configurations for "MSP-EXP430FR5739...

Corfgurations:
Felease

Debug FRAM
Debug_RaM

Figure 23. IAR Embedded Workbench® for MSP430™ 5.30 Build Configuration Selection

5. Go to Project > Download & Debug to launch the debugger for the currently selected project (see

Figure 24).

/2 1AR Embedded Workbench IDE

File Edit View

DG
Workspace

Files

25

— B Ink43(
Friin.y
L@ (3 Outpu

20 Zadl Emulator
Add Files...
Add Group...
Import File List...
Edit Configurations. ..

Tools Window Help

Remove

Create Mew Project...
Add Existing Project...

Cptions... Alt+F7

Version Control System 3
Make F7

Rebuild All

Clean

Batch build. .. F3

Download and Debug Ctrl+D

Debug without Downloading

Download

COpen Device File

’..

v e D
|
2L 6. 2L 6l 2. ol 2k O
[i|||||i|||||||||||[im||i||||m||||[i|m|i|||||||||||[i|||||i||||u|||||

solutions.

Figure 24. IAR Embedded Workbench® for MSP430™ 5.30 Debug
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3.4

Wireless Update GUI

Full project sources of the MSP-EXP430FR5739 Control Center are included in the installed EXE
package. The graphical user interface is based on Tcl/Tk. The Control Center consists of a Tcl/Tk
executable, .ini file, and DLL from the Chronos Control Center software which handles the communication
with the USB RF access point. More details on the e2430 Chronos Control Center DLL are accessible
from the eZ430-Chronos Development Tool User's Guide Section 3.6 (SLAU292). Use of an .ini file to
select the WBSL TI-TXT file allows for a simpler user interface while still allowing modifications to the
WBSL TI-TXT file for future updates or custom development.

Development can be performed with a text editor such as Notepad on Windows. Execution of a Tcl script
(*.tcl) requires Tcl/Tk to be installed. Download Tcl/Tk for Windows for free from
http://www.activestate.com/activetcl. Once Tcl/Tk is installed on the computer, a double click on a Tcl
script starts the interpreter and executes the script. Alternatively, start the Tcl interpreter wish.exe from the
installation directory and execute the script with the "source" command. If the script filename contains
blanks, put it into quotes.

A wrapping tool is needed to compile all Tcl/Tk components into a standalone executable. The freeware
tool Freewrap (http://freewrap.sourceforge.net) may be used for that purpose.

1. Open Command Prompt
2. Navigate to the Freewrap directory.
c:\>cd c:\Tcl\freewrap

3. Start Freewrap with the complete path to the TCL script to be wrapped.
c:\Tcl\freewrap>freewrap.exe "C:\Tcl\Project\EXP430FR5739_CC_x_x.tcl"

A standalone executable, which only requires the corresponding Windows DLL, is generated. The DLL
can be used on any PC running a Windows OS and does not require Tcl/TK to be installed.
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4

4.1

41.1

Wireless Update Enabled Firmware Development

Main Application Development

The Wireless Update project was developed specifically to minimize the impact on main application
development. Necessary changes to a project which integrate the CBSL are performed only once at
project creation, and have no further impact on application development. Projects which integrate the
CBSL have full debug capabilities and use of all available interrupts. Available FRAM area for code use is
restricted since the CBSL resides in FRAM, but the only other impact on main application execution or
development is marginally increased startup time during CBSL execution following a reset.

After following the steps outlined in the IDE specific instructions in Section 4.1.1 (CCS) or Section 4.1.2
(IAR Embedded Workbench), no further steps are necessary for integration of the CBSL with a main
application. The CBSL binaries are loaded into the output file for the main application during the linking
phase for each build of the project.

Development of a main application intended for use with the MSP-EXP430FR5739 Control Center can
skip including the CBSL image file in the main application project as described in the following sections.
The linker command file restricts the main application code to valid memory ranges for use with the
wireless update. Not including the CBSL image file prevents invalid memory ranges appearing in the final
TI-TXT image file selected with the MSP-EXP430FR5739 Control Center.

Demo_BIlink, a simple P1.0 toggle demonstration application to blink an LED, contains three build
configurations. Debug_Single and Debug_Double both do not include the CBSL and are intended for
programming a device using the MSP-EXP430FR5739 Control Center. Debug_Single BSL does include
the CBSL and is intended for programming a device using JTAG or Spy-Bi-Wire rather than the MSP-
EXP430FR5739 Control Center.

Using Code Composer Studio™ v5

1. Follow instructions for Code Composer Studio v5.1 under Wireless Update Firmware to build the MSP-
EXP430FR5739 _OTA BSL project using the Debug_FRAM project setting.

2. Launch Code Composer Studio v5.1: Start > All Programs > Texas Instruments > Code Composer
Studio > Code Composer Studio

3. Create new Workspace or open existing Workspace. Create new project for main application
development: File > New > CCS Project (see Figure 25).

& CCS Edit - Tl Resource Explorer - Code Composer Studio
ZM Edit View Mavigate Project Run Scripts Window Help

e T e

Open File... 3 Project...

Close Ctrl+w
Close all Ctrl+Shift+w

€] Source File
h| Header File ices: | Al
(& Class
' File from Template
% Folder
[#] Target Configuration File
gl DSP/BIOS v5.x Configuration File

Rename... F2 & RTSC Configuration File

& | Refresh Fs
Convert Line Delimiters Ta 4

Y other... Ctrl+N

Switch Workspace 4
Restart

Figure 25. Code Composer Studio v5 New CCS Project Selection
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4. Select a name for the project unique to the Workspace. Create an empty MSP430FR5739 project:

Variant > MSP430FRxxxx Family > MSP430FR5739 > Finish (see Figure 26).

5L

& New CCS Project (=13

CCS Project —E*
Create a new CCS Project. @

Project name: | Example |

Qutput type: | Executable w |

Use default location

|
Device
Eamly:  |MsP430 |
Veriant: | MSP430FRxo00 Family v | | MspazoFRs738 v|
Connection: |'I'I M5P430 USE1 [Default] v|

» Advanced settings

w Project templates and examples

| Creates an empty project fully initialized for
the selected device,

= E Empty Projects
E Empty Project
E Empty Assembly-only Project
[& Empty RTSC Project
=-[=] Basic Examples
[& Blink The LED
=
|a=r Hello World

@ Finish ] [ Cancel

‘er

[d online conte

rrow down tr
n the left pane
3t is applicable
ffilter, it further 1

ord(s), conte
eparate mo
een last view

Hocumentai

Figure 26. Code Composer Studio v5 Project Creation

5. Copy the MSP-EXP430FR5739 _OTA BSL load_image.obj file from the MSP-
EXP430FR5739_OTA BSL\Debug FRAM folder into the newly created project folder (see Figure 27).

R Frample_WU [Active _ Debug]
[ Includes
Lg# Ink_msp430fr5739.cmd
@ main.c
[T MSP430FR.5739.coxml [Active]
MSP-EXP430FR5739_OTA_BSL_load_image.obi

BT e AmALAAAA e e

Figure 27. New CCS Project With CBSL Load Image
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6. Include the image file in the main application project: Project > Properties > Build > MSP430 Linker >
File Search Path > Include library file or command file as input > Add... > Workspace... > Expand
main application project folder > MSP430FR5739_OTA_BSL_load_image.obj > OK > OK > OK (see
Figure 28).

ﬁpmperties for Example_WU % File selection

_ .
-y | Select one or more Workspace Files & v

E:De:.:e % Blink_Dema
= Build =1 Example_WU
! MSP430 Compiler B -setﬁng_s
[=- MS5P430 Linker |=| .cesproject
Basic Options .cproject
File Search Path .project @ @ @
Advanced Options g Ink_msp430fr5739.cmd

Debug @ mair. c @ o
MSP-EXP430FR5739_OTA_BSL_load_image.obj

Fid [%) MsP430FR5732, coxml
[ £ MSP-EXP430FR5738_OTA_BSL j
1T msp430f2232_i2c_shvrey

157 msp430f5510_i2c_mstimt

V| [Manage Configurations. .. ]

® QK H Cancel ]

nsole

¥P43d Reread libraries; resolve backward references {(--reread_libs, -x)

[ search libraries in priority arder {--priority, -priority)
[ pisable automatic RTS selection (—disable_auto_rts)

® Show advanced settings [ OK ] [ Cancel

Figure 28. Include Load Image in CCS Project
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7. Add the build step to create a TI-TXT flash image post-build: Project > Properties > Build > Apply

Predefined Step > Create flash image: TI-TXT > OK (see Figure 29).

L] Properties for Example_WU

Resource
General
(=~ Build
[=- MSP430 Compiler
Debug Options
Include Options
MISRA-C: 2004 MISRA Rules
Optimization
Processor Cptions
Advanced Options
MSP430 Linker
Debug

‘onsolg
=XP434

® Show advanced settings

8=

Build =T -

Configuration: |Debug [ Active ] V| [Manage Configurations. ..

4 Build Steps | |$] Build Variables B Environment | % Link Order | o2 Dependencies

Pre-build steps
Command:

| ]

Description:

| -]

Post-build steps
Command:

| "S{CG_TOOL_ROCT} bin/hexs{CG_TOOL_SUFFIN:.exe” --ti_txt "S{BuildArtifactFileNams v|

Description:
| Create flash image: TI-TXT w |

P¥ela PR =Ye S e B2l (e B Create flash image: TI-TXT w

See 'General' for changing compiler version and device settings

[ Restore Defaults ] [ Apply

]

[ OK ] [ Cancel

]

Figure 29. Post Build Step in CCS Project

8. Delete the Ink_msp430fr5739.cmd linker command file from the main application project folder. Copy
the Ink_msp430fr5739.cmd linker command file from the Blink_Demo project into the project folder.

SLAA511A-January 2012—Revised March 2015
Submit Documentation Feedback

Over-the-Air (OTA) Update With the MSP430FR57xx

Copyright © 2012-2015, Texas Instruments Incorporated

23


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAA511A

13 TEXAS
INSTRUMENTS

Wireless Update Enabled Firmware Development www.ti.com

41.2 Using IAR Embedded Workbench® for MSP430 5.30

1. Follow instructions for IAR Embedded Workbench for MSP430 5.30 under Section 3.3 to build the
MSP-EXP430FR5739_OTA_BSL project using the Debug_FRAM project setting.

2. Launch IAR Embedded Workbench for MSP430 5.30: Start > All Programs > IAR Systems > IAR
Embedded Workbench for MSP430 5.30 > IAR Embedded Workbench

3. Create new Workspace or open existing Workspace. Create new project for main application
development: Project > Create New Project... (see Figure 30).

/2 1AR Embedded Workbench IDE

File Edit View QEg==d Tools Window Help

DG

Import File List...

Files

Create New Project...
Add Existing Project...

Version Control System 3

Figure 30. IAR EW for MSP430 5.30 Create New Project Selection

4. Select Tool chain: MSP430 and Project templates: C > main > OK (see Figure 31).

Create New Project

Tool chair: MSP430 w

Project templates:
C++
=-C
CLib
DLib
Externally built executable

>

(=

Drescription:

C project uzing default tool settings including an empty main.c file.

[ (0]8 ] [ Cancel ]

Figure 31. IAR EW for MSP430 5.30 Project Creation

24 Over-the-Air (OTA) Update With the MSP430FR57xx SLAA511A-January 2012 —Revised March 2015

Submit Documentation Feedback
Copyright © 2012-2015, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAA511A

13 TEXAS
INSTRUMENTS

www.ti.com Wireless Update Enabled Firmware Development

5. Select a name for the project unique to the Workspace and save (see Figure 32).

Save in: |L'f)|.—'l.R V| Q ¥ e E-
'E_ @setﬁngs
My Recent
Documents
=
[
Desktop

My Documents

My Computer

File pame: |Examp|e_";"a'U A | [ Save ]

Save as bype: |Prnjec,1 Files {*ewp) v| [ Cancel ]

My MNetwork

Figure 32. Select Project Name

6. Set the target device of the newly created project to MSP430FR5739: Project > Options... > General
Options > Target > Device > E > MSP430FRxxx Family > MSP430FR5739 (see Figure 33).

Options for node "Example_WU"

Category:
C/C++ compiler
Assembler S
Custom Build Target | Qutput || Library Configuration || Library Options || Stack/Heap || 4 *
Build Actions
Linker .
Device Data Model
Debugger
il i
Simulator e
CC430x5xx Family 3
CC430x8xx Family 3
Generic »
MSP430FR5720
MSP430Gxxx Family  #|  MSP430FR5721
Hardware muttiplisr MSP430x0xx Family  #|  MSP430FR5722
Hardwars muttiplisr MSP430x Lxx Family  » MSP430FR5723
® Mlow direct access MSP430x2ux Family  #|  MSP430FR5724
i MSP430x 3 Family  #|  MSP430FR5725
© Uss only library calls MSP430x4xx Family  ®|  MSP430FRS5726
MSP430x5xx Family  #|  MSP430FR5727
MSP430xExx Family  #|  MSP430FR5723
MSP430FR572%
MSP430FR.5730
MSP430FR5731
MSP430FR5732
MSP430FR5733
MSP430FR5734
MSP430FR5735
MSP430FR5736
MSP430FR5737
MSP430FR5738
Figure 33. Select Target Device
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7. Copy the MSP-EXP430FR5739_OTA_BSL.d43 file from the MSP-
EXP430FR5739_OTA BSL\Debug FRAM\Exe project folder into the newly created project folder (see

Figure 34).

x
[ebug w
Files fn B
=fa|Example_ WU - Debug* [+ | |
Fridin.c N
I— [ MSP-EXP430FRE739_0T...
L@ [ Output

Figure 34. New IAR EW Project With CBSL Debug Image

8. Include the debug image file in the main application project: Project > Options... > Debugger > Images
> Download extra image > Path: ... > Select MSP-EXP430FR5739 OTA_BSL.d43 > Open > Offset:
0x0000 > OK (see Figure 35).

Options for node "Example_WU"

General Options
C/C++ compiler
Assembler
Custom Build Setup | Images |Ex't|a Options || Pluging
Build Actions

Linker Download extra image
Path:  |C:\AR\MSP-EXP430FR5729_OTA_BSLad3 |

FET ebugger
Simulator [ Debug irfo only

[] Download extra imags

|
L1

[] Download extra image

|
L1

[ (0]8 ][ Cancel ]

Figure 35. Download Extra Image in IAR EW
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9. Add the Linker step to create a TI-TXT flash image during linking: Project > Options... > Linker >

Output > Other > Output format: msp430-txt > OK (see Figure 36).

Options for node "Example_WU"

Category:

General Options
C/C++ compiler
Assembler
Custom Build
Build Actions
Debugger

FET Debugger
Simulator

Config | Output | Edra Qutput | List

Factory Settings

#Hdefine || Diagnostics || Checkl 4 *

Qutput file
[ Ovenide defautt

Format
(O Debug information for C-5PY

Secondary output file:
{Mone for the selected format)

O 40 fom: [mep43042 ~|

Format variant: |N0ne V|

Moduledocal symbols: |Include all V|
[ (0]8 ] [ Cancel ]

Figure 36. Linker Output File Selection in IAR EW

10. Copy the Ink430FR5739.xcl linker configuration file from the Blink_Demo project into the newly created
project folder. Add the linker configuration file to the project: Project > Add files... > Ink430FR5739.xcl

> Open. Override default linker configuration file: Project > Options... Linker > Config > Override

default > "$PROJ_DIR$\INk430FR5739.xcl" > OK (see Figure 37).

Options for node "Example_WU"

Category:

General Options
C/C++ compiler
Assembler
Custom Build
Build Actions
Linker
Debugger

FET Debugger
Simulator

Corfig | Qutput || Bxdra Qutput || List

Factory Settings

#Hdefine || Diagnostics || Checkl 4 *

Linker configuration file
Overide default

|EPROJ_DIRE"-JnkiEEFRE?ESXCI

1

[ Ovenide defautt program entry

Search paths: (one per ling)

STOOLKIT_DIRS\LIBY

Raw binary image
File:

Symbol:  Segment:  Align:

L | |

[ (0]8 ][ Cancel ]

Figure 37. Linker Configuration File Override in IAR EW
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4.2

42.1

42.2

4.2.3

Wireless Update BSL Development

The Wireless Update reduces FRAM area code size while maintaining readability and functional
organization. Hardware-specific definitions have been organized to aid in migration to different hardware
platforms. Functional routines such as radio control, display, packet handling, CBSL, and WBSL functions
have been separated to aid functional-specific modifications. Development for the CBSL and WBSL is
performed using the same source code.

Following the steps outlined in Wireless Update Firmware and only selecting the MSP-
EXP430FR5739_OTA_BSL project creates a new project folder for Wireless Update development. Build
configurations for the RAM and FRAM select custom post-build steps which allow specific output files to
be created depending on which project setting is selected.

Linker Command/Configuration File

Development of the CBSL and WBSL may require modifications to the linker command file to allow more
FRAM area code space for newly developed Wireless Update firmware. To avoid repeated modifications
to the linker command file it is recommended that the FRAM or CODE section is used expanded for
development on both the CBSL and WBSL. Once new firmware development has completed, the linker
command file can then be modified to allow the CBSL to reside precisely within the FRAM or CODE
section limits.

CCS v5.1 Post-Build Steps

Post-build steps for the two project settings of the MSP-EXP430FR5739_OTA BSL allow for output files
to be created for use with the MSP-EXP430FR5739 Control Center or included in main application
projects utilizing the Wireless Update.

Debug_RAM project settings output a TI-TXT file which only contains the WBSL residing within the RAM
area of the MSP430FR5739 device. The TI-TXT file may then replace the existing WBSL .txt file used by
the MSP-EXP430FR5739 Control Center. Add the following line of code to the post-build step to create
the specific TI-TXT file: Project > Properties > Build > Post-build steps > Command:

"${CGC_TOOL_ROOT}/bin/hex${CC_TOOL_SUFFIX}.exe" --ti_txt "${BuildArtifactFileName}" -o
"${Bui ldArtifactFileBaseName}.txt" -order MS -romwidth 16 -exclude .cio -exclude .sysmem
-exclude .cinit -exclude .pinit -exclude .const -exclude .text -exclude .bss

-exclude .stack -exclude .reset

Debug_FRAM project settings output a load image which may be included in main application projects to
link the CBSL into the output file of the main application. The load image is linked into the main
application's output file which allows for debug instances to load the main application and CBSL to the
device seamlessly to significantly aid development. Add the following line of code to the post-build step to
create the specific load image file: Project > Properties > Build > Post-build steps > Command:

"${CG_TOOL_ROOT}/bin/hex${CG_TOOL_SUFFIX}.exe" --load_image "${BuildArtifactFileName}" -o
"${BuildArtifactFileBaseName}_ load_image.obj" --section_name_prefix=wbsl -exclude .bss
-exclude .stack -exclude .wbsl

IAR EW for MSP430 5.30 Linker Configuration

Linker configurations for the two project settings of the MSP-EXP430FR5739_OTA_BSL allow for output
files to be created for use with the MSP-EXP430FR5739 Control Center or included in main application
projects utilizing the Wireless Update.
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5.1

Debug_RAM linker configurations output a TI-TXT file which only contains the WBSL reading within the
RAM area of the MSP430FR5739 device. The TI-TXT file may then replace the existing WBSL .txt file
used by the MSP-EXP430FR5739 Control Center. Change the linker output format to create the specific
TI-TXT file:

Project > Options > Linker > Output > Other > Output format: msp430-txt

Debug_FRAM linker configurations output a debug image file which may be included in main application

projects to download the CBSL image to the device during debugging of the main application. The debug
image is downloaded with the main application's output file which allows for debug instances to load the

main application and CBSL to the device seamlessly to significantly aid development. Debug image files
are the default linker output file format.

Wireless Update Benchmarks

Wireless Update Power Consumption

The ultra-low power capabilities of FRAM allow for the MSP430FR5739 to perform a wireless update
using less power than a flash-based device. The increased write speed of FRAM also reduces the total
time necessary for the CC1101 transceiver to be in an active state. Total power consumption for a specific
wireless update procedure is dependent on main application size, but the following analysis captures key
power components to the overall procedure and allows for adjustable power consumption estimates (see
Figure 38).

Comparison of power consumption using the Wireless Update procedure with that of other RF
communication is not possible using only one metric. Peak current may be used to rate a device's power
consumption, but during a wireless update the device only consumes current at the peak level while it is
transmitting. Throughout a wireless update, the device only transmits for a fraction of the procedure.

hMsPa30

1
WBSL M‘Alﬂ APPL'(‘:AT'O"
«
A | — ]
.......... | | I T | R | O
e . e ————
@ccnm.5....5....';....;.... ".'..5....

(@D +100mv @ L100mv

J[m:ms. . ][m.ms/; ] .

m+v2.94272s 10M points

Figure 38. Current Measurement of a Wireless Update
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Transmitting, receiving, sleeping, and waking from sleep are some of the several states in which the
device operates throughout the procedure. Each state is active for a different amount of time, and
switching between states may take varying amounts of time. All of these factors must be taken into
account if an accurate power consumption result is to be found (see Figure 39). Average current factors
both amount of time spent in each state and an individual state's power consumption. Power consumption
results for the Wireless Update use average current, because the metric uses multiple sources of

information. See Measuring Bluetooth® Low Energy Power Consumption (SWRA347) for more details on
current consumption measurements.

=
TX ACK
..... P S S S TR
[
PACKET RX +
" i TPTRIE FReTEITY " - 7T R N o
| f i f F
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T T T R R ; P R T
i
PRE-PROCESSING A" j
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POST-PROCESSING
i " L L
o - i e m
P MspP430 : : ; H :
(@D +100my & +100mv ) (2.00ms 500MS/s
++3.25892 s 10M points

Figure 39. Current Measurement of a Packet Transmission

51.1 Test Apparatus

Testing for current consumption of the CC1101 transceiver and the MSP430FR5739 was done using the
MSP-EXP430FR5739 Experimenter Board's RF PWR and MSP PWR headers respectively. Two shunt
resistors were connected across the headers using jumper wires, and voltage drops across the shunt
resistors were measured using an oscilloscope to calculate current consumption. A regulated DC power
supply was used to externally power the board to avoid excess current draw from the USB and eZ-FET.
All jumpers connecting the EMULATION circuitry were removed during testing (see Figure 40).
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Figure 40. Power Consumption Test Apparatus
5.1.2 Test Procedure

5.1.3

The GPIO pins connecting the MSP430FR5739 with the 3 axis accelerometer and NTC thermistor were
set to output low to effectively disconnect these external devices. LED functionality was removed by
modifying the Wireless Update project. The Double_Blink demonstration application was used as a
primary source for test results. Through the use of an empty array residing in FRAM, the Double_Blink
demonstration application was also used as a secondary source except with 0x00 filling the remainder of
main application memory. The procedure outlined in Running the Wireless Update was used to perform
current consumption testing.

Test Calculations

Calculations for current consumption are completed using Ohm's law. A 10-Q and 100-Q resistor are used
for the RF and MSP PWR headers, respectively. Substituting these resistor values into Ohm's law, we find
the following two equations for instantaneous current consumption of the CC1101 transceiver and the
MSP430FR5739 device:

Vshunt,cc1101 _ Vshunt,cc1101 _ Vshunt,CC1101

lcc1101 =
Rshunt,cc1101 100 10
SPaso = VMmsP430  _ VmspP43o — VMsP43o
Rshuntmsp4zo 1002 100 (1)

A weighted average is used to find the average current for each state of the CC1101 transceiver and
MSP430FR5739 device.

5.1.3.1 Link Event With Access Point

Linking with the USB RF access point occurs twice during every wireless update. The discovery reply
packet issued by the CC1101 to initiate a link is identical for each link event. The initialization packet to
begin WBSL or firmware packet transmission is also identical for each wireless update and is included in
the link analysis. Current consumed by the CC1101 and MSP430FR5739 between Wireless Updates is
similar as a result of the consistencies between link events (see Figure 41, Table 1, and Table 2).
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Figure 41. Current Measurement of a Link Event

Table 1. CC1101 Average Current of a Link Event

CC1101 State Time (ms) Average Current
(mA)
RADIO CONFIG 1.13 1.4
TX DISCOVERY 1.65 15.8
RX LINK 3.54 16.7
RX INIT 6.54 111
TX ACK 1.60 14.7

Table 2. MSP430FR5739 Average Current of a Link

Event
MSP430FR5739 State Time (ms) Average Current

(mA)

RADIO CONFIG 1.13 1.78
TX DISCOVERY 1.65 1.72
RX LINK 3.54 1.71

RX INIT 6.54 1.70

TX ACK 1.60 1.70

5.1.3.2 WBSL Transmission

The WBSL is transmitted one time during every Wireless Update. The WBSL data packet(s) received by
the CC1101 does not change after development for a specific wireless update procedure is completed, but
it may be different from what is shown in the following analysis. Similar to each link event, the current
consumed by the CC1101 and MSP430FR5739 for separate wireless updates is comparable (see

Figure 42, Table 3, and Table 4).

32 Over-the-Air (OTA) Update With the MSP430FR57xx SLAA511A-January 2012—Revised March 2015

Submit Documentation Feedback
Copyright © 2012-2015, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAA511A

13 TEXAS

INSTRUMENTS
www.ti.com Wireless Update Benchmarks
o
.LINK INIT PACKET WBSL PACKETS |
Yo .

| | {

™ ' | -

(1 l.' .H |
@i Lt e 4 Sttt

> Ms5P430

noomv=

&) L100mv

i [zo.dms

+v2.66953 s

50.0MS/s
10M points

Figure 42. Current Measurement of a WBSL Transmission

Table 3. CC1101 Average Current of a WBSL
Transmission

CC1101 State Time (ms) Average Current
(mA)
Link Event 14.46 12.7
First WBSL Packet 122.04 19.0
Second WBSL Packet 13.49 16.6

Table 4. MSP430FR5739 Average Current of a WBSL
Transmission

MSP430FR5739 State Time (ms) Average Current
(mA)
Link Event 14.46 1.71
First WBSL Packet 122.04 1.71
Second WBSL Packet 13.49 1.71

5.1.3.3

Firmware Packet Transmission

Data packets containing firmware data and code may be much larger and result in higher current
consumption than those required to link with the access point or transmit the WBSL. Due to the varied
nature of these packets, current consumption varies based on the application. Analysis is performed on
the largest data packet for worst-case results. Due to changes in USB RF access point timings, further
analysis is performed for data packets which are received after the initial data packet has been received.
These packets contain a smaller delay than the one seen during RX PACKET in Figure 43 and Table 5

through Table 8.
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Figure 43. Current Measurement of the First Firmware Packet
Table 5. CC1101 Average Current of the First Firmware
Packet

CC1101 State Time (ms) Average Current
(mA)
RX PACKET 120.44 19.1
TX ACK 1.60 15.4

Table 6. MSP430FR5739 Average Current of the First
Firmware Packet

MSP430FR5739 State Time (ms) Average Current
(mA)
RX PACKET 120.44 1.71
TX ACK 1.60 1.70

Table 7. CC1101 Average Current of Subsequent
Firmware Packets

CC1101 State Time (ms) Average Current
(mA)
RX PACKET 107.41 19.1
TX ACK 1.60 15.4
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Data packets containing the reset vector or various interrupt vectors are very small and result in lower
current consumption. Variations in size may exist if two interrupt vectors reside adjacent to each other in
FRAM, but analysis is only performed on a single interrupt vector sized packet (see Figure 44, Table 9,

and Table 10).

Table 8. MSP430FR5739 Average Current of
Subsequent Firmware Packets

MSP430FR5739 State Time (ms) Average Current
(mA)
RX PACKET 107.41 1.71
TX ACK 1.60 1.70

Reset and Interrupt Vector Packet Transmission

PEE
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Figure 44. Current Measurement of a Reset Vector Packet

Table 9. CC1101 Average Current of a Reset Vector

Packet
CC1101 State Time (ms) Average Current
(mA)
RX VECTOR 24.01 18.1
TX ACK 154 15.2

Table 10. MSP430FR5739 Average Current of a Reset

Vector Packet

MSP430FR5739 State Time (ms) Average Current
(mA)
RX VECTOR 24.01 1.70
TX ACK 154 1.70
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5.14 Wireless Update Results and Comparisons
Analysis for current consumption of the Wireless Update is performed using the data shown in
Section 5.1.3.4 and results from a Wireless Update using the Blink_Demo project for firmware data packet
and interrupt vector packet counts. Weighted averages were once again used to find the overall Average
Current. Further analysis is performed to develop an equation to calculate average current based on the
firmware data packet and interrupt vector data packet counts for a custom main application (see Table 11
and Table 12).
Table 11. CC1101 Average Current of a Wireless
Update
Wireless Update State Time (ms) Average
Current (mA)
WBSL Transmission 149.99 18.2
AP Processing Application Packets 404.45 1.4
Firmware Packet 122.04 19.0
Timer Interrupt Vector 25.55 17.9
Reset Interrupt Vector 25.55 17.9
TOTAL 727.58 8
Table 12. MSP430FR5739 Average Current of a
Wireless Update
Wireless Update State Time (ms) Average
Current (mA)
WBSL Transmission 149.99 1.71
AP Processing Application Packets 404.45 1.70
Firmware Packet 122.04 1.71
Timer Interrupt Vector 25.55 1.70
Reset Interrupt Vector 25.55 1.70
TOTAL 727.58 1.70
Using the data shown previously, the following equation can be used to estimate total average currents for
both the CC1101 and MSP430FR5739 device during a Wireless Update for a custom main application.
The first term is the weighted average current for all states which are consistent between Wireless
Updates. Following terms are application dependent, with the firmware packet count calculation shown in
Equation 2 and the interrupt vector count calculated by summing the number of distinct interrupt vectors
used in the application.
X _ Firmware Code Size (bytes)
packets 255 bytes
3753.39 + (2318.76 X Xpackets) *+ (457.35 X Xinterrupts)
IavG,cct1o1 (MA) = .
579.99 + (122.04 x Xpackets) + (25.55 X Xinterrupts )
_ 987.48 + (208.69 x Xpackets) + (43.44 X Xinterrupts)
IavG,MsPa30 (MA) =
579.99 + (122.04 X Xpackets) * (25.55 X Xinterrupts) @)
Flash write speed and power consumption values were taken from the MSP-EXP430FR5739 FRAM
Experimenter Board User's Guide (SLAU343). Section 2.2.3.1 The Math Behind Mode 2 explains that 512
bytes write time for a flash device is roughly equivalent to 51.2 ms. Halving this value to reach 256 bytes
is equivalent to a maximum sized firmware packet and results in a total write time of 41.6 ms when
segment erase time is included. Total write time for a maximum sized firmware packet using FRAM during
a Wireless Update was found to be 2.3 ms. Flash-based MCUs also require increased average currents
reaching 2.2 mA for high write speeds, resulting in the Firmware Packet's Average Current to increase
from 1.71 mA to 1.85 mA and the Firmware Packet's Time to increase from 122.04 ms to 161.34 ms.
Comparison for an application of maximum size (52 firmware packets) with consideration of the timing and
average current changes for flash-based devices is shown in Table 13.
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Table 13. FRAM and Flash MSP430 Wireless Update

Comparison
Memory Technology Total Time (ms) Average Current
(mA)
FRAM 7073.66 1.70
Flash 8995.22 1.84

5.2 MSP430FR5739 Memory Organization
Memory organization for the Wireless Update project is primarily driven by the need to place the CBSL
outside of the device BSL memory (see Table 14). The MSP430FR5739 device uses ROM instead of
flash for this memory area, unlike MSP430x5xx/MSP430x6xx devices. The CBSL controls the reset vector
of the device to enable forced execution of the CBSL prior to main application execution if the S1 button is
held down. Main application memory space is placed adjacent to the CBSL, and RAM is shared between
main application firmware and Wireless Update firmware.
Table 14. Wireless Update MSP430FR5739 Memory Organization
Memory Region Start — End Address Size Owner
CBSL Reset Vector -
(FRAM) OXFFFF — OXFFFE 0x0002 = 2 bytes CBSL
Device Interrunt Main Application Firmware. This region can be written to
P OXFFFD — 0xFF80 0x007E = 126 bytes | by the WBSL. The main application uses this space for
Vectors (FRAM) h
program execution.
CBSL Firmware _
(FRAM) OxF7B6 — OXFF7F 0x07CA = 1994 bytes | CBSL
. C _ Main Application Firmware. This region can be written to
M?QW2$£|2%§§&) 0xC200 — OxF7A7 0X35At‘)8 ;513736 by the WBSL. The main application uses this space for
vt program execution.
CBSL, WBSL, Main Application. This region can be written
_ to by the CBSL. The WBSL firmware uses this space for
RAM Ox1FFF - 0x1C00 0x0400 = 1024 bytes program execution. Both the CBSL and main application
may use this space for general purpose memory.
Device Description
Information (TLV) 0x1A7F — 0x1A00 0x0080 = 128 bytes | Shared
(FRAM)
Information Memory _
(FRAM) 0x19FF — 0x1800 0x0200 = 512 bytes | Shared
Device BSL Memory | ,170F _ 0x1000 | 0x800 = 2048 bytes | Shared
(ROM)
Peripherals O0xOFFF — 0x0000 0x1000 = 4096 bytes | Shared
5.3 Firmware Memory Size

Due to the CBSL residing in FRAM, available code size for the main applications is reduced (see

Table 15). Use of the WBSL reduces the impact on FRAM size reduction by placing enhanced
functionality temporarily in RAM during a wireless update. Maximum available FRAM for the main
application is calculated by subtracting the area taken by the CBSL from the total FRAM area of the
device. The size of the CBSL and WBSL are measured using the optimizations that minimized FRAM area
code size (--opt_level=2, --opt_for_speed=0). Table 15 summarizes address ranges and sizes for the
CBSL, WBSL, and main application.

Table 15. Firmware Memory Sizes for Wireless Update

Firmware Start Address End Address Size
wBSsL® 0x1C00 Ox1E4F 0x0250 = 592 bytes
CBSL OxF7A8 OXFF7F 0x07D8 = 2008 bytes

@ Address range and size does not include RESET vector located at OxFFFE with size 0x0002 = 2 bytes.
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Table 15. Firmware Memory Sizes for Wireless Update (continued)
Firmware Start Address End Address Size
Main Application® 0xC200 OXF7A7 Ox2E3A = 13736 bytes

@ Address range and size includes RESET vector located at 0xF7CA and assumes that all available
space is used for the application.

5.4 Radio Timing
While the CC1101 is transmitting or receiving, a large amount of power is being consumed by the radio.
Embedded applications that need to conserve power should rarely perform wireless updates to avoid
excess power consumption. Timings were calculated using an oscilloscope and a GPIO signal on the
MSP-EXP430FR5739 Experimenter Board which indicated when certain stages of the wireless update
were operating (see Table 16).
Table 16. Radio Timing for Wireless Update
Wireless Update Stages Time (ms)
Radio configuration — Link with access point 5.20
Radio configuration — WBSL download complete 300
Radio configuration — First main application packet received 2600
Radio configuration — Main application® download complete 8500
@ An empty array was used to fill the entire main application memory space for maximum download time
calculation. Time varies based on main application size.
5.5 RF Parameters
Configuration of the CC1101 radio is done through a SPI interface which accesses registers on the
CC1101 device (see Table 17). Communication with the RF USB access point is enabled with the RF
parameters used by the WBSL. As mentioned in Chapter 3, the RF parameters need to be changed in
order to meet local RF regulatory restrictions for final end-products. Description of each value was found
using SmartRF Studio 7. More details can be found in the SmartRF Studio 7 Tutorial.
Table 17. CC RF Configuration for Wireless Update
CC RF Configuration Register Value
FSCTRL1 0x0C
FSCTRLO 0x00
SYNC1 0xD3
SYNCO 0x91
FREQ2 0x22
FREQ1 0xB1
FREQO 0x3B
CHANNR 0x14
WBSL_SETTING_PATABLE 0x8B
MDMCFG4 0x2D
MDMCFG3 0x3B
MDMCFG2 0x13
MDMCFG1 0x22
MDMCFGO OxF8
DEVIATN 0x62
FREND1 0xB6
FRENDO 0x10
MCSM2 0x07
MCSM1 0x3C
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Table 17. CC RF Configuration for Wireless

Update (continued)

CC RF Configuration Register Value
MCSMO 0x18
WOREVT1 0x87
WOREVTO 0x6B
WORCTL OxF8
FOCCFG 0x1D
BSCFG 0x1C
AGCCTRL2 0xC7
AGCCTRL1 0x00
AGCCTRLO 0xBO
FSCAL3 OxEA
FSCAL2 Ox2A
FSCAL1 0x00
FSCALO Ox1F
FSTEST 0x59
TEST2 0x88
TEST1 0x31
TESTO 0x09
PTEST OX7F
AGCTEST 0x88
FIFOTHR 0x07
IOCFG2 0x06
IOCFG1 0x1B
IOCFGO 0x09
PKTCTRL1 0x05
PKTCTRLO 0x45
ADDR OxXAD
PKTLEN OxFF

6 References

1. MSP430x5xx and MSP430x6xx Family User's Guide (SLAU208)
2. MSP430FR573x Mixed-Signal Microcontrollers (SLAS639)
3. MSP430FR572x Mixed-Signal Microcontrollers (SLASE35)
4. CC1101 Low-Power Sub-1 GHz RF Transceiver (SWRS061)
5. eZ430-Chronos Development Tool User's Guide (SLAU292)
6. MSP-EXP430FR5739 FRAM Experimenter Board User's Guide (SLAU343)
SLAA511A—-January 2012—Revised March 2015 Over-the-Air (OTA) Update With the MSP430FR57xx 39

Submit Documentation Feedback

Copyright © 2012-2015, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/lit/pdf/SLAU208
http://www.ti.com/lit/pdf/SLAS639
http://www.ti.com/lit/pdf/SLASE35
http://www.ti.com/lit/pdf/SWRS061
http://www.ti.com/lit/pdf/SLAU292
http://www.ti.com/lit/pdf/SLAU343
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAA511A

13 TEXAS

INSTRUMENTS

Revision History www.ti.com
Revision History

Changes from Original (January 2012) to A Revision Page
L @4 F= g o T= o I 114 L= 0 0 o Tt T o 1
¢ Added "Over-the-air (OTA) updates..." to first SentenCe iN aDSIFACE.......ueii i e aee s 1
NOTE: Page numbers for previous revisions may differ from page numbers in the current version.
40 Revision History SLAA511A-January 2012—Revised March 2015

Submit Documentation Feedback
Copyright © 2012-2015, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAA511A

IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, enhancements, improvements and other
changes to its semiconductor products and services per JESD46, latest issue, and to discontinue any product or service per JESDA48, latest
issue. Buyers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All semiconductor products (also referred to herein as “components”) are sold subject to TI's terms and conditions of sale
supplied at the time of order acknowledgment.

TI warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI's terms
and conditions of sale of semiconductor products. Testing and other quality control techniques are used to the extent Tl deems necessary
to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not necessarily
performed.

Tl assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI components or services are used. Information
published by TI regarding third-party products or services does not constitute a license to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual property of the
third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of significant portions of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration
and is accompanied by all associated warranties, conditions, limitations, and notices. Tl is not responsible or liable for such altered
documentation. Information of third parties may be subject to additional restrictions.

Resale of TI components or services with statements different from or beyond the parameters stated by TI for that component or service
voids all express and any implied warranties for the associated TI component or service and is an unfair and deceptive business practice.
Tl is not responsible or liable for any such statements.

Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of TI components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards which
anticipate dangerous consequences of failures, monitor failures and their consequences, lessen the likelihood of failures that might cause
harm and take appropriate remedial actions. Buyer will fully indemnify Tl and its representatives against any damages arising out of the use
of any Tl components in safety-critical applications.

In some cases, TI components may be promoted specifically to facilitate safety-related applications. With such components, TI's goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.

No Tl components are authorized for use in FDA Class Ill (or similar life-critical medical equipment) unless authorized officers of the parties
have executed a special agreement specifically governing such use.

Only those Tl components which Tl has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components
which have not been so designated is solely at the Buyer's risk, and that Buyer is solely responsible for compliance with all legal and
regulatory requirements in connection with such use.

TI has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, Tl will not be responsible for any failure to meet ISO/TS16949.

Products Applications
Audio www.ti.com/audio Automotive and Transportation www.ti.com/automotive
Amplifiers amplifier.ti.com Communications and Telecom  www.ti.com/communications

Data Converters
DLP® Products

DSP

Clocks and Timers
Interface

Logic

Power Mgmt
Microcontrollers
RFID

OMAP Applications Processors
Wireless Connectivity

dataconverter.ti.com

www.dlp.com

dsp.ti.com
www.ti.com/clocks

interface.ti.com

logic.ti.com

power.ti.com
microcontroller.ti.com

www.ti-rfid.com
www.ti.com/omap

Computers and Peripherals
Consumer Electronics
Energy and Lighting
Industrial

Medical

Security

Space, Avionics and Defense
Video and Imaging

Tl E2E Community

www.ti.com/wirelessconnectivity

www.ti.com/computers

www.ti.com/consumer-apps

www.ti.com/energy
www.ti.com/industrial

www.ti.com/medical

www.ti.com/security
www.ti.com/space-avionics-defense

www.ti.com/video

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2015, Texas Instruments Incorporated


http://www.ti.com/audio
http://www.ti.com/automotive
http://amplifier.ti.com
http://www.ti.com/communications
http://dataconverter.ti.com
http://www.ti.com/computers
http://www.dlp.com
http://www.ti.com/consumer-apps
http://dsp.ti.com
http://www.ti.com/energy
http://www.ti.com/clocks
http://www.ti.com/industrial
http://interface.ti.com
http://www.ti.com/medical
http://logic.ti.com
http://www.ti.com/security
http://power.ti.com
http://www.ti.com/space-avionics-defense
http://microcontroller.ti.com
http://www.ti.com/video
http://www.ti-rfid.com
http://www.ti.com/omap
http://e2e.ti.com
http://www.ti.com/wirelessconnectivity

	Over-the-Air (OTA) Update With the MSP430FR57xx
	1 Introduction
	1.1 MSP430™ Bootstrap Loader (BSL)
	1.2 SimpliciTI™ Network Protocol
	1.3 Wireless Update

	2 Getting Started
	2.1 Hardware Requirements
	2.2 How to Use the Wireless Update
	2.2.1 Install Demo Application, Drivers, and Firmware
	2.2.2 Running the Wireless Update


	3 Wireless Update
	3.1 Components of the Wireless Update Process
	3.2 Wireless Update Procedure
	3.2.1 Detailed Description of the Wireless Update Program Flow

	3.3 Wireless Update Firmware
	3.3.1 Code Composer Studio™ v5.1
	3.3.2 IAR Embedded Workbench® for MSP430™ 5.30

	3.4 Wireless Update GUI

	4 Wireless Update Enabled Firmware Development
	4.1 Main Application Development
	4.1.1 Using Code Composer Studio™ v5
	4.1.2 Using IAR Embedded Workbench® for MSP430 5.30

	4.2 Wireless Update BSL Development
	4.2.1 Linker Command/Configuration File
	4.2.2 CCS v5.1 Post-Build Steps
	4.2.3 IAR EW for MSP430 5.30 Linker Configuration


	5 Wireless Update Benchmarks
	5.1 Wireless Update Power Consumption
	5.1.1 Test Apparatus
	5.1.2 Test Procedure
	5.1.3 Test Calculations
	5.1.3.1 Link Event With Access Point
	5.1.3.2 WBSL Transmission
	5.1.3.3 Firmware Packet Transmission
	5.1.3.4 Reset and Interrupt Vector Packet Transmission

	5.1.4 Wireless Update Results and Comparisons

	5.2 MSP430FR5739 Memory Organization
	5.3 Firmware Memory Size
	5.4 Radio Timing
	5.5 RF Parameters

	6 References

	Revision History
	Important Notice

