Application Brief
ESD Protection for GPIO Pins

i3 TEXAS INSTRUMENTS

McKenzie Eaker

Introduction

General purpose input/output, more commonly known as GPIO, is a digital signal pin that can either be
configured as an input or output on an integrated circuit. GPIO is a standard interface for a microcontroller

to communicate. If GPIO pins are exposed to the outside world, then there is a risk of an electrostatic discharge
(ESD) event. The addition of an ESD protection diode is recommended to protect the system against harmful
transients. To verify the system is protected properly from any damaging ESD strikes, the characteristics of the
GPIO interface must be considered for correct ESD diode selection.

Overview

GPIO pins are common across various systems and applications, and can be used to read values from sensors,
control LEDs, and read the state of switches. GPIOs have a low voltage of 3.3 or 5V and require a low voltage
ESD protection diode. Depending on the number of GPIO pins that must be protected in the system, a single or
multichannel diode can be used.

Causes of ESD

There are many sources of ESD including sliding a plastic container across carpet or removing shrink film from
a PCB. This charge can build up and eventually discharge on an exposed connector that is present, including
a GPIO header or human interface port. When a connector is in contact with the outside world, the system

is at risk of a high voltage strike. This ESD strike or transient event can cause damage to the downstream
components in the system.

Figure 1. GPIO ESD Event
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ESD Protection Requirements

To protect GPIOs, follow the list of parameters:

Working Voltage

— The reverse working voltage (Vrwnm) Of the protection diode must be greater than or equal to the operating
voltage of the system that is protected. For GPIO pins, the typical operating voltage range is between 3.3V
and 5V. This translates to a working voltage of greater than or equal to 3.3V to 5V.

Polarity

— A unidirectional or bidirectional diode can be used to protect the system. Unidirectional diodes are
recommended when there is only a positive voltage on the line. Unidirectional diodes also clamp at a
lower voltage for negative ESD strikes which is an advantage when the application has a low tolerance
to negative voltage strikes. Bidirectional diodes are recommended when there can be either positive or
negative voltages.

Clamping Voltage

— The clamping voltage is dependent on the nearest downstream circuitry and is recommended to be less
than the absolute maximum voltage of the device pins. In this case, the downstream circuitry is most likely
a microcontroller which has the absolute maximum voltage specified in the data sheet.

Capacitance

— Since the frequencies can vary depending on the microcontroller or device with the GPIO pins, the
capacitance can also have a range. A general rule is speeds up to 10Mbps require a capacitance less
than 20pF and speeds that reach up to 500Mbps require a capacitance less than 4pF.

IEC 61000-4-2 Rating

— Real-world ESD strikes are defined by the IEC 61000-4-2 testing standard. This standard consists of two
measurements: contact and air-gap discharge. The higher the contact and air-gap rating, the higher the
voltage a device can withstand. For GPIO pins, a minimum IEC 61000-4-2 rating of 8kV for contact and
15kV for air-gap is recommended.

Table 1 lists device that support these specifications.
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Selecting an ESD Diode for GPIO Applications

The first step in selecting an ESD diode is the system requirements. For this example, the system is a 3.6V
microcontroller with an absolute maximum voltage of 6V, only positive voltages, and eight GPIO pins that
require protection. Based on the system requirements, the working voltage of the diode can be 3.6V. Since only
positive voltages are seen on the line, a unidirectional diode is recommended. An absolute maximum voltage
of 6V causes the diode to have a clamping voltage less than six. With eight GPIO pins needing protection,

a multichannel device is recommended but eight single channel devices can also meet the requirements. An
example is shown below using ESDS304 as the protection diode that meets the above requirements.
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Figure 2. GPIO Application

ESDS304 was selected for protection because the device met the system requirements. When selecting an
ESD diode for GPIO or any application, considering the system requirements is required to properly protect the
circuitry.

Summary

GPIO pins require ESD protection to survive real-world ESD strikes. Selecting the correct protection diode is
crucial in maintaining system functionality and coverage in the event of a high voltage transient. Table 1 lists
device recommendations for protecting GPIO pins, and more devices can be found here.

Table 1. Device Recommendations

. IEC 61000-4-2 (kV) . .
Device Vrwm (V) (Contact/Air-gap) Channel Count Polarity Package Size (mm)
ESD351 3.6 30/30 1 Unidirectional DFN1006 (1.00 x 0.60)
ESDS304 3.6 30/30 4 Unidirectional SOT-23 (2.90 x 2.80)
TPD8E003 5.5 12/15 8 Unidirectional WSON(1.60 x 1.35)
References

» Texas Instruments, System-Level ESD Protection Guide, marketing selection guide.
» Texas Instruments, Reading and Understanding an ESD Protection Data Sheet, user's guide.
» Texas Instruments, ESD Packaging and Layout Guide, application note.

SLVAFQ4 - JANUARY 2024 ESD Protection for GPIO Pins
Submit Document Feedback
Copyright © 2024 Texas Instruments Incorporated

3


https://www.ti.com/interface/circuit-protection/esd-surge-protection-ics/products.html
https://www.ti.com/lit/pdf/sszb130
https://www.ti.com/lit/pdf/slla305
https://www.ti.com/lit/pdf/slvaex9
https://www.ti.com
https://www.ti.com/lit/pdf/SLVAFQ4
https://www.ti.com/feedbackform/techdocfeedback?litnum=SLVAFQ4&partnum=

IMPORTANT NOTICE AND DISCLAIMER

TI PROVIDES TECHNICAL AND RELIABILITY DATA (INCLUDING DATA SHEETS), DESIGN RESOURCES (INCLUDING REFERENCE
DESIGNS), APPLICATION OR OTHER DESIGN ADVICE, WEB TOOLS, SAFETY INFORMATION, AND OTHER RESOURCES “AS IS”
AND WITH ALL FAULTS, AND DISCLAIMS ALL WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT OF THIRD
PARTY INTELLECTUAL PROPERTY RIGHTS.

These resources are intended for skilled developers designing with Tl products. You are solely responsible for (1) selecting the appropriate
TI products for your application, (2) designing, validating and testing your application, and (3) ensuring your application meets applicable
standards, and any other safety, security, regulatory or other requirements.

These resources are subject to change without notice. Tl grants you permission to use these resources only for development of an
application that uses the Tl products described in the resource. Other reproduction and display of these resources is prohibited. No license
is granted to any other Tl intellectual property right or to any third party intellectual property right. Tl disclaims responsibility for, and you
will fully indemnify Tl and its representatives against, any claims, damages, costs, losses, and liabilities arising out of your use of these
resources.

TI's products are provided subject to TI's Terms of Sale or other applicable terms available either on ti.com or provided in conjunction with
such Tl products. TI's provision of these resources does not expand or otherwise alter TI's applicable warranties or warranty disclaimers for
TI products.

Tl objects to and rejects any additional or different terms you may have proposed.

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
Copyright © 2024, Texas Instruments Incorporated


https://www.ti.com/legal/terms-conditions/terms-of-sale.html
https://www.ti.com

