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Sitara AM6X7—FFIF v DR
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M ELTOWES, MBI TIE2MBOF Y Fv 7 S5 L
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2x Arm®

2x Arm®

Cortex®-A53 Cortex®-A53

Memory Subsystem

AM654x /| AM652x

Industrial
Subsystem

Display Subsystem

Navigator Subsystem

System Services Video Input

Security Accelerators

MCU Island

2x Arm®

- - - Cortex®-R5F
[~a J[uowa][Proxy ] |, oon
(With optional Lockstep)|

[orec] [wosT] [Soes| ([cre [ wr J wia ]

ADVANCE INFORMATION

2x Single/1x Dual Lane

@
2x OSPI 3x MCSPI ™ Geni
or 1x OSPI +
1x Hyperbus 2x ADC 1x USB 2.0 DRD

| sxizc [ axuaRT 1x USB 3.1 DRD ©
1x 12C © 1x UART ©
10/100/1000 Ethernet

intro_001

2x MMC/SD

Copyright © 2018, Texas Instruments Incorporated

(1) This interface is located on the MCU Island but is available for the full system to access.
(2) One port is internally connected only; not connected to any pins.
(3) SGMII, USB3.1 and PCle share a total of two SerDes lanes.
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<N FaATIEFAE) - 22 ba—F (MSMC) 1, OCRAM
£32€8 Y NDDRAMBAEY - £ ¥ =724 X (EMIF) Oifj
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DDR4 (LPDDR4) & ##iT&, ECCHHR—-FLE T

AM6 I SN~ A7uay =T - T T AT A
(MCUSS) I2XY, SoOCOMEY VY —2ADE 545 54ET)
LA FEIZ 7 ) £, MCUSSI. % K400MHz CEjfE S
LHArm7T a7V - AT ROFE, AT TED64KBEREA AE
), a7 RMTHA SN 5H512KB OCRAM TR S E ¥,
MCUSSIZIZAE) - v o X ENZMBED R 72TV H
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WG TAB3a7IC T A2 b TEE 4, MCUSSIE. &
PG LTCDDRIZHT 7 ATEE T,

Ptk osfibid, AM6x i atOHLLER T4 IRHIALEESE
FlA5 2 A7 4 (ICSS) 233MH B ) . Z 21Ul K250MHz
TEETA7ur <70V - YT VFA L 2=y (PRU)
PUEEENET, PRUIL, Frvrab 4771 b
2w/ 4ty bar¥a—2% (Reduced Instruction
Set Computer : RISC) 27 THY, EMED T 7)) -
A7 WALHE ST R T3, PRU_ICSSG IZ1ZZ €M RGMIT
(Reduced Gigabit Media Independent Interface) N\ — &
DA—=F Ay k- B=b0220Mfib Y, HARKTFTEY b
JETHAL -y T47 - Ay b7 —F 7 (Time-Sensitive
Networking : TSN) O L L EER A A v FEEL, Fh
U o H A =44y b+ 70 b3l (PROFINET® .
EtherCAT® . EtherNet/IP™7%4Y%#) % K- FLE T,
EHIZRGMI A KR =54 —HFv - ATHT - Tok
A-aryiua—7 (MAC) BN F 7, 3 XTEHLET 12D
AM6x CHFHI7TIED A —Ff b - K= FEH RN TEET,

AM6x TIZZ DMIZH N LDD DR A 7T a > 2 FHT
&F 9, 3L PCI Express (PCle) 2> ha—J1d, 1)
TIAY/ 7)) T F4Y (SerDes) L —» T &2 AKSGT/
sOBMBEALYFR— L, V—F -T2 T Ly IRAEEIT IR
RAVIELTHETEET T, AM6xIZIEHHHE O Quality-of-
Service (QoS) i EAR— 3B V) | FFE DT ¥ > F )V 7 —
12835 0CRAMANDIKRL AT 77 A2 B 5 LE
Fo SerDes L —> %22z 72 PCle 3> hO—F H3220H 1),
2X1FE72131x2TH 3 bu—F /SerDes fi B 23 1] 5E T 9%
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FD (Controller Area Network with Flexible Data Rate) .
<) F - F ¥ 4V SPI, UART (Universal Asynchronous
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W7 73) P67 T7 ) - AT REFR=ZADODMCUT 7/
OY A AAENTWE T, TIO Hercules MCU i, IEC
61508% 4 # AL~V SIL IR 5 &9 I5FA - fEE%
ZFTCVE T, R ATEICHIS L7z AM6x 7731 AT,
R5F % 7a7)V - a7 - E—RFTIAHLAvy I A7 v 7 £—
FCEIET 2 L)% e TEF 3. MUSSIZNEHOSPIA » 4 —
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B> TR DD DDH D) £,
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EtherCAT D& F S F e MBI SN TE
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L TWEH

WTTNEIALTEE R T — 8 2Rk $ 572012 L
&9 7 ¥ H A 520054F |2 Ethernet Audio-Video Bridging
O FAAZIEDF L7z O AN 58021 AVBHIIE
DEEN, BIZIA L Ly T4 T Ry 8T —F 27 (TSN)
ELFRHBEFEINT L2 TSNOFFED % {»5, IEEE
802.1Q-2018FEH#e A — 4 vy MIFRIZE TN TV E T,

e
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: IHRTLR- N5Tqus Dix{EEER
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IEEE 802.10ch BADUw s - Fa— A VIEER | DL TERLET. 512V IOHENEE L WDLAF Y DERZEECH
VIBAIC. TSN EFIFT BESE AR
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SRELET
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I ] B 10469 20l L 3 FGEA L oh s L 72 TIOR3 B B¢
i ASPRU-ICSS T9, Zaid AM335x. AM437x, AMb57x
% £ D Sitara7 /N A AWK S T £ 9, PRU-ICSS
. AT ey I ARG EFRTA - Ay P BID
PUTN - T 4=V R - NS R LT PROFIBUS,
PROFINET., EtherCAT. EtherNet/IP, SERCOS III® .
PowerLink™ &k wWo7z7 0 b aizxbin L4, BATHAD
PRU-ICSSTIZ. 100Mbps® ) 7IVZ A L+ A —HFw b - F—
Y« AN =Ty FEWREIZT AT, #/h3L25vA 7 ufp
TOEHETTAIINVDFA TN - AL FEBILE T,

FEEM Ay NI — 2% TSNIZH# L S8 5720, THIEEFD
ICSS7T—F727F%IZPRUET /LT L—FZBINTAHIE
TTy 77 L—=F&EN), V@I TRAr—7 7)WLy
)a—33rTdhAPRU_ICSSGEAEAHLFE L. PRU_
ICSSG OFEIClid, HAEDPRU-ICSS 7784 A2 TII5E

(256-bits)

HEINTVLEEHA—Y AV - 7ObaVDOY T T T
RHERZIBE L 2 THVWEIIZE>TnE T, ko
PRU_ICSSG i AM6x 7 It v |2 &4, 1Gbps D A
=Ty R, ML TIVIALEERA—Y 2o -7
OraVoFA7N - 465 FEBLET, =2 IVIGHzD
VT IVE A LTHEED PRUMBRES), — 7% A —H 4
MLEES 271G HN— R 727 - 77T —%, BX
OILR SN2 @ IS A €Y OMAE HLEIZLD, PRU_
ICSSGIEA > # A M) — 40 TOMIEIZ BB REI LT
S

E2i%, PRU_ICSSGO 71y 7 [X T ¥, AM6x7T /N A A
DPRU_ICSSGIZIEA Y A% Y A3D0H Y, ZDFTIC
RGMII Mz 5T WE T, 12D A X A5 > A12iE, AM6x
SerDes |2 X > TH %) & 7 %5 SGMII (Serial Gigabit Media
Independent Interfaces) 25225 ) 9,

[Er=]
RTU_PRU1_IRAM
[ ] ®

AVBUSP2P

F— e — = - = = = — — — L
SLICE O

|

‘ -

i --m

RTU_PRUO
| (Auxiliary PRUO Core) 0“
-]

| RTU_PRUO_IRAM K
() ~E

I

Task
Manager

BS RAM
2

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
D 20 x EGPI/O
e
|
|
|
|
|
|
|
|
|
|
|
|

@2-bits) ’ 4
‘—l—mm ——— 32-bit Intornal CBASS Interconnect P——
I 128-bit XFR2VBUS XFRVBUS 128-bit
1PC SPAD ZRXZ SPINLOCK 2RX2TX 1PC SPAD |
| Memory 64 flags Memory
| 17 i (Shared by Slices) ‘—r |
BS RAM { BS RAM
- -
— ag— | | - | r
| PRUO PRU Scratch-Pad Memory (SPAD) onut = 20 KEGPUO
| (BIDERLE) [ Bank 0 Bank 1 Bank 2 Bank 3 | I -~ (Core CPUT) |
S0 mode PRUC_IRAM -—EEZE 30x32-bit  30x32-bit  30x32-bit  30x32-bit | sumzz B oAU A o SD mode |
(128) = registers registers  registers registers | - o) Delta
Peripheral IF mode - - g Peripheral IF mode |
Peripheral Manager | anager Peripheral [N N
VF RTU_PRU Scralch-Pad Memory (SPAD) VE |
| Bank 0 Bank 1 I I
A—E BSWAP BSWAP _
1o NAVSS PS-L - 30x32-bit  30x32-bit | - I to NAVSS PSI-L | ‘
I 128-bit registers registers 128-bit |
Wi_G_RTT WI_G_AT2
| MIVRGMISGMII | MIVRGMISGMI | |
‘ Bank 0 Bank1 ‘ |
| 8B 86 | | |
L
\ ! ‘ !
Filter Data
| Base Control | | |
L — — — — — } — — — — — —u__ . . R =0 = e e .| |
|
S —_— T N J
RGMI RGMI2

}

Task
Manager [aiad

I
I
I
RTU_PRU1
EEIE <> iany vt o) |
|
|
I
I
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Arm Cortex-A53 Cluster(s)
with TrustZone

Secure Memory
(TEE/Apps)

Non-Sec Memory
(0S/Apps)

___________________

Debug, Test and
DFT Control

-
Keys, o
PC | i
Power G Watchdog Security Control
Management Secure ROM  Secure Internal Memory

]
d
(Auth, IPC ...,)  (Secure Service BIOS)
B

(Device Management &
Security Controller)

COC OO I IO JC OCIC IC IO IC IOC I
| | S G— | S S ] G S S | —] -

B3 : AM6x 70t v HICHE S 117z DMSC DR

ESLlcefals s

IHFETIZHNZEH 12, DMSCIE AM6x Dt % 21 71
ZEREMRLET, BSIIRTLHIZ. DMSClE~LvFa7
AM6x SoCTINA A - 77 VIR REESTTHY, TN
AAEH, T—b =T A, BEEE, X)) 710%E
AL LCBEX T T, 2 ) T4 WVREHE (F— BRET—
) 1Z 9 NTDMSC THEFEIZRFES L, WBSNL)AY
RS LET, DMSClE, £Xa7 %)V —AN Tl
LTHRBET A 2 ERRFEL . TNNAADH A5 THF )
TA Ny I HPHEL TS SoOCEEDRBIZOL L RNED
IZLE$e THEDMSC 77 =AY 27 DY F 27 %0 %t
HLANAF)TOAFHAEINDLHIZLES, AM6x7—F
T FviENE, SoCDY YV —Z(AEY, RYTLF), T
BE) TRTNOFT 7 AHIE W FEIST 5, JEET 74
TIF—I - T—=F T F ¥ xR —-—MLEF, DMSCiZ. V)
V=ANDT7A T I 5=\ - T Aek LS/ TS
FReA SR L £ 9, DMSCD) Vv —RI2Id, EFTENLT T
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Security Firewall

- = Secure Service Requests
— - = Secure Crypto Requests
- — % Non-Sec Crypto Requests

Arm Cortex-R5F
MCU

Secure
Memory
(BIOS)

Secure
Memory

Crypto HW Accelerator with
Smart Context Control
(AES, DES, SHA/MDS, PKA, TRNG)

-
Peripheral Access Control
for Each IP [Ex. UART, SPI ...)

Vir—ay - TArsh - A —Tx A A @B LTCT7EA
T&E9,

AM6x DR ALY 7V AT L0 T OB SO EAFIZR
EIEIIT YT TV = NENF L7z TA) 7 E LR
e (National Institute of Standards and Technology :
NIST) ®ECDSA (Elliptic Curve Digital Signature
Algorithm) & DRBG (g s ELE L ER) 2N —F 727 T
HR—FL. EHIZAES (Advanced Encryption Standard).
3DES (Triple Data Encryption Algorithm). SHA-13 £
1"-2 (Secure Hash Algorithm-18 £ 08-2) . MD5 (Message
Digest 5) b R—rLFE T,

AM6x DIEIRFIENZ LD, wFa) 7o 2 E#k LT Ny 7
P2 E T, BlZIE, SoCld, ABERASTT Ny ZF 2Tz
BotF¥aT hibnray 7 3$HEET ML £9, DMSC
DT EF YL Y/ LARY A - 7R bV, TNv T
WA —7 ICLET

2018



IEC 61508 IEC 61508 THd Sz B0, TITIXEMENF., X

(General safety for industrial) b, MiEEZ @ LT MOLISRRRES NN — 2T B LY
PFH (Probability of Failure per Hour) 3 o .
Safety integrity Average frequency of a dqngerous failure of the ZANEYS %%7 SR 7S L:TIEOT vy ?f To TI2A® T%ﬁtj—é 7
o e MY AV TIAT YA S =V BEO A TR
4 > 1010 <10% Ay M. R BEEANOICETELE T, T84
> 10 to <107 LREEIZOWTIE, THIREE R AM6x FMEDA (FsisE
210710 <10° E-FREBIUBEON) Y-V xitfiL, Zhckh 7
> 10°10 <10 PN ARG E BT & — I L 5 A O R &
NE 72 SN — - °
SFF (Safe Failure Fraction) HoEIZLET, [AMex ZatE~=a7 V]2, AM6x 71
Table 3 — Maximum allowable safety integrity level for safety v “H"C*U)ﬂﬂﬁ?&/ N— ]\ 7. VT }\ LT, IN— ]\ lyESe
function carried out by a type B safety-related element or subsystem
, /TN T OMAEHEOBRINIOWTEEMEZTZ LT
Safety failure Hardware fault tolerance
fragtion of T3 WfRIZ, SafeT1/ Sy r— D3R E&MESITL R— & ig
an element 0 1 2
<60% Not allowed SILT SIL2 HLFET, TOLAR—MIE, SEooC (Safety Element out of
60% — <90% SIL1 SIL2 SIL3 COHteXt) ELTOH— /=74 ?ﬂzﬁﬂl £ 5 AM6X TN A
90% — <99% SIL2 SIL3 SiL4 DFEFETF <) —T9,
>99% S| S S| N o 2
— — L L AM6x SoC 4, EEEARAL7: (mixed-criticality) #AE
B4 Haex 245 ZAEMRABCT THESNELL THEAAT47 T
SIL 3%%—7"v MZIMCUSS % #5195, #4747 T
EEe RSN S EEE R D) ORIk EE SIL 2% % ="y MIAA ¥ SoC FAAL »&FFILE LT 2

2D, BWREL &MY AT LADRFHE I VR - VAT A
TSIL 3LV EY =7y b5 285 TEEF, Hercules
DOFEfE% 4 MCU TO TIOREER% MCUSSIZIEH$75 2
LT BBIZRTEBY., H727 b SoCDIMERIZ MCU 2377
HETEHRDEIIT, SoCOTPIZ [Z 2% E (safe island) | %
EV L FE L7z

AM6x 7 —F 77 F ¥ id, e ML EHT M EHKE
EHWTHESNE L7, B4l AM6x 7 1t v 23iib
NDYATLATHIEL 2 HIEC 615080 BEZ & HME L X
NVaeRLET, EERAGET 75— ar it &EHEE
AM6x # [>T & CSIL 3L NVD VAT LR #EICEE
Fo TITIE. AM6x 70t v & HAAL T AT LTHEFER
YR 72D KD IRFE B 2S5, SafeTI™ KR!
N r—URHELTCWET, B5IZ, SafeTI#E Sy r—o
OMELERLET,

Functional Safety

SafeTI™
Design Packages
for Functional Safety

Risk Reduction SafeTl Design Package contents:

¢ Functional Safety Manual

!
I
I
I
I
I
I
I
I
I
I
I
i
N .
Safety Life Cycle SIL-1/2/3 ! (ti.com)
1 Pt
' -~
Development Process Systematic Failures 1 ® External assessment
\ certificate for SIL
Safety Plan Software , level as Element Out
. of Context (ti.com)
-
I
1 .
Config Management Random Failures : ° _SafetY_ AnaIyS|s Report
! including customizable
Change Management ' FMEDA
|
I
Architectural Metri .
SISIEUEE  « Compliance Support
Failure Rate : Package
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