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Generate and send

MAC Command 0x0036 GaugeAuthPubKey( ) R: S/U/F, W: U/F

challenge to gauge: Block write to program the product public key and read back the
Authenticate() programming status and public keys (32 bytes)
SBS Ox2F

Block Write: Product Public Key (Little Endian)
Block Read: Key Status (byte), Compressed public key (30 bytes, LSB first)

ECC Timer (100ms)
Expires?

NO

SBS Command 0x2F Authenticate() s/U/F
Block write to send ECC Challenge to Gauge (30 bytes)
Block read ECC response from Gauge rthens.

Reaif;‘;i;?:;f’;nse Block Write: ECC Challenge (Little Endian)
SBS Ox2F Block Read: 32 bytes Response, second consecutive read 32 bytes
¢ Signature (Little Endian)
* Command availability
Calculate verification data under the following
Security Modes:
S: Seal Mode

U: Unseal Mode
F: Full Access Mode

Does ECC Validation
Pass?

Display FAIL End
(ECC Validation failure)

Display PASS »C End )
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Gauge Host
ProdKpvt, ProdKpub ProdKpvt, ProdKpub

Host signs the challenge with
ProdKpub to crate rand s

Gauge verify the signature with
ProdKpvt, ProdKpub

Gauge Unseal Executed
Gauge FULL_ACCESS Executed

K 5-1. RAFEREDHE

TV T —F v — M 5-2 ITRESIVTCVET,

8 Tl A\ FI— BRI 7~ D F RN 51 S 58 A RERE D FE 4 JAJAB9E — MAY 2025
BHH T8 74— (DS BR O 2Pb) #2405
English Document: SLUAAWO
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com/jp
https://www.ti.com/jp/lit/pdf/JAJA896
https://www.ti.com/feedbackform/techdocfeedback?litnum=JAJA896&partnum=
https://www.ti.com/lit/pdf/SLUAAW0

13 TEXAS
INSTRUMENTS
www.ti.com/ja-jp

BQ41250 #5773V DR NG AE 7 72—
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Host Reads ECC_MAC()
(MAC 0x003a)

Calculate Response with
ECC Private key on the
host and Public Key from
Gauge.

Send Response to Gauge:
ECC_R() or ECC_R() and
ECC_S()

(MAC 0x003c, 0x003d)

auge Validation
Timer (100ms)
Expires?

NO

YES

Host Passed
Authentication?

YES

USEALED or FULL_ACCESS
Executed

SBS MAC Command 0x003a ECC_MAC() s/u/F
Block read ECC Challenge from Gauge (8 bytes)

Block Read: ECC Challenge (Little Endian)

SBS MAC Command 0x003c ECC_R() s/u/F
Block write Authentication r or r & s (30 or 60 bytes)

Block Write: ECC Authentication r or r and s data (Little Endian)

SBS MAC Command 0x003d ECC_S() s/u/F
Block write Authentication s (30 bytes)

Block Write: ECC Authentication s data (Little Endian)

* Command availability
under the following
Security Modes:
S: Seal Mode
U: Unseal Mode
F: Full Access Mode

End
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BQSTUDIO &, BQ41250 LDIEFIMH TED, THTFH A AL AV AN ) M5V — 1T, ZORFaA
NCRLB 27837 = —"CliL, Advanced Comm SMB %7 pMER S ET, ¥ 6-1 1%, RF 2 A MIFLHS TV D &
Ra—P— A BT a DUV O EHIALET,

File View Window Help

-

& DashBoard Fn,

bqStudio Version: 1.3.127

EV2400
Version: 0.32

bg41250
alae 108
Addr. 0x17
21.2degC

¢
>
g

-2000 2000
1438 4

{3 Registers 78 Data Memory & Commands .L'Jl Calibration 23)3 SHA Authentication @Advan:ed&mmsms

@ Registers | & Advanced Comm SMB 53

Advanced Comm SMB

Advanced Comm

Config

Target Address

(Hex) (Dec)

Word Read/Write
Command Word Type

Send Cmd | [0] [o] Hex v

(Hex) (Dec)

ReadWord| [0] [0] o«

(Hex) (Dec)

wiiteWord | [0 | [0] o

(Hex) (Dec)

Chemistry

|, Programming !, GPCPackager m Watch DnaGraph iosnms

Block Read/Write

Read Block | [ 44] [63]

(Hex) (Dec)

Block
54,0000 69 0000
0x

Tpe

Hex

Returned data.
Note the Endianness of the block

ManufacturerBlockAccess( )
0x44

Write Block 300

(Hex) (Deq)

asail[T7]

Transaction Log

Command specified in flow chart.
Note the Endianness of the block
Example: Command ‘0x003f’ is written as ‘3F 00’

TimeStamp Torget Ad... Operation  Command  Length

Data (Hex-Value)

Status A

B 6-1. BQSTUDIO Advanced Comm SMB %7
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8SEEH

o KCDSA ¥ AT 7 g—ATF— I, FE[EDFFH ZN—R T 28 EH T /T XA

o CKEESAZUEMTHFICAT. FIPS 186-5 7> 5 /LE4 12 (DSS)

o CKEESAZUERMTHFZCAT. FIPS 180-4 =7 w2 =2 ##% (HSS)

o [EBEIEL RS, (ISO)ISO/IEC 14888-3:2018 IT EF =7 i — 7% /&4

o TEXVRALVARYIVALY  BQSTUDIO N7l 2 KX ZZ A TR 22 T

o TXVRAARYNAY BQE0Z50 1~ 4 LA DEINF DAL G N7 N 2 K= | Ny T Ve s

o TXYVRARYNASY BQE1Z50 2 ~ 4 [FDESN T DAL, EEICHASI N T V& 7T o5

£ 8-1. PILTYX LY —EAE

TNFYR D

&

ECDH

#peer_kpub [ 32 AT
#self_kpri 1% 32 /XA~ TT
#secret |3 30 NATT

secret = ecdh(peer_kpub, self_Kpvt)

PBKDF2HMAC

#Openssi 750 Python =—RF D471
#Salt 1%, 7=V bai A HNLEETT
#E XL, AES-128 DAL 16 /SARTT
(T —Taii 128 TF
#X—1X AES-128 X+ —T7°

from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC
kdf = PBKDF2HMAC(

aglorithm = hashes.SHA256( ),

length = 16,

salt=bytes(salt),

iterations = 128,

backed=backend

)
aeskey = bytearray(kdf.derive(bytes(secret)))

AES

#iv (37— Vb HE ARG ET
s 5{bE37= ProdKpvt CProdKpve 1% 32 /SA G

from Crypto.Cipher import AES
cipher = AES.new(aeskey, AES.MODE_CTR, nonce=bytes(iv[0:8]),
initial_value=bytes(iv[8:16]))

CProdkpvt = cipher.encrypt(Prodkpvt)

ECC

ECC-233
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