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2.1 LE Legacy ECX}5 LE Secure Connections ECXf

MHTE SR R T BEAAE PR LIS 42 LE Legacy FLXHENTE_(Bluetooth Core
Specification) v4.0 5| NI 22425, @ IGE %4 (Short Term Key, STK) A=Al 2l £
PEfRP; 1M LE Secure Connections fEN7E {Bluetooth Core Specification) v4.2 H15| NHI 4T &
s TR St A I it 28 0 2% 5092 (ECDHD , R AP Rk A2 Fe At s s fe I N e 0, Anik
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https://www.bluetooth.com/specifications/specs/core-specification-4-0/
https://www.bluetooth.com/specifications/specs/core-specification-4-0/
https://www.bluetooth.com/specifications/specs/core-specification-4-2/
https://dev.ti.com/tirex/explore/content/simplelink_cc13xx_cc26xx_sdk_8_30_01_01/docs/ble5stack/ble_user_guide/html/ble-stack-5.x/gapbondmngr-cc13xx_cc26xx.html#gap-bond-manager-and-le-secure-connections
https://dev.ti.com/tirex/explore/content/simplelink_cc13xx_cc26xx_sdk_8_30_01_01/docs/ble5stack/ble_user_guide/html/ble-stack-5.x/gapbondmngr-cc13xx_cc26xx.html#gap-bond-manager-and-le-secure-connections
https://dev.ti.com/tirex/explore/content/simplelink_cc13xx_cc26xx_sdk_8_30_01_01/docs/ble5stack/ble_user_guide/html/ble-stack-5.x/gapbondmngr-cc13xx_cc26xx.html#selection-of-pairing-method
https://dev.ti.com/tirex/explore/content/simplelink_cc13xx_cc26xx_sdk_8_30_01_01/docs/ble5stack/ble_user_guide/html/ble-stack-5.x/gapbondmngr-cc13xx_cc26xx.html#selection-of-pairing-method

I3 TEXAS
ZHCAFM5 INSTRUMENTS

TE R I 22 EHEA H, Just Works e i fik, 1 OOB 77 X Z et m. RIUKHRE
W7 A SCREIRE T, Bk #i 2 R AT o A T B ) 22 4 R IR AR B AR S T4
Ve, 5SS R T O0VEA v5.2 [Vol 3] Part H, Section 2.3.5.1 I3 2.7 1% 2.8.

2.3 BRAfrySitE

W5 A g E I HE A ik g ik (Bluetooth Device Address, BDA) #4ThRiR. SR10, N T BT IEgEE
Ef, BLE B4 mT LA SR ThRE, i AR B i M itk 2 AR 52 b il bk, AT R B R 152 4% 1)
Sk, BT S, W7 154 bR = AL DR U

e AJFHuhE (Public Address) : W& R A S Oriiht, 1Zhk 2 b e A2 H .

o BENLERAMHLE (Random Static Address) : W& TEREIX R A —ANFEAL AL, ththb /e % &
AR A 2 R AR

o AR A HIE (Resolvable Private Address, RPA) : 45 E A —NEALHbE, 75258
IS EAT R ARK) SRARNT AL L G thht, BEaRBEAL .

o AATHEMTFAA Hitk (Non-resolvable Private Address) : % & @A — AN 2 AL HbE, B
RN R & I SE Gl F TR TR E SO IR 5.

B IANA M HEA B SRR AR RS, 1E S (Bluetooth Core Specification) #1 {TI BLE5—
Stack user guide) (GAP Bond Manager FlI LE Secure Connections #%) PISRISEHEIRAKIER.

3 BCXTINEHIE WA

£ _EIREC Syt A EO 8, BEAT S WA 5 T HEE R R, A RO, ARAE A B AR )
Ao PR O 1R A LR LR, e T R T RO E R, TR R B A IE R E MEANRE
BT EEtE. DUT, ATREATEE —Lefe R SR utrh, 4w 38 1 i 2 Boonk gt 784 5 sfe o]

3.1 SBEERBBE—MIC KRIEM(MIC failure)

MIC (Message Integrity Check) J& FH RIS ik i 7 85 i e B H B TR . 8% N 4 7797, 18
BEPK N2 BRSO T AT S e B AR I o X S R T BE ) SR R A
ZAHARNVCEL: @S5 PR T AR &80 Cin 3 BH el 180 - LTKISTKO
ey At fed, mERIE TR s . T ECE SR M AR A R B A
RSB R R Z SEHAFAE BUG, 5 BU07E N2 RN 2 A B rp 7 A A — B B0
R BB O IEEXT T AR IIRES, S8 MIC BuF kI,
I B R A %pT CC2642 M, rpa b FIECX /N M2 7 22 L crypto engine, %
crypto engine 1 FAEBCN 15 SR AL FE I B HARIE R 5, WTRE S EOINE TR OE, S MIC Bk BHE
B
ATLAE R, MIC error AR F 2 4 AT RIS IR R, H 0] R A& A6 sURT BEA7AE T 55 16 1 A 2 P s
058 B RG F RIRAE A SNRAR .
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https://dev.ti.com/tirex/explore/content/simplelink_cc13xx_cc26xx_sdk_8_30_01_01/docs/ble5stack/ble_user_guide/html/ble-stack-5.x/gapbondmngr-cc13xx_cc26xx.html#gap-bond-manager-and-le-secure-connections
https://dev.ti.com/tirex/explore/content/simplelink_cc13xx_cc26xx_sdk_8_30_01_01/docs/ble5stack/ble_user_guide/html/ble-stack-5.x/gapbondmngr-cc13xx_cc26xx.html#gap-bond-manager-and-le-secure-connections
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Figure 1. 1 MIC failure W &g
R 1H R 7 5
FFIXEME, @EVCRA S ZIEHE iz Wik, WS R UZE DR
o DRSS FETPUBUNIAEE (DRl 55 B2 N RIA D) th AT ZISELs, HERRE — 0. RS
Xof Il R AR PR B HEAT S A 2, G WiFT B 2.4 GHz W& IR, =5 A Rk i 4 s
o MEIBEZHL HHREE AL X7 B PG (YA T AN Ellisys. nRF Sniffer) 3okl
SSHUEHICHEL . W YA T A AT PSS A0 7 B TXIRX FITF RS A, 5 BRI 7]
KA BT & T AL TS0 LIRS, AR SO YR R T 1 B Bk 1= 1) B
(o
o RUAWMHAAR: REFECHAE T HIE AR ISR, BIE LTKISTK AU E— 8k, ik & %55
el BB A f AR, S IRIE IS TR (VD [RERAS .
o [FARPXUTIEARAS : AT BE G R BC N IR AC # (Pairing Feature Exchange) 7B
Xof R P P SO Be T A5 S AR

%ﬁﬂ_‘

= & SMP Pairing Feature Exchange (Keyboard Display, Bonding, MITM, SC > Display Only, Bonding, MITM, SC)
# Tl SMP Pairing Request (Keyboard Display, Bonding, MITM, SC, 11| ~EncKey | IdKey | Sign | LinkKey, 1</~ EneKey | IdKey | Sign | LinkKey)
# [ SMP Pairing Response (Display Only, Bonding, MITM, SC, 1nt -IdKey | Sign, 75~ IdKey | Sign)
# 8@ LLCP Data Length Update (Maxx-251 bytes, 2.12 ms, MaxTx~251 bytes, 2.12 ms » Maxiic-251 bytes, 17 ms, MaxTx~251 bytes, 2.12 ms)
= {2 sMP public Key Exchange (1~ Regular Key » =~ Regular Key)
# [ SMP Pairing Public Key (- A26
# T\ SMP Pairing Public Key (- 38
= i SMP Authentication Stage 1 (Confi
# ly SMP Pairing Confirm (C - 44C9!
# T4 SMP Pairing Confirm (1~ 76F6;
# [l SMP Pairing Random (119355
# Tl SMP Pairing Failed (Confirm Value Failed)

Kl 2 24—z 4 sniffer log

LEARBI bR P, v LUEM LA FI7E pairing feature exchange BB, central 15 &5
peripheral i i i {8 FH passkey entry 77 sUHATECXS . 17E SMP Authentication stage 1 1,
peripheral 7 £% K H central ()55, pairing random i 5 ik 1 B4R SEHAT INE G 4. iX—
rejection M H A RS ML T peripheral iA A3k H central 1] paring random #2552 1K . FRAT14E
Scg, el DLLUR A 36 5 paring random (LA BT AL 1) Na 20 & & B AU S, Wi 2Rz 8
53 Ca, Ch fF&1HHEZKR, N peripheral 15 siix B 7 — AN RIHINT, f5%: debug H4H £1

TI BFEH CC2642R-Q1 fE/FHHIBEXT [H&if 8 5
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W2 peripheral 17 SUNTTF R A R B ARFETFEESK, W central 3 X} Ca, Cb [FH & 4 H I
T I‘Eﬂ@o
o BN T SN X CC2642, B E— AES security module R DA DAEA: B YR i o S
s AE . VENL (TI BLES-Stack user guide) . 7E% WL A 5c 4, AES security module [1])3 ]
A LR A AESEE R O A I g il (RPA ZEAUIE ) (OMRNT, FERE R B AN a5mAe, LU AT REf)
N ) hash 5.

—— | ReAfBNLRN |

‘ fit¥d Sresolving listEEf ‘

AES
engine

‘ Secure Iin‘;djllﬁiﬁfé ‘

— ﬂ‘n’#i‘l‘%

K 3 AES - F IR 5 KRR
AT S50 1H 28 T AT ) HF A %% R 380 4 iy R 5 I FH i K T e, A NI ER R C iR By i, U
A AES engine 1AL I log B 10 &4%,  FH SR80 77 R 2 4 5T R & B A T2 1
PRIRMEF . JRE5 A log H B [R]RIA B2 0 W7 1) AR DR o 08 10 B (R R 9 5k a0 R
7£ AESCCMCC26xx.c #1f#) AESCCM_startOperation A5 H #1752k,  (Hd 108 F1 9 X 7~ v
7 10ID)

#include <inc/hw_gpio.h>
#include <driverlib/ioc.h>

AESCCM_startOperation(AESCCM_Handle handle,
AESCCM_Operation *operation,
AESCCM_OperationType operationType)
{
IOCPinTypeGpioOutput( IOID_8);
IOCPinTypeGpioOutput( IOID_9);

GPIO _writeDio(IOID 8, 1);

DebugP_assert(handle);

if (AESWriteToKeyStore(keyingMaterial, keylLength, AES KEY AREA 6) != AES_SUCCESS)

6 TI BEFE A CC2642R-Q1 £/ AIHExNT & i
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GPIO writeDio(IOID 9, 1);

SemaphoreP_post (&CryptoResourceCC26XX_accessSemaphore);
GPIO writeDio(IOID 9, 0);

return AESCCM_STATUS_ERROR;

AESStartDMAOperation(operation->input, operation->inputlLength, operation->output,
operation->inputLength);
GPIO writeDio(IOID 8, 0);
return AESCCM waitForResult(handle);

E 7

i’ Connectable + Scannable Undirected (D6:AE:02:CC:|
‘i’ Connectable + Scannable Undirected (46:57:15:1C:C
“i’ Connectable + Scannable Undirected (65:AB:15:93:C
" Connectable + Scannable Undirected (5A:F1:D8:06:¢

[2024-92-86 04:57:25.969]# RECV ASCII>

Set ADV event properties status: oxee

Set ADV event properties status: éxee
[P1_ADV.c:00331][ICCE]GapAdv_enable status:e
[P1_ADV.c:00337][beacon]GapAdv_enable status:e
[project_zero.c:01768]ble disconnet handle :2,reason 61

+ OB R =
=2 =3 ima bm2

[2024-82-06 84:57:26.174]# RECV ASCII> = p—k SMP Authentication Stage 1 (Confirm Value Failed » ]
Set ADV event properties status: exee Q . . .
Set ADV event properties status: oxee + {2, SMP Pairing Confirm ( 393D1699:B5D39811:0
[P1_ADV.c:@@331][ICCE]GapAdv_gnable status:@ = (l?« SMP Pairing Confirm ( 79AC61E8:38E89AB2:A
[P1_ADV.c:08337][beacon]GapAdyv_enable status:e -

[project_zero.c:@1768]ble disconnet handle :@,reason 61 + ‘l_ao SMP Pairing Random ( 071560D4:071569D4:0
[2024-82-06 84:57:27.843]# RECV ASCII> T_: SMP Pairing Failed (Confirm Value Failed)

i3 Y EEIEEd + £ ATT Notification Packet (OxFFE1: 00)

[2024-82-06 @4:57:27.651]# RECV ASCII>
Set ADV event properties status: exee
Set ADV event properties status: oxee

+“l” Connectable + Scannable Undirected (60:98:66:EF:C
&

[P1_ADV.c:@@331][ICCE]GapAdv_enable status:e i
&

‘i’ Connectable + Scannable Undirected (A4:C1:38:10:0
“i’ Connectable + Scannable Undirected (10:38:1F:49:7
1" Connectable + Scannable Undirected (F1:22:33:06:7

B 4 B UART log 52+ sniffer log

[P1_ADV.c:@@337][beacon]GapAdv_enable status:e
[project_zero.c:@1768]ble disconnet handle :1,reason 61

FEARBIN log H, e iEaaiEs 1B 0x3D K& error code, El 2y 0x3D MIC failure. 3 )5 &
SRAT LSRR, (EAR TR R, R IR i) R AR €c2642 fUES: T — AN A% %, B # %
BATHARBIFE R, EAPINEFIEHEREST N . RATE 2 A sniffer log, 240 HTINE] aes
engine J3 23 log, 1 uart %t 9K log 7 [Fl— B [EEEAT O, R SR AL (—AS s Ak
WO rpa MEEEHH TS, — BHE T CC2642, miorsil@ariER:, UKL AES
engine K& 118 I I 2B A IS 25 ARV & o e ) B A A A AR AT rpa stk i 1 i 40
2, SETINEEESTABIINE IR W COR T R R R A B T R, X TFER
MRSV BER T I EE RS RMEH, 1Ea0 debug X4 FUAEEIE S 120 245, Bt — Mg
MM RGP T F B AN TPV RR RIS A A

3.2 HHMERE — DHKey BRI KM (DHKey check fail)

BLE X} it #2£ #f) DH Key (Diffie-Hellman Z47) 3GUE R, A & 22 4 3 L AL O3 T —
—ECDH (#f[# #h£; Diffie-Hellman) M B AE R o ML B RINZ AL, (HAESLbR N
A, FRAVAEAE T B3RS L) DH Key BRI FEA & HIL T 3830 AR UCHE ) @, 58 2 ik, jn) 8t

TI BFEH CC2642R-QL /7 HHIBEXT & T vt 7



I3 TEXAS
ZHCAFM5 INSTRUMENTS

AT S PIARHTIN R i HA AT 0t B PRI IE B T, BB 2B 12 5 27 1142 [N 5 i A0
IR A S T R I 3 I

‘ Application Operation ‘

(DRPA change (related to peer device) —

(Z)APP level interrupt DH Key computing

=| DH Key cheek fail

(3)RPA unexpected updated while
computing DH Key

Crypto engine conflict ——»
®Cryp g (5)BLE stack does not handle the

«+———— pairing and a parallel connection
termination correctly

Stack Operation

Figure 2. 5 DH Key check
fail fRE 4 H7
[FEJRE L, 5 T L A A ] 0t 87 i it A A7 BB 1 18 2 O SRk AT HE A
o MASTIIAEE: FET BN (BERS BRI i T S, HRES T, [FR
X 1A R R A A S AT AR Y, W WFT B AD 2.4 GHz W& TIPSR, 2B AR 2 HdiE B
o IGUFLAERE SRR I Ellisys MRS IR & FE A BAWE, =5 0GE: Pairing Public Key 2
B AU se vk, U7 #7525 J5 ) LE Secure Connections 1 3;ECDH HiEAR IR (1 P-256
M) BIPE — 2k X O I H &, R A P R B A IS ORI ) %4H
IR (Counter) [AFRIZIRAS
o R EUR ARG A FIREAT A WA RETENE (&) , BEREALT IR (DG , EHAH
SArsE gl (@) .

ZH= (Solved issue of TI BLE stack) :

I R B

W AVEATET A CC2642 ERFIFFIENT, FHLBIEATET A5 CC2642 [ & AMWE, I
A E A& IS &4 DH Key check fail.

I REAR A JR A

TEERWITT R, 5 8 D UR A Z W% ) connection handle J& 75 5 IEAE EAT B X
connection handle AH[A], #E TS E P VR EMER 1 IEAEEATRON R & HI1E S, MITE DH key ILAC
B ST HRAN B B A, i &4z DH Key check fall.

8 TI BEF B CC2642R-Q1 f&/F 59 HaxT 157, v it
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X% I R 3 AT A6 T R IREC X id s R AR T AR, ETEIE A I AES engine (1 log SR 25 n] kA=
I I BR B A R AR S KA R, R MBI 8] B 5 Wi T e iR . OB E T
SimpleLink CC13xx CC26xx SDK v7.10.02.23. J1:LMEE patch 177 8 & 2T IHR A SDK.

ZRHIPU ( Solved issue of APP code) :

I RS IR
FCAT IS REREAT I, CC2642 e (EUNH) (¥ rpa A4 {k. HIRE DH key check fail,

I AR A R A -

TEHEAT DH key chek I LUBT ) rpa #EATIZ 5, MARER AN rpa, XF LRSS EH

(1), AHZSERR i T 7 ORI I Hihk () 58 . $5E2 |, 7F Bluetooth Core Specification Vol
3 Part H Section 2.2.7 1A il E: “BD_ADDR_C is the device address of the Central and
BD_ADDR_P is the device address of the Peripheral. The device addresses are the values used
during connection setup. The least significant bit in the most significant octet in both BD_ADDR_C and
BD_ADDR_P.” [K[tl, 7] R R 5 V25 B I — A T ) B TA - it 4 1 S ST N P i
o AUAIME TR G EN: 5 AT, RIS 51 A S RPA MEHT . A H e N A R A Y

T PR E 4 (1 CC2642 AES )

3.3 HEABHBRBE—PIN/Key E5K(PIN or Key missing)

RS R B AT fE AR B R IG ,  38 H R e A TR BB B f5 6 PIN RS B B . Bl REH B
FE GBS HY A B AT N I, 3 W R B TSRO T ) LTK.

3.3.1 FECxIHr B R

XFEC XS HR LT PIN or Key missing 7] 8, N 24 MBS AR B0 i -> A2 i ->32 B-> A R & 5, I8 BRI
THIG 0 | -> 2 tp-> Tt B 1%, 45825 R&TEHER, EHS e

o W ARIECAT VLA : Xy EX A —20 (40 Passkey Entry vs Just Works) %4 ZS40iEK (
Security Request) 5HEix§E /) (Pairing Capabilities) A 3%

o FEXAIIRILER IR BN LT RVGURIEITER, FEORERBCRORAE PINSEY] . ol 5% b
B IR R -

o BIEBEEN. T, BEEAEUATRREOVES . TIECE R R SRS A S B A —EL

o FUXHRFEETIR: WX S AR A A AT ICS, BB MR BLA 50 5 £ 5 S B0 R,
SRR A AT T F B TR R T AT Z M #5554 Just Works. Passkey Entry.
OOB Pairing) -

3.3.2 MEHBE LTK £%
1M S EC A B i 25 i 7 Fh B PIN or Key missing 7] 858, — % S B0 H 0 S 4 s

TI BFEH CC2642R-QL fE/FHHIBEXT & Tt 9
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o ARRGYTT IR, AHE T B AR I AR AT HE P R B TR IR R A o
o fHAMENE: LRSI ERT 1%.
o ABIARSCHE: %2R (WnPRERIERDED AF B R

o HEHHITH: —MIEHLT, XTI S ), n) /U AR S g 2 DA R e 1
SEIEAE N UGE LI FE B (177 AT B8 . DRIk el 30 A R fR0 A% 00 BRI 155 0 1T RE CL RO
125 R S SR M

PR I A Ab R I 2 0] JES), R AEE PIN or Key missing 45 1265 % 0% 8. %1 TI CC2642 1 =, ME

—HIFE I A2 E4R PIN or Key missing #8202 LTK. BRIAREIR AT LA 51 ARG 52
0] R I SRS ) 5 0 7 AN 4 B S5 LT 25 2K B AT REE 25 HE HE A 7 17«

‘ Application Operation ‘

(ZLTK modified

(DRemoving resolving list or overflow————» . .
(2)Bad RF environment causing the crypto data or

address is corrupted during transmitting

>| Pin or key missing

(#)Crypto engine corrupt during
critical case

>
>

(5)Crypto engine conflict ————

(7)Resolving list data modified

(6)LTK lost or read fail

Stack Operation

Figure 3. K 6 PIN or Key
missing R E 47

o RN MEUE SRR X LM LTK £ KA R B ERER flash £ X8, 52H flash # LTK
ML R B R A THR . B, JFHNAAERIER. (@6)

o MRKSHIIAEE: TETIRE/NIEE (BRRS Bl NAM D Fi T EI LR, HRE S TH. [
X 0] R R AR A BT AR 2, WA WiFT BiAD 2.4 GHz % & 5, & A Frik i 4 4
sk (3)

o MR R AR RAM A i ot i kb 6 resolving list 275 & 2E T4FR . Bk Bl i
AT LI kA Ak £ 5 SO0 %o B FRAS ) 24 i R AT e 6 VR () % i ik, DT IHE ARG, 7 W o 4 1) A i 1k
(O@

ESER
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I3 TeExas
INSTRUMENTS ZHCAFM5

Problem description: PIN or key missing during encryption control procedure.

After the bonding:
- IDA in the resolvingList :
vingList[1].i

LL_PRIV_IsR

_PRIV_| ex c
LL_PRIV_lsResolvable: hex IRK[12-15)= 2F:8

At some point, the phone tries to connect with new RPA _ which doesn’t meet the IRK stored in the resolvingList

prand = rpa[3] // prand = OXEA
hash =rpal0] // hash = 0x96

Local_hash = computation of IRK and prand // using the AES128 encryption to generate a local hash
The Local_hash = 0x92, but the hash = 0x96

Tha local_hash is not equal to the hash at this point, so it doesn’t meet the IRK, thus our device will consider this RPA is not relevant to this resolving entity
,which will throw a pin or key missing when LTK requested

Figure 4. 7 B A sniffer
log Huht2#r

7 LB, FHUENET S5 CC2642 #HTIER:. BRI E, (HIE & 1 W2k 5% R
PIN or Key missing J1% 2. ik &6 7 (7] @k AR (1) S 1 0, FRATRILFHUE N 45 SR T
HCOM RPA, HE# T RPA MEM hash ff. X—23)f#ifF CC2642 Fric sk T IRK TGiE PRI 41l
FIFHIEA N — AN CEEAT 1 RS, Fmr~4 T PIN or key missing 1) @i,

o RPN TR S G : 55 WS E (B)

o HABMSKIERIH: fE— PR TREH, X0 % & R A gAY S 35 A Be X g0 e #HS, i J & -
B e B3 g HAt Ve B UE SRR o R AR AR s AT M P RS RAE, A AT RE i
RS S PIN or Key missing [ 73

RBI7N:
FEEH] CC2642 I, Wit TN NP ISR R S

v AR B

1. Fcxt CC2642 54h central 77 s5->

2. Central 15 £ N & H & fr I S 8UE B>

3. CC2642 HEAPEME (PR RL) S5%PUEE (TR R2) HFIAFAEEXT R central 5 mi i
flash &

4. TERERIWEREHEIL PIN or key missing

e AR A JiR A«

X% ) R AT — TR AR 2 JR R T FE XS 4 52 15 B e 15 £ R UL KGR A BRI R I, (HJe 7 ) B IR IEAF
G FIEE UG A CC2642 T S5 AR S K AEREIT, MARIMTHEMLRES T R2 1 R1 FIANH
. CC2642 1ty flash RN E MM B A7 15 B B 2 N w25

1. ¥izfE B RGN B UL E N T

2. HEFHLLZE RN header SN —RIZER, HNEANEO

M H OEER R2E R, REIATEES 0 MEME, X2PECARAE TR ICFMBRMHEL T, Rl
TR Rk, HIRE N4 0, {H R2 ZIEAIN. MB35 R AE T — IR, 8 R1 R R2 Fitt B[
handle £ JCVEVLHAL . T3 7 WEE U0 RI, 3T 52X PIN or key missing.

T BF &4 CC2642R-QL HAHEEA & # 11



I3 TExXAS

ZHCAFM5 INSTRUMENTS
R1A R2A R1A R2A R1A R1B R2B
Th | | TE mEs | | Mg 20 = Eﬁ
R2A R

Figure 5. K 8 RHIARKRH
WAES BT

4 —HEE AT R
BT AT %SRBI AT R] WL, CC2642 YN B3 il 5 4 a8 LA R G 22 4 ) A% oL
o ZU R R I R ORI AR o A BT, 7 AN R E RPA UIERENT . BCXT 35 B P . ik
R I S AT 5%, 1N R R TC IR eI M BRSO DS S R B g . XTI
—REAERRA, ASCHR AL AES INE P [R5 S ——s e M n DI el BRI R TE, S
T A AT B AN . 1277 789 I CC2642 [¥) Cortex-M4 WAZIa 5 6E /), TERNFHZSILL T
BF Bt

o JNEALS HHHLH]: v RPA AT SRS PE B R & i A E O B E R A B AT, T AC XTI A2 R A
ECDH 115 LTK JRAEZFAESLITE 51T 7 2 0 AES SEHL.

o ZATHMEAS: FT FreeRTOS IRk AK e, $RAL 7RI BAE (A5 P id 3t rT e S e
IR AT RE -

o RBINERUKE: X AES-CCM I FEHBEAT IR HMAL, IR G ZRAADUMIEE 1 B8 B IR 5 XU,
IR AR RS AT O, IR E SRR S50 5 04 bR SIS M he
W EARTT R ISP i A R (0 2 A G R

4.1 FEEFELE

N7 £ FreeRTOS [ Sz8l AES-256 a5, 258 /L LAE:

o IEFEINEFE, {£ FreeRTOS MEirh, W LUAFRELMFE, 41 mbedTLS. WoIfSSL &( TinyAES.
KA TinyAES, BFNERE. S, HFHENEERARRS.

e M TinyAES GitHub i H " N Y. TinyAES X #F ECB (LT A) . CBC (4 554%)
J CTR CiF#asii) i, AR SRHIIH CBC k.

e {f FreeRTOS TR H=A 5] ALLFCF: aes.h/aes.c

o B FreeRTOS MIALE: #fifk FreeRTOS ML E SC1F (FreeRTOSConfig.h) FRHERR AT AL e 2%
B SR INE AT, BN a] MR RS SRR AR KN, AT S R R R,

4.2 M TinyAES LI AES-256 1N Ffga

o NN AES AT 55 1 s 8

encrypt task.c

#include "FreeRTOS.h"

12 TI BEF B CC2642R-Q1 f&/F 59 HaxT 157, v it



I3 TeExas
INSTRUMENTS ZHCAFM5

#include "task.h"
#include "aes.h"
#include <stdio.h>
#include <string.h>

#define AES BLOCK SIZE 16

static uint8 t key[32] = {xx};

static uint8 t iv[AES BLOCK SIZE] = {yy};

void EncryptTask(void *pvParameters) {
uint8 t plaintext block[AES BLOCK SIZE] = {0};
memcpy (plaintext block, plaintext, strlen(plaintext));

uint8 t ciphertext block[AES BLOCK SIZE] = {0};
uint8 t decrypted block[AES BLOCK SIZE] = {0};

struct AES ctx ctx;
AES init ctx iv(&ctx, key, iv);

AES CBC encrypt buffer (&ctx, plaintext block, AES BLOCK SIZE);
memcpy (ciphertext block, plaintext block, AES BLOCK SIZE);

AES init ctx iv(&ctx, key, iv);
AES CBC decrypt buffer (&ctx, ciphertext block, AES BLOCK SIZE) ;

memcpy (decrypted block, ciphertext block, AES BLOCK SIZE);

vTaskDelay (pdMS TO TICKS (1000)) ;
o TEERETAIERIES

main.c

#include "FreeRTOS.h"
#include "task.h"
#include "encrypt task.h"

int main (void) {

xTaskCreate (EncryptTask,
"Encrypt Task",
512,

NULL,

TI BF A CC2642R-Q1 £/ AR & 8 13




I3 TEXAS
ZHCAFM5 INSTRUMENTS

1,

NULL) ;

vTaskStartScheduler () ;

FITE AT

o BREHIBAERM T JLTARFE CPU ZHEMAEMERE /N k. Foe b, TinyAES FE & AL
EHRE, EASEABREREL T RAFE ~2-3 KB REAA] (4% AES SEILFIRIEA L M &5
B, XFEREBR TR E SRR (CBC Bt CTR a2 A05) o B AAHS & A& B 4T
ENiES) (4 printf) FIAMEHE, K445 H ~2-4 KB [A%ii4h Flash f1~2.5KB %5 RAM .

o WMITVERVFIT R ERYE BAT RS L. B0, B A RVERAIRIE . 51N TR B 1 5 5 4
Ak, BENAS RS A R . TR SEELE Y E A SV, MBI, SRR R A E W] AL
R 2 s (41 ECB. CBC. CTR%5) , FFAR#H nARHE 75 R RIGER I B AES engine FiAs
SRR I

o RAFSZIL N AR B vl AR (i OTA) R & 4 TR i 55 58 9 s, T AR AL 3ok 28 A L B S
AeH, VAR N F R A DL SR R . AR T K

4.3 RAFMUKRER

PRSP AR A 7 VR AT N s A, A GRS 7 st B T SEARES R O BRI, T e — e T N

FFR I RGBSR, 4.

4.3.1 NESEERE

o HERCA/PNAUES e IR EC RIS IR 2 M 45 I AT 55, BT S AEPAT I B Sk R B, IF
HR A AT 55 1 B B 5 | A E AL S 2o

o MEWHRZIRKIARG L, REEHNAZXIEA ML, B82S NASE. %5 ERTE TR
BLVFAE FH B 25 43 E 1) 2% v X AL 3 B KK B B SC RN 25 S . 25 58 B N AT 40 AT LE e B v ) B B A
DL AR D 3 it RAM U548 &0 7 T
1. FreeRTOS W#ZHINAF A H

R4l (TCB) : H/MIELHEM TCB 450, BIMTSHRIBE . IREE BTSN HE.
TCB K/l H 2974 60-100 71 .

53R BMESIR SR FEE RN, HRIOKDNEENEEIBIT SRS, AT
Wik 55 BRECR F ) JR A8 B DA K P RIS . RS, A EncryptTask 20 FC T 512 7 fAR =5[]

(xTaskCreate()"F 5 E N 512 x4 F15 =2KB) »

A R HEZ*TE] CansAd H pvPortMalloc() B2 cHE=) : FreeRTOS WH% 75 A A WAFECsLH, #ilan
BAFI. (55 Ee M ThREFT TR I AF . X3R5 T R EOR T BAR I KRGS,  ABLEA RG] A KA
D

2. TinyAES FE RAM 5 H

AES F R XCE5H) (struct AES_ctx) : B EFHAMWIMGILIAE, HTHATINEMEEERAE. 2960 F5.

14 TI BEFE A CC2642R-Q1 £/ AIHExNT & i
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INSTRUMENTS ZHCAFM5
AES 7Y R RS BIRE N AR E) - X T AES-256, FLFEFEM 240 FHTHIHEHY R
.
3. MNAHHE

NS R 4 R EE: AES %8 (32 ) .« WAtk E IV (16 FY) L BSOS ORI 9 o
XN T 16 75 (BT X551 AESEHA/N) o Bt 96 775,

3.3.2 ERAEELBEES

IR B SCEHE A & AES BRAVNIIRE SR (16 7715) , T ETFINMINEZH, Flin pres7 . Wi
HERRSZBR TR SRANT 512 7, AT RAZE/IMESSHERE K/ Bildn, B HERE 4 T B
(uxTaskGetStackHighWaterMark) VA5 AT 4512 1T B AR AR R B L, BT R B4 0E K/ (MR AES /R4 TT g
W 300 FAAHERR) o 74b, TinyAES FEAR S AREIE LA . WIRZAMES R m# &, o
PUAS FAT S5 E] [P AL Can Mutex) o

5 H4Z

AR YU B FI N T AR ThFE (BLED FCX) 2 MLl (A% O iR PR 5 R s B =, X — 2k
LB ME ) @ R G A i T NP USOE B SR ) A B RS WTHE SR, JRES Sl T R AR
TP R B3 RIS TI CC2642R-Q1 it F i UL LA S8 A Fc %o n 5358 [ R e 2k f) o 2% 3 Y5
TRORMER, S T — MR AR B AR RS TR S GEE . N RG T R E TR T DA
Tl bl [5) 16 n 25 e ot 7 R REE R G T SR A AT AT

6 ZHEXH

1. TIBLES5-Stack user guide: GAP Bond Manager #ll LE Secure Connections

. Bluetooth Core Specification v4.2

2
3. tiny-AES-c
4. CC13x2, CC26x2 SimpleLink Wireless MCU Technical Reference Manual (Rev. G)

TI BF A CC2642R-Q1 fE/H IR &8 15


https://www.bluetooth.com/specifications/specs/core-specification-4-2/
https://www.bing.com/ck/a?!&&p=0f985a838473068a15e9e6ea57be3405591929d04526a9a9f4f38804abfa282fJmltdHM9MTc0NzYxMjgwMA&ptn=3&ver=2&hsh=4&fclid=1109c088-b6a4-696e-0d8a-d5d6b7e16882&psq=tiny+aes&u=a1aHR0cHM6Ly9naXRodWIuY29tL2tva2tlL3RpbnktQUVTLWM&ntb=1
https://www.ti.com/lit/pdf/swcu185
https://www.ti.com/lit/pdf/swcu185

ERBEAMNRREH
THEEFRERARM AU EERE (FER ) . RITER (8FFFRIT ) . NAREMRITRY, WETR, 22FENEMER,
FRIDYAFREEFMEEMARRERNER , SBEFRTEH S, EFEARAENERASRTREEME=F MR~ ERE
ﬁo
XEFRAMEMEA TI = RETRITNBET RARER, SFATREUT2HIRE : (1) HNENEARRESEN TIFR , (2) Rit. B
EHNHEWNA , ) BRENEAFREHAREARTAEMIIERS, FERE. KERHAMBER,
XEFRNMELE , BFZTEH, TI BRVENTRXLERRATRHARTIRARN TI ~ROEXEA, MRUEMEAIXERFRRT
SHARTR, EXRERETEM TI HRFRFEFTE=FDR~R, ENETBERTEXERFRHERATN T REARERNEAR
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