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Generate and send

MAC Command 0x0036 GaugeAuthPubKey( ) R: S/U/F, W: U/F

challenge to gauge: Block write to program the product public key and read back the
Authenticate() programming status and public keys (32 bytes)
SBS Ox2F

Block Write: Product Public Key (Little Endian)
Block Read: Key Status (byte), Compressed public key (30 bytes, LSB first)

ECC Timer (100ms
Expires?
xpires SBS Command Ox2F Authenticate() s/U/F

NO Block write to send ECC Challenge to Gauge (30 bytes)
Block read ECC response from Gauge rthens.

Reaif;‘;i;?:;f’;nse Block Write: ECC Challenge (Little Endian)
SBS Ox2F Block Read: 32 bytes Response, second consecutive read 32 bytes
¢ Signature (Little Endian)
* Command availability
Calculate verification data under the following
Security Modes:
S: Seal Mode

U: Unseal Mode
F: Full Access Mode

Does ECC Validation
Pass?

Display FAIL End
(ECC Validation failure)

Display PASS »C End )
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Gauge Host
ProdKpvt, ProdKpub ProdKpvt, ProdKpub

Host signs the challenge with
ProdKpub to crate rand s

Gauge verify the signature with
ProdKpvt, ProdKpub

Gauge Unseal Executed
Gauge FULL_ACCESS Executed
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Host Reads ECC_MAC()
(MAC 0x003a)

Calculate Response with
ECC Private key on the
host and Public Key from
Gauge.

Send Response to Gauge:
ECC_R() or ECC_R() and
ECC_S()

(MAC 0x003c, 0x003d)

auge Validation
Timer (100ms)
Expires?

NO

YES

Host Passed
Authentication?

YES

USEALED or FULL_ACCESS
Executed

SBS MAC Command 0x003a ECC_MAC() s/u/F
Block read ECC Challenge from Gauge (8 bytes)

Block Read: ECC Challenge (Little Endian)

SBS MAC Command 0x003c ECC_R() s/u/F
Block write Authentication r or r & s (30 or 60 bytes)

Block Write: ECC Authentication r or r and s data (Little Endian)

SBS MAC Command 0x003d ECC_S() s/u/F
Block write Authentication s (30 bytes)

Block Write: ECC Authentication s data (Little Endian)

* Command availability
under the following
Security Modes:
S: Seal Mode
U: Unseal Mode
F: Full Access Mode

End
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File View Window Help
FL Registers 799 Data Memory z Commands I_lcahbmmn 23),’ SHA Authentication {ﬁ’Advan:edCammsMB ' Chemistry B Programming !,‘ GPCPackager m Watch DnaGraph iminms
& DashBoard ¥ = 8 || @ Registers| § Advanced Comm SMB 3 & =
Advanced Comm SMB {iPE
bgStudio Version: 1.3.127 Acanced Comm
Config
EV2400 Target Address
Version: 0.32
(Hex) (Dec)
Word Read/Write
iu{} SMB Command Word Type
Send Cmd | [0] [o] Hex v
(Hex) (Dec)
bag41250
alae 108
;‘fz"zi’;g ReadWord| [0] [0] o«
(Hex) (Dec)
Rl FE) w Returned data.
o780 v Note the Endianness of the block
Block Read/Write
Block Type
Read Block M M 54 00 00 69 00 00 Hex v
(Hex) (Deq) O
2000 2000 T T S—— Command specified in flow chart.
Y 4 .
1438 o) 02 Note the Endianness of the block
— Example: Command ‘0x003f’ is written as ‘3F 00’
ManufacturerBlockAccess( ) gl
Transaction Log
Ox44 TimeStamp TargetAd.. Operation  Command  Length Data (Hex-Value) Status "
e g N Y \
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10 XTI 170 1 22 0 v 17 B L 2 7 25 2 L ZHCAFDS8 - MAY 2025
FERRIRF

English Document: SLUAAWO
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com.cn
https://www.ti.com.cn/cn/lit/pdf/ZHCAFD8
https://www.ti.com/feedbackform/techdocfeedback?litnum=ZHCAFD8&partnum=
https://www.ti.com/lit/pdf/SLUAAW0

13 TEXAS
INSTRUMENTS

www.ti.com.cn B
7 a4

M2 ANHTMAE T A m BQ41z50 28 AIES 4] | b 23R g FE 2 2844 b, DL S el 7 e i
R AR S A ) bqBQ41250 Zhfg i it .

ZHCAFD8 - MAY 2025 X TH 71 1 28 W o A TR 26 1 25 i i "
eI R
English Document: SLUAAWO
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com.cn
https://www.ti.com.cn/cn/lit/pdf/ZHCAFD8
https://www.ti.com/feedbackform/techdocfeedback?litnum=ZHCAFD8&partnum=
https://www.ti.com/lit/pdf/SLUAAW0

i3 TEXAS
INSTRUMENTS

www.ti.com.cn

24K
8 2% BRl
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o EEEFESEARIITEE , FIPS 186-5 #7554 itk (DSS)

o REEZAHESHEARPF TR |, FIPS 180-4 #1457 i (HSS)

o HErbrELA R (1SO) , ISO/IEC 14888-3 - 2018 IT LA — 7%

o EMAYEE (TI) , BQSTUDIO Battery Management Studio #1F

o EWXER (TI) , BQ40Z50 1-4 71 BEEE 5 7 G4 B FE 7 | Hth H 2a of

o MRS (TI) , BQ41Z50 2-4 F7 5 IHEHEE 71 50 20 1 7 11 28 1 T 71 AT R 2%

® 8-1. HIAIL B AVERE

ik bay 23
ECDH #peer_kbub 7y 32 547
#self_kpri A 32 747
#HED 30 7Y
secret = ecdh(peer_kpub, self_Kpvt)
PBKDF2HMAC #openssi [ python X5
#%MIM%&%HV@ﬁ&kaﬂﬁ
#AES-128 K% 16 7
#EARIH 128
#5450 & AES-128 %4H
from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC
kdf = PBKDF2HMAC(
aglorithm = hashes.SHA256( ),
length = s
salt=bytes(salt),
iterations = 128,
backed=backend
)
aeskey = bytearray(kdf.derive(bytes(secret)))
AES #iv 2 M F It AR B M TR
%K) ProdKpvt ProdKpve & 32 7%
from Crypto.Cipher import AES
cipher = AES.new(aeskey, AES.MODE_CTR, nonce=bytes(iv[0:8]),
initial_value=bytes(iv[8:16]))
CProdkpvt = cipher.encrypt(Prodkpvt)
ECC ECC-233
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