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2. ASREfHE I HAdE S Ak A 2 | X RS AE X RS L R AS SO YEE ] BSL.

3. TIEEHKE W B E DR

RAFILESR , W AVRA: MCU BAT SR RRBENE |, DLSCRpR R Uy [ SO i 2. MSPMO ) G A L 371
HA BOOTCFGO & A7 LASCHFIZ DI fE -

£ 11.L A1 G R¥K BOOTCFGO FE:iiH
Br FBR i S hr L
AT AR 1 (SW-DP) Vi 1 W5 . %4506 1 B 2 75 A0 VF5t SWD
I (T DAP ) 58 PEHATALAEIE . 2R | TBib
DEBUGACCESS BT & anfal , ARk T SWD J8(5 .
5566h = SW-DP C.5e 44k F , Jtiki@id SW-DP il #3F ( 0x5566 1
J 2o A OXAABB {8 )
AABBh = SW-DP 25 f , #844:15 15 1 NONMAIN i) B in S ms % & o
HFVin AHB-AP. ET-AP 1 PWR-AP 15 10 i 1 i8558 U7 18] 58
W&, iEER , W4 SWDP_MODE ¥ %y DISABLED , M4 208 %7
BYfe | VERs A 5e B
5566h = 2= Ak SWD i1 AHB-AP. ET-AP 1 PWR-AP ( 0x5566
i 4 £ A4 OXCCDD 5% OXAABB 11 ) .
AABBh = 2 Hi#iid SWD 51 AHB-AP. ET-AP 1 PWR-AP.
CCDDh = HA{E#F BCR 2 §iiifit DSSM $2 £t IEfy s i | A fil
i SWD il AHB-AP. ET-AP fil PWR-AP.

31-16 SWDP_MODE R/wW AABBh

15-0 DEBUGACCESS W AABBh
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31-16 SWDP_MODE

R/wW

AABBh

HATE I L (SW-DP) U5 [R5 . % 5RIR BB 2 T A VFild SWD
S (EEFIENM DAP ) 53T E. 50, Tig
DEBUGACCESS FBMECE T , #ILIAHEAT SWD 5.

AABBh = jiif ;

FFFFh = 281 ( Frfi o AbfE ) -

15-0 DEBUGACCESS

AABBh

FF-ij i1 AHB-AP. ET-AP #1 PWR-AP ¥4 il ot (1 (a5 il 5
W&, iEVER , W4 SWDP_MODE # &y DISABLED , M4 Zm%i% %
B, A DR a8

AABBh = & it SWD 1l AHB-AP. ET-AP Il PWR-AP ;
FFFFh = 25 []ii i3 SWD 717 AHB-AP. ET-AP Al PWR-AP ( fiifs
flfE ) -
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2 MSPMO iR & 2R
MSPMO f#i Ff ARM® MO+ 1% , 70V F 7 4258 ARM B IFE 2844 M JTAG YI#:3) SWD. 5iEF ARM W%

AL, MSPMO 3= 48 FH i ik 2s i 4 SWD Wl £ AP 1 DP Z [al & i |
MSPMO %ﬁ#ﬁﬂﬂﬁt&@%ﬁﬂﬁ B 2 RASTHEERAS (8

TR RS, R

debugger

physical
_gonnection
Y

DP

i SWD 5%t Ti8E.

it EnergyTrace™ A ) .

PLii [l MCU P35

DEBUGSS itz

I
select N | |
AP < 3| resource
:data > '« ] d
| ; I |
| | resource- | | |
| | specific - . |
| : transport | | :
! |
AP < J '; resource
> I
pAp ! |

& 2-1. ARM Cortex Z4ERXFTIER
Kl 2-1 S8 7 MSPMO iR 7 £ 4 77 HE €] MSPMO %ﬁ#s‘z%iﬁﬁwﬁﬁ%ﬂﬁ A %%thmu REIRAS (@

HE .

DBGEN

Ci(> Processor bus

CPU state

EnergyTrace iR ) . DEBUGSS it | —MlFE R4t , vl SWD 54T
External | Internal To SYSCTL
A A
A B Debug Sub System (DEBUGSS)!
| |
VDD | bssM |———» CPUIRQ
| 7] Wake Mailb
! Logic (Mailbox)
o B L PWR REQ ,
3 | —DBG RST |
R 1 é? I
SWDIO ] ! :
| SW-DP PWR-AP SEC-AP |
! Debug Port Power Security !
SWCLK } : N e :
| | T T !
P jE ! @ . @ . |
© | (R . e N T |
| L i |
? | - |
: ARM Debug Access Port Bus Interconnect (DAPBUSIC) | :
| o |
VSS : I .~ P :
N7 Ty I
| [
| ]
| CFG-AP ET-AP AHB-AP
: Configuration EnergyTrace ARM Debug
|
|
|
|

SWD 2% 15 ARM & 472 ki 11 (SW-DP) it

(DAPBUSIC) 137 Al SR »

From SYSCTL

E 2-2. R TFREHTIER

J—

1TAH.

CPU sub system
debug access

PMETE S FH SW-DP B3RS 5 1833007 17 i 11 2 28 L%
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AHB-AP MCPUSS i ij i) 3 I BT 2R AL A T 3

CFG-AP i £ 1) s 1 PWIAEREE R, OIS SR8

SEC-AP LA [ 125 S A sE T SWD 588 F LB AT AT I8 15 IR U 10 R T R SR AR
(DSSM) , LAE [l gt iy 4

ET-AP EnergyTrace™ £ AR5 A d 11 E2HL EnergyTrace BiA (K] HLVEUIR A B0 SRdh AT Th 2R B0
R

PWR-AP FEL U 1) o Jic B 28 USRS (5 PMCU/SYSCTL #4% ), 1# 88 /a R ThRER 2 Ab B2

AHB-AP. PWR-AP #ll ET-AP #2452 B A 2R ThAE ( ABRER R, AN 2S M2k i) . EJRCIR A f2 i A
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3 s
G R EE TR A XDS110 M4 SWD . [FII 75 2 MCU FTHEA .
3.1 fE R FE S

AT RGHBFE (DSSM) I Bl RET el SWD 5 FUK Tl SR8 2 B hrasfF |, B bR asfFaEne K A ik [m 21
BUREE . 2B RE 7 CCS JIARSCAE | DA BUAS RE WS 52 Ui AR RS 2 1% , 1T MCU SEC-AP i 25 i s
65 B R REAT A

Start

Wait for response

v
Get password from IDE GUI
interface(customer input interface)

A 4

Send password to MCU

A 3-1. AR RE A
W 2-1 Fis , B N EE TR B2t R EARYE SWD B & MCU () SW-DP 3 11 SEC-AP .

RGPS AOIEEM AL 4. a2 BhidEE. 2 MCU & T# M5 50IER BOF Har &5 MCU KN #R 5] Fix
B2, MCU KA i A5 5 o WeBIMaRi)s , K 8814 WA A& F % 5, Bl A\ IDE GUI 4211 21
MCU , Zikt&3 5y Ik .

3.2 MCU
3.2.1 AP E Nonmain

MSPMO #|/f] SEC-AP itid DSSM 5 W FIEAFil 5 o IXFEM A SE kSR AF R 77 ZORBE Arm R AT 2R 0w 1, DA
TRAr DR . 285, AT RAZE DSSM b3 s . [FI , Dy 1 Bk % U5 MCU A4S , Nonmain Hi4EH]
7 AHB-AP i [,

T RE T BE , APk MCU AU g FaTRER |, 1HILHEAE Nonmain FH4EH]

W B R A L R E . T MSPMOC 1) Nonmain [X 3806 24 M 25 (8] K 43 BL 45 AH R [ 37 A7 2, DRl
FIELEAF AR TS o XA RE 1L 2 8 o e LA s BB A I 2 B2 UK 35 65 %1 5 21 MCU v

R4 EidfE S, MSPMOC %% Nonmain Pt & 1% 3-1 .
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& 3-1. Nonmain FF# A E ( MSPMOC 7% )

s HEEESRE REMH b=

41C00000h |BCRCONFIGID 0x00000003 BOOTCFG Wit & ID

41C00004h |BOOTCFGO OxAABBFFFF SW-DP 3 A , {2 AHB-AP. PWR-AP F1 ET AP C.25H]
41C00008h | BOOTCFG3 OXFFFFFFFF S L) BB EHEESANRSE R IE
41C0000Ch |SWPMAINLOW OxFFFFFFFF 24 F IR 244 N A AR

41C00010h  |SWPMAINHIGH OxFFFFFFFF A Bt N AR

41C00014h  |Password0 TeREAL 2747 8% . 481/ Nonmain {5 B 4% bR X I8 A7 4 1
41C00018h | Password1 ‘

41C0001Ch  |Password2 2

41C00020h Password3

3.2.2 MSPMO #1428
SEIL LT AL ACRS 5 7 B O SRR LR E) 3 H S

R4 Nonmain B & , MCU w]#k#t SWD S #EFEIEMS |, (EANGEME Ao O BBV M WAZ VR . A MCU %85 14K
HATHR A Mailbox 38 (= S2HL 25 AL I64IF

% 3-2. DSSM H 728 ThRE

Dssgfﬁ 49 B B B {E

TX_DATA | ¥(fiEmh[x RW R TXCTL.TRANSMIT 7EHREREHHEAT 5 NI B | FE7E bR 82 3
(FHBUNTEE | TXIFG e bbb e 5 A

TXCTL | skl RW R %

RX_DATA | S 2 iix R RW  |RXCTLRECEIVE 7f H b7 5 AN B JF i RARET 7
ERUNTSE © RXIFG 175 b7 28 P75 A 2

RXCTL | Fielfiis R RW %
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MCU i) TARRIEIE] 3-2 R .

Start <

!

Boot code

Check SWD enable?

No

Disable SWD

!

Run into main code

Receive personal
authentication command?.

Send response

A 4

Receive password

No

Check password

Enable SWD

A 4

Boot reset

A 3-2. MCU K- RERE

SR mi4s4a , i 3-3 fion. FHEZASLEINZ AR E. MCU izf75| 9% /5 , MCU e A
Nonmain fC & 24T 7 AHB-AP. WSEA |, WEHE I FInsREs |, #E— Pk DSSM F7dsh 2R
FAEE 4. WRA , Wk N FEFH DSSM 27 A7 2 &Y .

WRIPUAS 32 fr 305, MCU 26 X 2 15 A IER 250 . s Esfd | 2> B8 2 Nonmain i & LLS Ff AHB-AP
5t o

N7 f# Nonmain £, Ffilik MCU LU AT 51 F EAL. 285 , MCU 57 f IR A6 1) AHB-AP ZL7E C
FIE . N T HifR MCU TE R 52 5 BBUE |, Rl 2] AHB-AP i 14T 7 /5 B CE 2 Nonmain fic & . {H2 |, It
B & 52 s MCU A& A7, RIEEUE B Nonmain 78 1IR 78 2 iT A2 LB A 28

{20547 AHB-AP i [ J5 , MCU 1247 217% 7 3 SRS I nl gk 28 |, FRREEH AHB-AP i [,

XFFEM MCU B3, BHF#ATIHIK ; ek e SWD R &4EH )5 , MCU £\ 328 IR AU o
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Debugger mailbox MCU Interact with Debugger
Start Start
! |
DAP connect Boot code

{

SEC AP connect

{

Send command

{

Wait for response

{

Get password from IDE GUI
interface(customer input interface)

{

Send password to MCU

Yes
Check SWD enable?>——> Disable SWD

!

Run into main code

Receive personal \: No 1

uthentication command?

Send response

A 4

Receive password

No

Check password

Enable SWD

A

Boot reset

& 3-3. MCU FIiA A SRR

FERALIREY , 22 XKE Nonmain , XML MCU 224 XK. HpaldiH , NONMAIN 52 [NA7 )& H X
B, FT776k BCR AL B4 , 5 SWD k. INAF Al 55 <. 120 Nonmain i, 4 R s iR 2 2K
{57 H B 2 Nonmain LB ANIER , W& 38 MCU 420y “ReIR” , AGEAZIER. Ty TGI8, 400
RN T AN RS, DMEEFFHIAME S Nonmain 5 kIS B 2 15 IR

HER , £ MCU FrscBUins i i AR AL B sl 3CE |, IF4E MCU _ERUE SERIET . IXKBEE C WIgR L
.
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4 $AT

AR 7T anar SN 2 Th BE 1 020 Ui B .

FRFIRTE -

+ CCSIDE
« —/MRgIH
o BAAEHI CCS A
+ XDS110 fifif

F ORI ALT main.c o REE N TR FFERE] 47 3.2.2 TR EIR) MCU Dhfedft , JF BAL T sh st
Hho BEAh , TEER .omd SCPRHR A T AR

CCS A F- 15 Pl &3 B BN AR I IBAR T B, DLSCRPREANE SR AR AR AN A A%

&
TISR0 T ARSI AT CCS I , Jteb A i AR T SeBLZ A R Rl IS P 5 53t
BT, R TI R

4.1 BEURIS

XETH US| F SRR NONMAIN LU RS, Fid i B af 4-1 B -

New >
Show In Alt+Shift+W >
Show in Local Terminal >
Add Files...
o e &P Properties for SWDwithPassword_C o X
type filter text Debug oy v 8
®K Delete Delete e —
Refactor > General Device Texas Instruments XDS110 USB Debug Probe/CORTEX_MOP
Source > ~ Build
> SysConfig Program/Memory Load
e 2 :vm for:pllev Auto Run and L‘aunch Of Erase Configuration
> Arm Linker Misc/Qther Qption i ifying NONMAIN i or erasing it without programming ¢
Import > Arm Hex Utility [Disabled] MSPMO Flash Settings See MSPMO documentation for more details
Arm Obicopy Utility [Disabled]
i Export..
Show Build Settings... —_— (O Erase MAIN memory only
Build Project Open Properties Dialog O Erase DATA memory only
Clean Project O Erase MAIN and DATA memory
Rebuild Project | © Erase MAIN and NONMAIN memory (see warning above) |
Refresh F5 O Erase MAIN, DATA, and NONMAIN memory (see waring above)
Close Project O Erase MAIN and NONMAIN necessary sectors only (see warning above)

O Erase MAIN memory sectors by range (specify below)

Build Targets > =
© Do not erase Flash memory
Index >
Build Configurations >
45 Debug As >
Restore from Local History... Restore Defaults Apply
Team >
Compare With > | (@ showadvanced settings [Apply and Close Cancel
I Properties Alt+Enter I

Left click project name and choose properties

& 4-1. J5 H Nonmain |5
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4.2 i 8 E R MCU
I MCU OB 48 |, DA T BB R T W] S 91%H: MCU X I H .

BT EERmESEFEEE T Nonmain , R EF NG LA E Nonmain. X T2 ERReRR0mE |, F
BT, W, EH B MR 25 Nonmain IS | 2R 5 TR boot_configwithPassword.c H [
Nonmain At &S , anl& 4-2 i 4-3 s

| §P Properties for SWDwithPassword_C ] X
| typefilter text Debug S v v 8

> Resource

General Device Texas Instruments XDS110 USB Debug Probe/CORTEX_MOP v
| v Build
: > SysConfig ) Program/Memory Load
| > Am C-ompller Auto Run and Launch Oy  Erase Configuration
‘ > Arm Linker . ) Misc/Other Options 'Warning: Modifying NONMAIN incorrectly, or erasing it without programming ¢
Arm Hex Utility [Disabled] MSPMO Flash Settings See MSPMO documentation for more details

| Arm Objcopy Utility [Disabled]

> Debug Erase method
| © Erase MAIN memory only
| () Erase DATA memory only

O Erase MAIN and DATA memory

O Erase MAIN and NONMAIN memory (see warning above)

(O Erase MAIN, DATA, and NONMAIN memory (see warning above)

(O Erase MAIN and NONMAIN necessary sectors only (see warning above)
(O Erase MAIN memory sectors by range (specify below)

(O Do not erase Flash memory

Restore Defaults Apply

| @ Show advanced settings Apply and Close Cancel

4-2. 2/ Nonmain fl'5

47 /* Bootcode configuration

48 * The second time need to be commented */
49

50 //PLACE_IN_MEMORY(".BCRConfig")

51 //const BCR_Config BCRConfig_origin =

52//{
53// .becrConfigID = 0x3,
54// .debugAccess = BCR_CFG_DEBUG_ACCESS_DIS,
55// .swdpMode = BCR_CFG_SWDP_EN,
56// .factoryResetMode = BCR_CFG_FACTORY_RESET_DIS,
57// .staticWriteProtectionNonMain = BCR_CFG_NON_MAIN_STATIC_PROT_DIS,
58// .staticWriteProtectionMainLow = CFG_DEFAULT_VALUE,
59// .staticWriteProtectionMainHigh = CFG_DEFAULT_VALUE,
60 // .reserved = OxFFFFFFFFU,
61// .password® = DebugAccess_Password®,
62// .passwordl = DebugAccess_Passwordl,
63// .password2 = DebugAccess_Password2,
64// .password3 = DebugAccess_Password3,
65//};
A 4-3. %R Nonmain Bt B RY
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SERAEHUG |, TEAT DL B B EBURE R MCU.
1. {E CCS "i&E#: MCU JH4TTF H brBc & LANZE CCS A,

View Navigate Project Run Scripts Window H (&5 SWDwithPassword_C g
@ Resource Explorer | v, 2. Dould click
—_—
@ Resource Explorer Offline
% Getting Started
&J CCS App Center
[E GUI Composer™ >
[y Project Explorer
[2 Problems AlteShift+Q X [@ mainc  [3) stertup_mspmOcTiOx tic.. [0 check passwordc (4] boot. [ boot_configwi . B MSPMOCHO4coml X | = B
B Console Alt+Shift+Q, C <
Advice Basle
General Setup Advanced Setup
Debug This section describes the general configuration about the target. 3. Click
Memory Browser ! o
i Connection | Texas Instruments XDS110 USB Debug Probe < Target Configuration{lists the configuration options for the target.
Registers
S Board or Devi il
Expressions oardorDevice typefilter text Save Configuration
Variables Alt+Shift+Q V () EVMDMRX45X
Disassembly (0 MsPMOC1103
9 Breakpoints AltShift+Q, B © MSPMOCT104
=\ Modules (O MSPMOG1105 1"‘ Connection
lo test a connection, all changes must have been saved, the
e i B o i
() MSPMOG1505 Test Connection
() MSPMO0G1506
Outline Alt+Shift+Q, O (O MSPMOG1507 Alternate Communication
Stack Usage ) MSPMOG1518
= Memory Allocation Basic | Advanced  Source
1 Optimizer Assistant
Other... Alt+Shift+Q, Q
: G B
4-4. 2
N AN H{i $
2. {ETUHPIIF A CCS A
larget Contiguration =
All Connections
v 4. Texas Instruments XDS110 USB Debug Probe Import...
v, % MSPMOC1104
R csoaro) | 4 New.
v R subpal
= Add..
@ CORTEX_MOP A
v R subpath_1 Delete
@ SEC_AP
Test Connection
Router Properties
CS_DAP Router
Set the properties of the selected router. 5
() Bypass
tion script S e ey I © bl sl RO b s Sl prbamgrall WM mspm0_cs_dap_init_V1.gel | Browse...
DAPTAPTD 0x0
Device Management poer-AP v
v 4. Texas Instruments XDS110 USB Debug Probe Import...
v © MSPMOCT104
v X CS_DAPO New...
v _subpath 0 Add
6 |[® cortex_mop =
v Crrutpatie Delete
@ SEC_AP
Up
Save
Cpu Properties
Cortex M0+ CPU
Set the properties of the selected cpu.
(D Bypass 7
Secondary Processor
initialization script ..\ \Desktop\vrlish #nj Al = by sppgiins | LV bty il r Lsndgall +\mspm0c1103_V1.gel Browse...
Access Port Designator  (x02000000
TraceDeviceld 0x0
3
& 4-5. I 0 A
= s y N
3. @it CCS GUI Fiii N &SI+« Ctrl + S {RAFILE .
57 2B 2 -
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ALT

All Connections

v i Texas Inst DS110 USB Debug Probe
8
v & CS5_DAP_D
v Q subpath_0
@ CORTEX_MOP
v Q subpath_1
@ SEC_AP

Import...
New...
Add...

Delete

Test Connection

Device Properties
ARM Cortex-M0 Plus MCU

Set the properties of the selected device. 9' InPUt password

MSPMO SWD Password [0] (32-bit HEX format) 0x00000001

MSPMO SWD Password [1] (32-bit HEX format) 0x00000002

MSPMO SWD Password [2] (32-bit HEX format)  0x00000003

MSPMO SWD Password [3] (32-bit HEX format) 0x00000004

& 4-6. 3@id GUI SN\ FFD
4. FHME.
v (=5 SWDwithPassword_C
v (= targetConfigs
¥ MSPM
> S ey R W5 @ New Target Configuration

Import Target Configuration

aana

> ES o eyl pmds
> 125 . inmiaed
> 5 maivmwrdma)
> BS5 Wy mmateinmr_
> B5 I fiardniips
> bC_-..--ui-lrir_l -
> S ke ppymian ¥
> B S ki

> S el

> User Defined

K Delete
Rename
Refresh

%

10

Launch Selected Configuration |

Set as Default
Link File To Project

Properties

& 4-7. BEECE

Delete
F2
F5

Alt+Enter

5. fEAIAIA. 2k PR RS, K MCU BB NEAR , I AT RS, R )5

MSPMO_PasswordAuthForMSPMOC . 4k &:4% 4T 5 i 4440 .
File Edit View Project Tools Run Scripts Window Help

BB B:w ® . MSPMO0C1103_Commands >

Custom DAP Command >

A

i 4
MSPMO_Mailbox_DEBUG_ACCESS_PasswordCheck

|R-O: 02

& vicr|ra

35 Debug X I

MSPMO_PasswordAuthForMSPMOC

|12

v ¥¢_MSPMOC1104.ccxml [Code Composer Studio - Device Debuggin
x@ Texas Instruments XDS110 USB Debug Probe/CORTEX_MOP (Disconnected : Unknown)

1"

&l 4-8. IBITHIA

6. HIBLAEE ( Eox DAP F1 SEC-AP Tl f &g ), FdisEfr g 1.
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§0 GEL Expression: GEL_MSPMO_C_PasswordAuth(0) m] X

‘:6] GEL Expression: GEL_MSPMO_C_PasswordAuth(0)

—
I
() Always run in background
Cancel Details >>
B 4-9. BoRERFEHERIHE S

7. AR A s SR, PR S R R DAP TG MCU S EiiE. anRISiEiEE |, M 2R 4-10

FTRI LIS e Ak, KA R I R o R e 6
CS_DAP_©: GEL Output: Attempting SEC_AP connection

CS_DAP_©: GEL Output: Command = ©x000000F0

CS_DAP_©: GEL Output: Respond = Ox0@000CAFO

CS_DAP_©O: GEL Output: Data 1 Sent = 0x00000001

CS_DAP_O: GEL Output: Data 2 Sent = 0x00000002
CS_DAP_O: GEL Output: Data 3 Sent = 0x00000003
CS_DAP_0: GEL Output: Data 4 Sent = 0x00000004

CORTEX_MOP: GEL Output: FINISHED

&l 4-10. | 515 8

8. MCU LI Vs vl £7fifh 25 S A A7A RS
Bk
EEE, Wik s)E |, BIPAT 51 22467 LME Nonmain LB A %%. MCU BxdiE. N TETFEMN , T
SAGIE s, SNEWTFRIFFIR . AT KT R 8IS 22k U ) MCU IR, B 4-11 2 &
N IRE R
8P Texas Instruments XDS110 USB Debug Probe/CORTEX_MOP X
( > ) Error connecting to the target:
‘@ |(Error -6305) PRSC module failed to write to a router register.
(Emulation package 20.0.0.3178)
& 4-11. EH: MCU R
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211 B 7E R

5 ] 5 & &Y

A SR P AR AR AE P, R TR PR AR A A0 AT S O D
5.1 %Y

1. RS - boot_configwithPassword.h

#define DebugAccess_Password0 (0x00000001)
#define DebugAccess_Passwordl (0x00000002)
#define DebugAccess_Password?2 (0x00000003)
#define DebugAccess_Password3 (0x00000004)
5.2 B KE
1. #HRfRAY - boot_configwithPassword.h ; %45
#define PASSWORD_WORD_LEN (4v)
#define DebugAccess_Password0 (0x00000001)
#define DebugAccess_Passwordl (0x00000002)
#define DebugAccess_Password?2 (0x00000003)
#define DebugAccess_Password3 (0x00000004)

2. RS - boot_configwithPassword.h : BCR_Config 44 k) i1 ) 255

/* Bootcode user configuration structure */
typedef struct
{

/*! configuration signature */

uint32_t bcrconfigiD;

/*! Enable/disable AHB-AP, ET-AP, PWR-AP.
* One of @ref BCR_CFG_DEBUG_ACCESS */
BCR_CFG_DEBUG_ACCESS debugAccess;

BCR_CFG_SWDP_MODE swdpMode;

BCR_CFG_FACTORY_RESET factoryResetMode;

/*! Non Main Flash Static Write Protection.

* Oone of @ref BCR_CFG_NON_MAIN_STATIC_PROT */
BCR_CFG_NON_MAIN_STATIC_PROT staticWriteProtectionNonMain;
/*! Programs static write protection of first 32K bytes.

*

* - 0x0 to OXFFFFFFFF */

uint32_t staticwriteProtectionMainLow;

/*! Programs static write protection of first 32K bytes.
* One bit corresponds to eight sectors. Setting a bit

- 0x0 to OXFFFFFFFO */

uint32_t staticwriteProtectionMainHigh;

/*! Reserved */

uint32_t reserved;

uint32_t passwordO;

uint32_t passwordl;

uint32_t password2;

uint32_t password3;

//Can add password length if needed

} BCR_Config;

/*! Enable/disable SwD port access. One of @ref BCR_CFG_SWDP_MODE */

/*! The factory reset mode. One of @ref BCR_CFG_FACTORY_RESET */

One bit corresponds to one sector, LSB is Sector 0. Setting a bit
* to 0 disables write, setting a bit to 1 enables write Possible values:

* to 0 disables write, setting a bit to 1 enables write Possible values:
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3. RS - boot_configwithPassword.c : ¥ BCRConfig_origi A% & % N B Nonmain

PLACE_IN_MEMORY (" .BCRConfig")
const BCR_Config BCRConfig_origin =

.bcrconfigibp = 0x3,

.debugAccess = BCR_CFG_DEBUG_ACCESS_DIS,
.swdpMode = BCR_CFG_SWDP_EN,
.factoryResetMode = BCR_CFG_FACTORY_RESET_DIS,

.staticwriteProtectionNonMain
.staticwriteProtectionMainLow
.staticwriteProtectionMainHigh
.reserved = OXFFFFFFFFU,

BCR_CFG_NON_MAIN_STATIC_PROT_DIS,
CFG_DEFAULT_VALUE,
CFG_DEFAULT_VALUE,

.password0 = DebugAccess_PasswordO0,
.passwordl = DebugAccess_Passwordl,
.password2 = DebugAccess_Password?2,
.password3 = DebugAccess_Password3,

};

4. RS - check_password.c : Para_init B4

void Para_init(void)

AHPAccess = false;
BCRConfig_update.bcrconfigID
BCRConfig_update.debugAccess
BCRConfig_update.swdpMode BCR_CFG_SWDP_EN;
BCRConfig_update.factoryResetMode BCR_CFG_FACTORY_RESET_DIS;
BCRConfig_update.staticwriteProtectionNonMain BCR_CFG_NON_MAIN_STATIC_PROT_DIS;
BCRConfig_update.staticwriteProtectionMainLow CFG_DEFAULT_VALUE;
BCRConfig_update.staticwriteProtectionMainHigh = CFG_DEFAULT_VALUE;
BCRConfig_update.reserved = OXFFFFFFFFU;

BCRConfig_update.password0 = DebugAccess_Password0;

BCRConfig_update.passwordl = DebugAccess_Passwordl;

BCRConfig_update.password?2 DebugAccess_Password?2;

BCRConfig_update.password3 = DebugAccess_Password3;

0x3;
BCR_CFG_DEBUG_ACCESS_DIS;

}

5. /RS - check password.c : Nonmain_check A%
6. mspmO_cs _dap_init V2 : Password LENGTH

#define PASSWORD_LENGTH (4v)

7. mspm0_cs_dap_init_ V2 : GEL_MSPMO0_C_PasswordAuth(autoReset) %, FidKECH S , L%k CCS
GUI FfE AN I, BRI 7 75 ZE7E CCS AR i InsEbr il | FH Ik R #4715 5

6 B4

A SCRRAL T — RSl MCU N K 7k, DUME T3 B S A 1150 27 T DU I 3030 /2 I 2% 22 & D fg . [l
F P ERAE T ORGIFE P AHIAS |, 1% LA 3 R0 BRI AS AT DU ok SRS s i oD B SE I T B . hAh | 2SR IR
TAEICUEHT | VR Ao e ARG .

7 BERE

o HEJNACES (TI) , MSPMO C &1 2%44 , WL

o [EMAXEE (TI) , MSPMO L &5 281F , T

© fEMXEE (TI) , MSPMO G #5344, MIT
o fEM{XLE (TI) , Code Composer Studio™ , W 17T
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