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12.9.2 Firmware Attestation

The BMC may attest the firmware of the power supply through the use of the SPDM
GET_MEASUREMENTS request. The M-CRPS shall respond to the BMC with the measurements for each
area requested. If M-CRPS is ready when the GET_MEASUREMENTS request is received, then it shall
respond with the MEASUREMENTS response otherwise it shall respond with an ERROR response with the
error ID set to “ResponseNotReady”.

12.9.3 Device Authentication

To support device authentication the M-CRPS shall support the ECDSA Sign/Verify protocol using the NIST
P-384 algorithm. The BMC may request to authorize the device through the use of the CHALLENGE
request. The M-CRPS shall respond to the CHALLENGE request with an ERROR response with the error ID
set to “ResponseNotReady”. Once the challenge has been signed according to the SPDM spec the M-CRPS
shall respond to the BMC’s next RESPOND_WHEN_READY request with the CHALLENGE_AUTH response.

12.9.4 Code Protection

All microcontrollers within the M-CRPS shall enable code protections such that the FW on the device may
not be read/written/erased or otherwise altered via any method other than authenticated signed images.
This includes all debugging/programming pins.

Figure 1. MCRPS SPDM g B &4 &R
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Table 1-9. Security Levels

PMF Executed Operating Mode Program Fetch Security Description
With Correct Location
Password?
No Secure Outside secure memory Only instruction fetches by the CPU are allowed to secure

memory. In other words, code can still be executed, but not
read

No Secure Inside secure memory CPU has full access.
JTAG port cannot read the secured memory contents.
Yes Mot Secure Anywhere Full access for CPU and JTAG port to secure memory

Figure 8. RIBREME CSM ZLMFBERNAE

5.2.2 Emulation Code Security Logic (ECSL)

In addition to the CSM, the emulation code security logic (ECSL) has been implemented using a 64-bit password
(part of existing CSM password) for each zone to prevent unauthorized users from stepping through secure
code. A halt in secure code while the emulator is connected will trip the ECSL and break the emulation
connection. To allow emulation of secure code, while maintaining the CSM protection against secure memory
reads, you must write the correct 64-bit password into the CSMKEY (0/1) registers, which matches the password
value stored in the USER OTP of that zone. This will disable the ECSL for the specific zone.

When initially debugging a device with the password locations in OTP programmed (secured), the emulator
takes some time to take control of the CPU. During this time, the CPU will start running and may execute an
instruction that performs an access to a protected ECSL area and if the CPU is halted when the program counter
(PC) is pointing to a secure location, the ECSL will trip and cause the emulator connection to be broken.

The solution to this problem is to use the Wait Boot Mode boot option. In this mode, the CPU will be in a loop
and will not jump to the user application code. Using this BOOTMODE, you can connect to CCS and debug the
code.

Figure 9. ECSL {fi By Z 58

SR, BT XFEAE BIAE, BT DU R AR 1) 22 45 A E N850 i+ AUTH1013 SRSZE, BT DUk x FR
LR ARG T ) 256-bit 22 A7t 2 (8], I B A SHA-256 #04 FE sk AR i34 T
TN IR, WK 525 AR {5 B AEN 512 Byte $di Flash =5[] ik B _EAZHLH “Hedk-Fiif
PR B AE R I, WKt BRI Ay 215 SR #2532 48 MCU, i3 1y 25 3047 A0 B2 Th REH A 5 A
R E B IAE, AT LUEIE TRNG HESEREALEU R A= 485K H AR A 1 1D 5, dEmrkiz(E B
BB RIS BSOS B, IR X 43 AN [FI AR 45 28 B U5 (R RS S E
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NO
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Figure 5-4. ECSL Password Match Flow (PMF)

Figure 10. ECSL {i B R ZEMERE (5 C2000 BAEA i AR5 B1H)
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2.3 RERFPEBE T RELH
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Boot /&1 [ 128 il AES-CMAC MESEVESLILN, ZEEENHEPAENE Lig17, R EET/
RICRES, I BALTE R I I 4k 223 AT B R AR . R B Ih A& AR AT Z BT X IN A I
JRL R AR BEAT IR (R B8 770 308 I B ORI FH A2 7 AR RS 7 2 A2 21 N A7 H 5 AR08 B 5ok il e e
SERENE . TR HTE EAAERY (CMAC) J&2—FPEE T AES FIAIESE, & M4 A B Bk d A iIE
PREFNB R — VR LA 128 f7 I a2 51 54 (& F CPU ¥ &%) +, PLK 128 fif
CMAC %%, %A T CPUL1 USER OTP 1, FH&&ITE N B CMAC WIEREMT . I
B G| B R AE X BB HIZAT CMAC VA IR i 2411 128 AMIEFRES, HA7 6 T Flash 3k
128bit 7 & . WSHK 12 Z4WNA7)E3) Boot AT~ -

Authentication Tag generation (prior to device flash)

Output:
Inputs: Algorithm leveraged: - . .
e ADp Binary mmmmmmmly * CMACIAES-128 (Symmetic encrypton) Binary with CMAC tag
Input:
- Binary and CMAC key Flash Bank
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Outputs Algorithm leveraged:
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Figure 12. &4 W53 Boot ifEHE
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mZ% K 12 WA LR

1) B FHFA S I bR AR %4 Hodha] LLid@ik On-Chip flash tool or UniFlash Tools %
F2E# SysConfig DCSM Tool, 48 #1541~ 25 2 AT P4/ 43 (A S0 71 0x0011
2233 4455 6677 8899 AABB CCDD EEFF);

2) XF Flash [A£EH )5 R P AT RTREAT Sy Bk, #fR 8 A Secure ROM %4 WA I
CPU1BROM_calculateCMAC KA T S 50iiE, AR S 3 W7 IHEM N4, WKl 13
ROM Secure Boot Jifi &

128b immutable user
key stored in DCSM
oTP

Immutable

ROM*

16KB Flash

1.Secure chip boundary
~Secure JTAG (If JTAGLOCK
enabled)
-Block boot loaders (If secure flash
boot mode)

2. Verify 15t 16KB of flash App code
&

FW upgrade (code +
Crypto keys)

Calls ROM -> verify
rest of the flash In flash

Figure 13. ZA&IEREGH SLE 75 REEH B

BB A R B IEARZE 4. 7 LLIEIE On-Chip flash tool or SysConfig DCSM Tool %t 128 bit
CMAC Key 17 OTP X% fE, % WK 14 fizn. CMAC Key /&8 T W%, T EsHA Y
OTP %% 8H, R4 L HEX Binary &% % . Britkz sk, C2000 #4424t ECSDA %%
S ERS 2 4 AT IR, $R A AES B T 2 ARRD R A7 In s, AT AR RT DA S A E XS FR 0 2 1 B

use the hex conversion utility as follows to apply the CMAC algorithm to regions in allocated memory:

* Use the --cmac=file option. The file should contain a 128-bit hex CMAC key. The CMAC key in the
file specified by the --cmac command-line option must use the format OxkeyOkey1key2key3 in order
to access the device registers for CMACKEYO0-3. For example, the following file contents represent
CMACKEY registers containing key0= 0x7c0b7db9, key1= 0x811£10d0, key2= 0x0ed476c7a, and key3=
0x0d92f6e0.

0x7c0b7db9811£f10d00e476c7a0d92f6e0

+ Use either the --image option or the --load_image option when using the --cmac option. If you use the --image
option, set both --memwidth and --romwidth to 16.

« If you use the --boot option (and other boot table options described in Section 12.11.3) with the --cmac option,
the CMAC algorithm assumes that a fill value of 1 is used for gaps between boot table regions. Because of
this assumption, you should also set --fill=0xFFFF when using the —-boot and --cmac options together.

+ Specify a HEX directive with one entry that represents all the allocated flash memory. Use a 128-bit aligned
length and specify the optional fill value. (The default fill is set to 0's.)

+ Define the global CMAC tags in C code.

Figure 14. CMAC 128-bit Key H4HHE R &

10 C2000 ZEFFIEFERE#5 B L HIPH



I3 TeExas
INSTRUMENTS ZHCAEW?7

Flash N7FHFISBRFPPATRIIT S HHAE. &k, ATELAM OTP XM 128 bit CMAC
Key X}its i Secure ROM J& BT S0y 96AE, — FLIGUE AT, W e iFdRA1MA Secure ROM Hiff)
CPU1BROM _calculateCMAC X}t i Fr | 16KB Flash P AEZ AMAHEAT SR I . TEYH K3 RS
ZZ K 16 Fis.

The CMAC calculate and compare function (Table 4-53) allows calculation of the CMAC signature of a Flash
memory block and compare against a golden signature. This is used in the secure boot mode to authenticate the
boot image.

Table 4-53. CMAC Calculation Function
CPU Function Prototype Function Parameters Function Return Value

startAddress: Starting address of 0xFFFFFFFFU: Calculated CMAC
memory for which CMAC has to be signature did not match golden

calculated signature (fail)
uint32 t endAddress: Ending address of 0xA5A5A5A5U: Memory range
CPU1BROM ca|cu|;,TQCMAc(uim32 memory for which CMAC has to be provided is not aligned to 128-bit
CPU (C28x) t startAddress, uint32_t endAddress, |calculated boundary or length is zero
uint32_t signatureAddress) signatureAddress: Address of
location where golden CMAC O0xE1E1E1E1U: AES Engine timed out

signature is stored
0x00000000U: No Error

Figure 15. CPU1BROM_calculateCMAC AP &% B

Perform CMAC-128 bit

Key Store OTP
l Enable WD, It depends on customer
Secure Flash Boot and Periodic reset Stuck at While(1)

and JTAG Lock

Yi
<, [perform cPU1BROM_calculatecmac

Verify 1t 16KB per Ban
IStore Secure ROM

Verify beyond 16KB

Reset |Stuck at BootROM and

Prevent Secure Flash Boot Execute APP
And run normally.

Figure 16. %43 3hE - RAEKIFEE - INEHiE CMAC

0 Memory Browser Hr@yeyPRrics s
Data | 0x78018 >
Data:0x77fe5 - 0x78018(-0x33) <Memory Rendering 1> X

16-Bit Hex - Tl Style v

exeee77FES

©xXeee77FF6 3FFF @0ee 3FFF 6000 3FFF @60 eeeF
@x80078007 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FB7F FFFF 7FFF FFFF 4BFF FFFF 3FFF
GG PRy ek e ey FFFF FFFF FFFF 4D7F FFFF FFFF FFFF FFFF FFFF
@x@0078029 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFEF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
@x8e07803A FFFF FFFF FFFF FFFF FFFF 2BFF FFFF FFFF FFFF SF7F FFFF FFFF FFFF FFFF FFFF FFFF FRFF

Figure 17. 774 OTP XIBRFIXTFRINES 2544, Hikik(0x78018 ~0x7801E)
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ST WRIGIE I, WSS 7 TG IE H Bk#% 2] Secure Flash Entry Point Address (1 20 fir
R), O AR R AE S F Boot ROM, 1A cpul_SuccessfullyBooted i [F1E J9ERIA O; 40 SEIIF A
Iy, WS B IEH Bk#: Secure Flash Entry Point Address, H. ‘%% @i HH Secure ROM i)
CPU1BROM _calculateCMAC X} it /i 16KB Flash W 1% 2 4 H 34T & 4y 56 3iF, 3 3F 5% 2h
applicationCMACStatus IRZ&x & [5] 1, 4] 18 F11& 19 Frs.

181 !

182 // Call CMAC Authentication API to verify contents of all of
183 // device flash.

184 //

185 // Upon failure, enter infinite loop.

186 //

187 applicationCMACStatus = (VR Il IReTaE g aiINe)( CMAC_AUTH_START_ADDRESS,
188 CMAC_AUTH_END_ADDRESS,
189 CMAC_AUTH_TAG_ADDRESS);
1%

191 if(CMAC_AUTH_PASS != applicationCMACStatus)

192 {

193 //

194 // Application will get stuck here upon failure

195 !/

196 while(1);

197 }

198 else

199 {

200 cpul_SuccessfullyBooted = true;

201 }

a7

Figure 18. CPU1BROM_calculateCMAC &R 5%

’ ) . G 8 =
- Variables % Expressions X i Registers Ble X% &3 8 =

Expression Type Value

> 2 DesmZ 1Regs Register Group

» 2 CpuSysRegs.RESC Register 0xC0000004

> 2 DesmZ1Regs Register Group

> = cmac_all struct CMAC_TAG {tag=[0xDFCE "xdfce' 0xC17A '7',0x05CD "“x5¢cd',...

> (® cmac_sh 1 char[8] [0xACT5 'u',0x20BB "x20bb',0x450F “x450f",0xB...
‘ = cpu1_SuccessfullyBooted unsigned char 0 "x00*
‘ - GpioDataRegs.GPADAT.GPIO12 pointer: 1 0x0

Figure 19. CPU1BROM_calculateCMAC KiF %W 45 2

Table 4-20. Secure Flash Boot Details

Details Location Address

CMAC Signature Address Flash Entry Point Address + 0x2

CMAC Key Address (128-bit key) DCSM Z1 OTP CMACKEY0/1/2/3

Flash Entry Point (Bank 0, Sector 0) 0x0008 0000

Flash Entry Point (Bank 0, Sector 8) 0x0008 8000

Flash Entry Point (Bank 0, End of Sector 15) 0x0008 FFFO

Flash Entry Point (Bank 1, Sector 0) 0x0008 0000

Flash Entry Point (Bank 1, End of Sector 7) 0x0009 7FF0

Flash Entry Point (Bank 1, End of Sector 15) 0x0009 FFFO

Flash Entry Point (Bank 2, Sector 0) 0x000A 0000

Address Range for CMAC Calculation Start: Flash Entry Point Address
End: Flash Entry Point Address + 16 KB

Figure 20. Secure Flash Boot {5 2 %]3#&
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I3 TeExas
INSTRUMENTS

ZHCAEW7

Sy 2 ARl I A7 i T OTP X 51 256bit ¥+ ME—#riR5 Unique ID, 7] LLiE UID_REGS
PAF BRI G A IR . S5 21 FIEE 22 fis .

Table 4-1. Unique ID Locations on C2000 Devices

Device Family MSW Location LSW Location
F24x and F240x N/A N/A

F280x 0x000809 0x000808
F2802x 0x000901 0x000900
F2803x 0x000901 0x000900
F2805x 0x3D7FDB 0x3D7FDA
F2806x 0x000901 0x000900
F2823x and F2833x 0x000901 0x000900
F2807x(1) 0x0703CD 0x0703CC
F2837x(1) 0x0703CD 0x0703CC
F28004x(") 0x0703CD 0x0703CC
F2838x(") 0x07020D 0x07020C
F28002x(") 0x0701F5 0x0701F4

(1) See the device data sheet and technical reference manual for more information regarding this UID_UNIQUE register.

Figure 21. Unique ID ®&ME—IRREHIR

3.15.16.7 UID_UNIQUE Register (Offset = Ch) [Reset = X]
UID_UNIQUE is shown in Figure 3-281 and described in Table 3-308.

Return to the Summary Table.
UID Unigue 32 bit number

Figure 3-281. UID_UNIQUE Register

31 30 28 28 2T 26 25 24 23 X2 21 20

19 18 17 16 15 14 13 12 11 10 9 &

T 6 5 4

3 2 1 0

UniquelD

R-X

Table 3-308. UID_UNIQUE Register Field Descriptions

Bit Field Type Resat Description

31-0 UniquelD R x Unigue portion of the LID. This identifier will be unigue across all
devices with the same PARTIDH.
Reset type: N/A

Figure 22. Unique ID FEB~EE

ARG 22 42 1B LS - DCSM XUARHE i 25 bt Fr B 474 25 7] Flash A1 RAM 3E47 325 4R 9, DL

Vi AR I i, 225 Qi

23 fiRo

£ X% DCSM ARSI /g, n] LUEEAE TR iR 5 O\ %) B ) 25 B8 5% C2000 SysConfig GUI #
T TP 5 NG %5 RS T] LA TS CCS On chip Flash 563 UniFlash 585% T B 5 NN /i 25 %6
AT LLE AR Th i FH 803 B AREC B S 30 A GEL 75 N N [P INER Ifi 25 2%:0, 225 i 24
P 29K, R 2 5 ARIERE R PAT T2 L0 T I IR, T LLdid Z1_ CR.FORCESEC #ff54
il f# 58 DCSM BEAT U] 23 Frs e, BEA - CPU 1EHL CSMKEY 25 /7 SR A LSS F Ab T

R EBURIRES -

C2000 ZEHFIEAREZFBIELHIH
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i3 TExAS
ZHCAEW7 INSTRUMENTS

ﬂar‘t

Write the CSM Password
of that Zone into
CSMKEY(0/1/2/3) registers

Zone secure
after reset
or runtime

Correct
password?

Read Linkpointer and
calculate the address
of ZoneSelectBlock

Dummy Read of CSM PWL Zone
of the Secure Zone which Unsecure
needed to be unsecure

Figure 23. DCSM RBBZ&HErEE

if ((*(unsigned long *)(DCSM_Z1_BASE + DCSM_0_Z1_CR) & DCSM_Z1_CR_UNSECURE) == @U)

//LOCKED State --> IED State

*(unsigned long ')(DC _Z1_BASE + DC
*(unsigned long *)(DCSM_Z1_BASE + DC
*(unsigned long *)(DCSM_Z1_BASE + DC
*(unsigned long *)(DCSM_Z1_BASE + DCSM_

SM_0_Z1_CSMKEY®) = 0x55555555; //Zone 1 CSMKEY Loads
SM_0_Z1_CSMKEY1) = @x4d{755555;
SM_0_Z1_CSMKEY2) = ©x55555555;

0_Z1_CSMKEY3) = ©x55555555;

Figure 24. DCSM RGN /fR%E B E

2.4 RERZHIEREF TTREIE

AN A R TV ] F28P55x it H - Secure Boot 224 JE Sl T 72 b i E AT SRR 2 5
WEo HorR 224 3 sh AT I TR) 8 K 2 50 P R i — NS5, Bl o0 ik s 2K F S
ML A, R T F28P55x R AR AT SZlll A 4 K %4 J st e, %W N 1 AR,

Table. 1 F28P55x 248 shiNf [R5

R/
/Flash EEH B3 B4R FIXFRINE (AES - CMAC)
Entire Flash 6.54 ms 9.58 ms (1st 16KB of Flash)
(256KB) 55.18 ms — 70 ms (verify beyond 16KB Flash)

14 C2000 ZEFFIEFERE#5 B L HIPH



I3 TeExas
INSTRUMENTS ZHCAEW?7

3 HB4E

TV A5y SO P I 22 AR 58, B B0 R ) 22 A IR IE 7 ST A2 T LA 2 IR 55 7% FL R
MRCPS % i [ AE, S GEFR RIS 22 &R . n] LLE e i A & 1) Secure Boot %4
SN S AT BT HEATI0AIE, 8 Gt AT AR R B T B I I DA mT LU S A 256 bit Unique
ID SRFRRME— G4y, w] UEREE F ) DCSM XU TS i A B sk x50 7 0 P 747 it 2 1) 1R 4752 55 1
1, WG ARSI R B L B, @ B E —Fh Flash Boot Mode f4iF 85 A b L[l 22 44047, FIF)
Fi JTAG Lock ZhREFBHIE AR AT 1) . 2, C2000 #8122 4 & vl DL /£ MCRPS
IR 5% 258 02 B T R

4 BEER

TMS320C28x Assembly Language Tools v20.2.0.LTS User's Guide

Secure BOOT on C2000 Device

Enhancing Device Security by Using JTAGLOCK Feature

TMS320F28003x Real-Time Microcontrollers Technical Reference Manual
TMS320F280013x Real-Time Microcontrollers Technical Reference Manual
TMS320F2855x Real-Time Microcontrollers Technical Reference Manual
C2000™ Unique Device Number (Rev. B)

NogahsowNPE

C2000 ZEHFIEAREZFBIELHIH 15



ERBEAMNRREH
THEEFRERARM AU EERE (FER ) . RITER (8FFFRIT ) . NAREMRITRY, WETR, 22FENEMER,
FRIDYAFREEFMEEMARRERNER , SBEFRTEH S, EFEARAENERASRTREEME=F MR~ ERE
ﬁo
XEFRAMEMEA TI = RETRITNBET RARER, SFATREUT2HIRE : (1) HNENEARRESEN TIFR , (2) Rit. B
EHNHEWNA , ) BRENEAFREHAREARTAEMIIERS, FERE. KERHAMBER,
XEFRNMELE , BFZTEH, TI BRVENTRXLERRATRHARTIRARN TI ~ROEXEA, MRUEMEAIXERFRRT
SHARTR, EXRERETEM TI HRFRFEFTE=FDR~R, ENETBERTEXERFRHERATN T REARERNEAR
WE,BE. BAR, BANES , TI WEEFAR.
THRENZRZ T HHERADR ticom EEMERRRT F=REHRHRAEERZFRBAR. TIREXEFRA T RRURMAERER
THEX T FREABHERNERRBRERFHA.
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