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Tl generates a configuration Tl generates a Cert. with
, file with DeviceUID debug.ext and DeviceUID Tl generates DMSC FW Cert.
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h 4
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1537 /K 1.0 FI 1.4 R BRI RS S —5 . BT CLE E O 2 MR k. AR ML T KA a2k
HIVELE B BRFERTE 2-1 PRI =M a2k,

% 2-1. GP/HS 241 JTAG &

BRA FiUR=) DMSC/SMS JTAG R%& R5F JTAG %S
EH (GP) AN PiNis TFi%

[E ey S 22 42 (SE) PH i (TI) M (%)
i 24 tE-Prime S22 48 (SE) M (ZF) M (%F)

il - TDA4VMBB8TGBALFRQ1 - i I #4 n] LA E #2218 A T,

TDA4VMBBT5BALFRQ - % A M # fF T Bl 4, AEEE IR [,

XA R SRR A . B A AR MG XA K, HS 8 FRR S & 24
2.1 JEil MCU UART FREUH Ao (s B

TENE BB E R N AR IR R B ATIR 2 BT, AT UID (ME— ID ) « DIE ID %8085 B . ARSI
f§ /] UART 3| S8Rk 70 H MCU UART 4TENI 4. Bk BT .

1. 3RELUID.
a. KB A5 S E N UART 51 S50, 306 AR A 25 — 4> MCU UART 8 47 &R 3 4L
PC , 5% J721E 1 EVM %8 |, S8R5 8 EVM JiiHE.
b. s WA T RK—SHE. BHEERBRARENFIN CCC IHAFENHE . Bl HS EERH &
W RN

C. mi02000000011a00006a376573000000000000000048535345020001000200010002a600000100010033¢c74f0c863
1aa67a56d53b06f250d75ch2a9cf7a52d6eb5e21b5e824250d7e09c22d997f09dc9389%ecaa3f7d2b64d3a76d6163a
a09e928ea050e1da95507e661f6002b07cd9b0b7c47d9ca8dlaae57b8e8784a12f636b2b760d7d98a18f189760dfd
0f23e2b0cbl0ec7edc7c6edac3d9bdfefefeddc3fff7fe9ad875195527df02f2a23c0ed9d5fcf6dfb3a097ee4207c
ble2a5956e07bal44b73fe71143982CCCCCCCCCCC

d. %k python AR D ER 2 Hi H &
e. FEIREBPASCHE | M LR dy it H . b iE S0 Fos

@ubuntul8:~/Documents/summary/parse_uart_log$ python 7080.uart_boot_socid.py
default_uart_hs.log

SubBlockId

SubBlocksize :

DeviceName 1 j7es
DeviceType : HSSE

DMSC ROM Version : [0, 1, O, 2]
R5 ROM Version . [0, 1, O, 2]

Sec SubBlockId 12
Sec SubBlocksize : 166
Sec Prime : 0
Sec Key Revision 1
Sec Key cCount 01

Sec TI MPK Hash :
33c74f0c8631aa67a56d53b06f250d75chb2a9cf7a52d6eb5e21b5e824250d7e09c22d9971f09dc9389ecaa3f7d2b64
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d3a76d6163aa09e928ea050e1da95507e66
Sec Cust MPK Hash

1f6002b07cd9b0b7c47d9éa8dlaae57b8e8784a12f636b2b760d7d98a18f189760dfd0f23e2b0cb10ec7edc7c6eda
c3d9bdfefefeddc3fff7fe9ad875195527d

Sec Unique ID : f02f2a23c0ed9d5fcf6dfb3a097ee4207cble2a5956e07bald4b73fe71143982
2. 3RHUDIE ID.
ARG EAERENZ BRI Linux J5 , S arAT , S LU T a4 47 32EL DIE ID.

echo “devmem2 0x43000020 w | tail -nl1-
echo "devmem2 0x43000024 w | tail -nl°
echo "devmem2 0x43000028 w | tail -nl°
echo “devmem2 0x4300002c w | tail -nl-

P LA P B E B R |, R R IR RSCR T O . R BT e HS SRR TR SR . N
RIEREAEREE (GP) Y, PR IXLE 85 B Bt /M TI SCRrE 1, 285 RIAT BB [nliZ a0, ok
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AR “EATHEAR” (WIR) ET5. SBL/SPL iE-5 A1 DMSC [, ix b — kbl ek b TI ##81 JTAG 318 5%
HLOS A4k 4L AT )G 272 . Jacinto7 RFIZ$EE SRR AZ I 3-1 Frn. BEJEH HS 88440K |, 2420k T
HS LH# T .

New QTS Job

Failure Analysis
A QTS Closed
A
UID, Die ID Pass

Override.bin
Need

WIR Cert Tool

Binary Signed

Need Bench Test

Standalone

:@ :{ QTS Closed )

Identify, ATE to Return to
screen issue Customer
A 4
New TDL New Bench CBstgmer
creation createand |e ebug
debug

Fail

Bench Test

v Fail

{ Add to Bench )
& 3-1. TI P2 R B BTl A

T P12 WIR AEP A BE S F LR PRI ATE MRFI3EAENLR . ETF R B , %7 Al LLYE Boardcfg X
g allow_wildcard_unlock = Ox5A KBkt UID 3&3iF , (BAE KEUBAE P2 BL | S8 E N 0 LUS

UID %&ilE. CRP ZEZEF X KM AE =T H . T &L AH R [ 4 (allow_wildcard_unlock = 0x0) A - /5 H UID 3%
iFe Z/UNBEMSL)E | FEAFREHN RS ZATRAE UID. RA @S RIEG ARSI E s R % . B | 1%
HEEH Tt (S $2 4500 UID XF B8 LAt — B R & P 045 B 4. AN S AE 834 UID #R2ME—11). ETY
FVFAE— A28 BT R XV R PR TI 2 (R SR IE Bl () 28 A8 b (5 B o i Bh N R P 3k 7 B4k
HIZE % . 2 U F 2R AR AR 2580 (AW ) v T 51 S INERE e Al A g 254
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3.1 CRP A TH

N T ARHEA AN TR P St R SO R, TIHRBE T CRP AT R, HATiZTASH tar SR
TDAAVM , 552 [ 81 5 2k % SDK BRARRAE 44 [ —BEHI SO . % CRP AT 24 I 3-2 Pis.

CRP Script
Tool

SDK related?

No

Enter SDK path

Tl Reference Extract files
Tar
v
Full Binary
Enter Key_file signed
Yes
A4
Provide all
Enter UID @ Binaries to Tl
A
v No
Override.bin Partition |
Binary signed d

&l 3-2. TI CRP A& T HAS 2 FA

WE AN SRS S, TRt S % 308S tar ( 55T TDA4VM SDK8.6 ) , % /' A FHi#i N\ KEY_FILE
AR (I XERER SRR IR ) o 280 UID M BgE | 1% T RE R BT84 I K TI CRP F5 21
BT —HER SO . PRI override.bin. SBL/SPL iiF45 — ik SC4E AT DMSC iiE - — 3| So . % T BAT DLk £
tiboot3.bin 1 tifs.bin 2% sysfw.itb LLAMKHAR —#E i SO A2 5 75 EAE 4 . X T HS 841 HS-Prime #4141 AN [F) %%
LR, 1% T AT DA I FhE B

i % T H AT Ph— M AR iR 5 ZE7E CRP A2 8 A BT A S, I8 0T DAB S S BOR AL B 1% T 1A s SCF R
Hiz T HABEARK sk, 1% TR AP BRT

1. F#Xj7_crp_tool.zip tar 3-¥ HA#EF) ubuntu PC L.

2. HERNZTEM e, HEH U NPT AT E ./ j7_crp_spl_tool.sh.

3. WA : KEY_FILE 4% , iZ2 LEPRAL T TI B8] |, #lin : {cwd)j7_crp_spl_too_for_reference/
core-secdev-k3/keys/custMpk.pem.

4, BTEENGRARDY (hs/hsp). 1% T HMR B 2SO R EAEE , WERAAALE |, WS SZREH .

18 T B N2 UID A28 4% 3t i SO e v #4545

6. AT DLE S H AT 4R 2% TR AR O B kSO, IR R DR X ST R B AN (tar) R R
TIERARE H .

o
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3.2 AR L WIR EH Z IS0 (override.bin) F 444

fi 45 Jacinto7 HS 28FiB B ATE MIA#S A AiAAT 1% FE . WIR AE FT-7E ATE Ml F Bt JTAG ik 1
JTAG f#8i)a , nTA4k8it AT ATE K, tn] DLSAT — SIS AR ARALINRAR 7o (HA2 | 200 I AR AT X4 2 10
WA He gt 47 BRI . SR IR ArE AR AR | G BN m 3 E R 8 (HLOS) AT SRk R Gl
W, FERIE R P ST R RGN A T AR WIR ETS | 4875 28 A DL AR A QAL 5 4k s &5
~HIUID |, SR JEH H 5779 x509_sec_override.txt.

7ELL ARSI | certType = INTEGER:2147483649 ( iy 0x80000001 ) R R 7 1F 15 (Override Cert)
. debugType = INTEGER:4 %7~ DEBUG_FULL , HI-Ffi#4i JTAG Thig I8 H 52 %R Th hg .

[ req ] distinguished_name =

reg_distinguished_name x509_extensions = v3_ca prompt = no dirstring_type = nobmp [
regq_distinguished_name ] C = gc ST = cW L = y6qqF9wh61l 0 =
vGtcXq5gItAeCDXDyvCtdvayXh OU = tcDeqFyxG4r CN = rgH4gqfPTF emailAddress =
1QeqF8F1HQuc2@1rIP7hPUyQ03x.com [ v3_ca ] basicConstraints = CA:true
1.3.6.1.4.1.294.1.1=ASN1:SEQUENCE:boot_seq 1.3.6.1.4.1.294.1.8=ASN1:SEQUENCE:debug [
boot_seq ] certType = INTEGER:2147483649 bootCore = INTEGER:0 bootCoreOpts =
INTEGER:0 destAddr = FORMAT:HEX,0CT:00000000 imageSize = INTEGER:0 [ debug ]
debuguiD =

FORMAT : HEX,0CT:486227340651ed7670e840191e064dbb8d0ad5164737980ed860ebd81672b8cc
debugType = INTEGER:4 coreDbgEn = INTEGER:0 coreDbgSecEn = INTEGER:0

LT dr &4 144 override.bin [ WIR EH 3. BAF a2 1) custkey.pem 2% F FIMRFAEH |, IE75EAEH
— AT ITIZm Y.
$ openssl req -new -x509 -key

custkey.pem -nodes -outform DER -out override.bin -config x509_sec_override.txt
-sha512

X OERKE] CPR A T A,

3.3 AN FEMEMNAS ST AR Bl iR SR

Ji Jacinto?7 HS 28138 B By MR #0 B AT %0 72 . Tl AT AE S B 5 5 HLOS RS KiE T 2 MR LUE 3 — 5
IIMT. B 2B TR SR R AR . JRINAE T, RSN, T FEEEN HLOS (40 Linux ) SR3REL
FEZHEER , M FEE L840 et X EENY SPL 5] S8,

1. A4 ofg ot

T K A #E 2% board-cfg.bin. sec-cfg.bin. rm-cfg.bin. pm-cfg.bin ( £ F /ti-processor-sdk-linux-j7-evm-

XX_XX_xx_xx/board-support/k3-image-gen-2021.01a/out/soc/j721elevm ) , 53R & T secure-binary-

image.sh NIXEEALEL . SRJE , IREIZEAL HIWHR o A8 F DUT A A28 A8 44 1 ik il ST A
/ti-processor-sdk-Tinux-j7-evm-07_03_00_05/board-support/core-secdev-k3/scripts/secure-binary-

image.sh
out/soc/j721e/evm/board-cfg.bin out/soc/j721e/evm/board-cfg.bin-signed

2. 4R sysfw.bin-hs.
L /gen_x509 cert.sh f# F custMpk.pem & sysfw PFHE 14254 . 1ZidFETE HS Al HS-Prime #5442 [A] 47
HEFER . R FTESE—F A ROT .
a. HS 2 :
Tl K HES ti-fs-firmware-j721e_sr1_1-hs-enc.bin fll ti-fs-firmware-j721e_sr1_1-hs-cert.bin L% /1254,

./g9en_x509_cert.sh -d -c m3 -b /home/chris/37/3721e/86/hs/board-support/prebuilt-images/ti-
fs-firmware-

j72le_srl_1-hs-cert.bin -o ti-fs-firmware-j72le_srl_1-hs-certs.bin -1 0x40000 -k /home/
chris/37/3721e/86/hs/board-

support/core-secdev-k3/keys/custMpk.pem -r 1
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R EEd cat 2 ARk sysfw.bin-hs.

cat ti-fs-firmware-j72le_srl_l-hs-certs.bin /home/chris/17/3721e/86/hs/board-support/
prebuilt-images/ti-fs-
firmware-j72le_srl_l-hs-enc.bin > out/soc/j721le/evm/sysfw.bin-hs

b. HS-Prime #&1f :
T B % ti-fs-firmware-j721e-hs.bin % 14544 .

./gen_x509_cert.sh -d -c m3 -b /home/chris/17/3721e/86/hs/board-support/prebuilt-images/ ti-
fs-firmware-j72le-hs.bin -o out/soc/j721e/evm/sysfw.bin-hs -1 0x40000 -k /home/chris/37/
J721e/86/hs/board-support/core-secdev-k3/keys/custMpk.pem -r 1

B R TGRSR . O FT cat dr 4.
3. EIIA gen_its.sh AL, BJIRIE] sysfw.itb.
FRAA A HS S8 AT IO #2158 DR i 2 A i ST

./gen_its.sh j72le_srl_1 hs evm out/soc/j721le/evm/sysfw.bin-hs out/soc/j721le/evm/board-cfg.bin-
signed

out/soc/j721e/evm/pm-cfg.bin-signed out/soc/j721le/evm/rm-cfg.bin-signed out/soc/j721le/evm/sec-
cfg.bin-signed >

out/soc/j721e/evm/sysfw-j721e_srl_l-evm.its

1 F it mkimage i 424 % sysfw-j721e_sr1_1-evm.itb I E 44 N sysfw.itb.

mkimage -f out/soc/j72le/evm/sysfw-j72le_srl_l-evm.its -r sysfw-j72le_srl_l-evm.itb
move out/soc/j721e/evm/sysfw-j72le_srl_l-evm.itb out/soc/j721e/evm/sysfw.itb

4. £xg tiboot3.bin LA T SPL 5] F.

TR EAAE AN I AN TR0 U-boot , 48 )5 BB A2 i u-boot-spl.bin. iZ4h T Bkid 1 X J& 82 A% 88 R 7
AT T K

diff --git a/arch/arm/mach-k3/security.c b/arch/arm/mach-k3/security.c
index 092588f4b5..c55d1da689 100644
--- a/arch/arm/mach-k3/security.c
+++ b/arch/arm/mach-k3/security.c
@@ -53,6 +53,14 @@ void ti_secure_image_post_process(void **p_image, size_t *p_size)
if (!image_size)
return;
+ if (get_device_type() == K3_DEVICE_TYPE_HS_SE &&
Iti_secure_cert_detected(*p_image)) {
printf("warning: Did not detect image signing certificate.
"Skipping authentication to prevent boot failure for CRP.
"This will fail on Security Enforcing(HS-SE) devices\n");

return;

+ 4+ + o+

if (get_device_type() == K3_DEVICE_TYPE_GP) {
if (ti_secure_cert_detected(*p_image)) {
printf("warning: Detected image signing certificate on GP device.

] k3_gen_x509_cert.sh 4=/ tiboot3.bin.

u-boot-2021.01+gitAUTOINC+62a9e51344-g62a9e51344/tools/k3_gen_x509_cert.sh -c 16 -b s -o
tiboot3.bin -1
0x41c00000 -r 1 -k /home/chris/37/3721e/86/1/board-support/core-secdev-k3/keys/custMpk.pem

HFEm T 44t tiboot3.bin 1 sysfw.bin.
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ANHFMELE T J7 HS 28FE PR IR |, AR 34T CPR JIA T H kAR MBI PS4 mAE , A
T B PR B A 47438 B BRI A 2 P ARG R . 43R 0] HS 28 4ER |, i T3 i i |, & B SR n A
e R KIEK | SR A2 30, HAT , 1% Jacinto?7 R4 K15 % W, HS A TDA4VM , & T CRP i
AT H. EHT Jacinto? R HAMZAFRA T T R ERKEH

5 2% 30

1. TDA4VM 7= i T T

2. FENALEE (TI) : DRA829Y/TDA4VM #HAZ % F i

3. TISCI H)"#/

4. [EIN{LEE (TI) : Jacinto7 HS Z1FH X

5. ENAXER (TI) : K3 220424/ /' #5F (SPRUIMOC)

6. R E AR ERAE HS-SE. FS i&/2 GP
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