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Wi-Fi® is a registered trademark of Wi-Fi Alliance.
Bluetooth® is a registered trademark of Bluetooth SIG Inc..
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LA OTA A OTA SRBIRI RIS | 7T LAY FEBLA LHLR AR LU OTA .

OTA 711 N #8 /5 22 7 CC3220/CC3230/CC3235x Fil CC3120/CC3130/CC3135 #ff FAE A F M5 MSP432™
Tz g: (MCU) &R .

21 BHERE TR
WAE SDK T 145 HE LIZ AN T Pl & TF A A8

NEEHE A Code Composer Studio™ (CCS) IDE.

NEEGHTT CC32xx SDK B CC31xx Hift .

THEUROHTY UniFlash TH | @A CE 1 |, 2R )55 3 A Image Creator T A,
15 FH B T IR 5560, . IR S50 7T LAJEUEE <ce32xx_sdk_install_dir>\tools\cc32xx_tools H?
5. £ FAHL %% SimpleLink™ Starter Pro.

2.2 OTA T2/
DL A BB R 4A T S RIS AT OTA NIRRT 15 1.

PN~

1. fEi%EH) CDN JiR45#% ( Dropbox. Github 5% H & X ) EAIETITF R ALK,
2. FTFF OTA 7= B L 5 56 tdei s2 CDN AR %5 25 115 B o
3. Xt OTA /IR 73T 9 1%
4. R ENLUN R P AT HoAth 06 B SO R A tar P
5. ¥ tar XM FA£%] CDN JIR%5 5.
6. FTF UART Zui A E N HEF HE.
7. 1§ Image Creator , & f1& OTA SRR B WG 355 S84 HE 47 g F o
8. HEHNHAFEF N OTA W , FEIFETH M ENN RS .
&
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OTA /R~ N HFEFFEEML T B = OTA ML B INRERIFEA N HFEF . SEN AR v CLRAETF R H br v FH AL B ()
it AN AR EAE S | SR 5.

= OTA /-9 FFE 52K -

o ¥EZRZ : FreeRTOS & TI-RTOS

+ CC32xx %A% : CC3220R. CC3220S. CC3220SF. CC3230S. CC3230SF. CC3235S. CC3235SF
« JFRTI.H : CCS Fl IAR Workbench. 152 SDK KAT U , DASKEURHT 52 TR RRA

PLUR BN 0@ T4 2 1 CC32xx BU S FIHE RS0 ; 1 M SDK T NIk iE 2544 245 RN 1 2 Goxt b 1 AH 5 N FH A2
FLFE. %FF CC3220R #314 , &nTLUdi FH CC3220S 2814 L2

&

OTA FE4s: i 4% . 7E Dropbox B¢ Github FIFIZJF R A Bk 7T FE3RECA R LLZE
<cc32xx_sdk_install_dir>\source\ti\net\ota\otauser.h {8 ffj. %}T Dropbox = %% , i5Z i 17 8.1 Al
4.1,

3.1 4 CC3220SF #4m# OTA CCS = L&
2245 CC32xx SDK 7S ALLF CCS g :

+ OTA FETLHE
* OTA M THE

3-1 J&/n T “Project Explorer” i&Tif , Hikd 7 OTA = L.

[ Project Explorer &3 =R=S
= cloud_ota_CC32205F_LAUNCHXL _tirtos_ccs [Active - Debug]
. £ ota

. = tinto c_builds_CC32205F_LAUMCHEXL_custom_ccs

Bl 3-1. % OTA = LREZHK

1. {iH] CCS IDE MEL T E T A OTA JETF%

<cc32xx_sdk_install_dir>\sourcel\ti\net\ota

&
ALK UL T AR S E] wCCS TAEIX.

2. RIEIEDA CC32xx s T HIH1E 248 ( TI RTOS B¢ FreeRTOS ) , il CCS IDE LA FAZE S
OTA = 1TF& :

3. MBS,
a. {1t Dropbox &} Github FFF&FF K N RMKF . WFEAHCULE | W20 95 8.1 1 15 4.1,
b. AL = MRS 8 AR R H 2] OTA B ECE ST

<cc32xx_sdk_install_dir>\sourcel\ti\net\ota\otauser.h in

#define OTA VENDOR TOKEN "<User defined token>"
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4. FLE OTA Rpikgm iFhr .

« OTAIlib - #£ otauser.h F15E X SL_ENABLE_OTA DEBUG_TRACES LT EIE4Hf OTA R H &

« OTA project - 7f cloud_ota.c #5€ X DISABLE_OTA_SWITCH_TRIGGER , PAfE LIk Ping J5 A5 OTA
R MASEAR A& ( CC32xxLP %41l ) » & X OTA_LOOP_TESTING , PAfEIR [BI{E A
NO_UPDATE, OLDER_VERSION 4 #:iz 1T OTA 241X,

5. SeEHAh CCS HLHE .
6. ik LAEHAERE H UniFlash #4742 cloud_ota.bin ({4

a. 4 OTAELFE - ota.
b. 4w OTA /R~ NH TR - cloud_ota CC3220SF_LAUNCHXL_tirtos_ccs.
c. MELMITIEXHZ

<cc32xx_sdk_workspace_dir>\cloud_ota_CC3220SF_LAUNCHXL _tirtos_ccs\Debug\cloud_ota_CC3220

SF_LAUNCHXL_tirtos_ccs.bin H4iH! .bin 344

3.2 @it UniFlash T Ef#AHH 1 Image Creator #4742
PLUR UEBAA 4 7 Wfap it 2840 64T w2
1. 4TJF UniFlash JREFARSCEAT | WAl 3-2 fior.

UniFlash

~ New Configuration

@ Choose Your Device

Category: All | C2000 | MSP | Safety | Tiva | Wireless | UCD

Q| x
Ml UcD3138064A

. Ucog126128. .

B uco3138A
Bl ucD3138A64
Bl cc3i20/ ceazan

&l 3-2. BFEHERE

8
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2. Ja%h Image Creator %% “New Project” , A5 TFEAH , X5 s “create project” (% Tl |
WAL TT RGP ST IR 881 ) -

3. #A “Files” — “Trusted Root-Certificate Catalog” %% <cc32xx_sdk_install_dir>\tools\certificate-
playground\certcatalogPlayGroung20160911.Ist ( & K 3-3 , REHHERAKE ) .

i3 TEXAS INSTRUMENTS

Development Mode - Files > Trusted Root-
Certificate Catalog

Device status e

$5 Connected: Off

Simple

Advanced | Trusted Root-Certificate Catalog |

E General - LP3SNEW

_ Use default Trusted Root-Certificate Catalog
B Settings

%Connect
= System Setting
B Device B Back
B Radio Settings certcatalogPlayGround.Ist

B Role Settings
General Settings
STA/Wi-Fi@ Direct Device B save
Network Settings
AP/Wi-Fi® Direct GO certcatalogPlayGround Ist signed
WLAN Settings
Network Settings

o m

m

£ Online User Files

# Tools

B Metwork Applications
B HTTP Server
B Files

User Files

Service Pack

Trusted Root-Certificate Catalog

Version: 1.0.19.6

All rights reserved to Texas Instruments inc (c) - For more information ge to our Help Pages

Bl 3-3. ZEERRIES B3

4. N “Files” — “Service Pack” , JFiAFEHEHIEBEM T RASRESE (15SWKE 3-4) .

| Service Pack File Name |

SP_3.09918_20.0.0 2.203.bin

& 3-4. BRI 4
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5. #EN “Files” — “User Files” , 85I FLL T LI (1ES WK 3-5) »

Development Mode - Files > User Files

Check All | Uncheck All Action:| Select Action v
File Properties
O 0O& /
O% sys
O I mcuflashimg.bin & B 512.0KB
O | dummy-root-ca-cert 1.0KB
O I dummy-trusted-ca-cert 0.9KB
1.0KB

O I godaddy_class2_ca.der

& 3-5. P 3t

WEF SO

- <cc32xx_sdk_install_dir>\tools\certificate-playground\dummy-root-ca-cert

- <cc32xx_sdk_install_dir>\tools\certificate-playground\dummy-trusted-ca-cert

* Dropbox #l Github [JiEF :

- F# Dropbox F1 Github #& CA iEf5 ( Bl “DigCert_High_Assurance_CA.der”
“GoDaddy_class2_CA.der” ) .

M3 MCU g (25K 3-6) -

- <cc32xx_sdk workspace_dir>\cloud_ota CC3220SF_LAUNCHXL _tirtos_ccs\Debug\
cloud_ota_CC3220SF_LAUNCHXL_tirtos_ccs.bin
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File Name: Max File Size

mc uflashimg_bin 524288

#| Failsafe Vendor

#| Secure # Public Write
No Signature Test Public Read
Static

File Token:

Private Key File Name: v
dummy-trusted-ca-cert-key m

Certification File Name:

dummy-trusted-ca-cert v

& 3-6. MCU B %

6. ff “System setting” — “Role Settings” — “General Settings” T , ¥ #3/Fl &~ STA .
7. i “Create OTA” DL ETA I = k554 LI tar SO i S
2016091917_CC3220SF_CC3220SF_OTA.tar Ml = HxH (1BSHE 3-7) .

g 7 s SL_.OTA > OTA CC3220SF
L] Recents
Files
E 2016091917 _CC32205F CC32205F OTAtar
:| Photos
B 3-7. =B
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8. 7 otauser.h FHHTH & :

’ #define OTA VENDOR DIR "OTA VENDOR DIR" ‘
9. A ii “Program Image (Create & Program)” , W1l 3-8 ffisx. I C ¥ WG mfe 3 et .
u Simplelink™ Image Creator S l | (5 8 i

W Texas INSTRUMENTS Development Mode - Generate Image
Device status WA

eneral - o €5 Connected: Off

System Setting

H Davire

&l 3-8. R HE

3.3 BITABINHRER

Xt OTA /R N FE i AT SR AR K OTA tar XU/ BAL B~ e, miili “Reset” LRSI OTA 2. 7w~ AR
PATHI R ZD BT R

1. JEEIA M E S EGE T B R |, R AP

2. Ki% ping 35545 55 i CC3220LP #41K 5 5h OTA.

3. fiF CDN fr%s#3 1 ECE OTA .

4. BT WA A B ATUAA ) OTA R ( CC3220LP 7 b AyH4H )

a. JEHE3 CDN HTTPS k% %:.

b. iHRHEZRNE , T tar £

c. B tar fERY S ((AL4E meuflashimg.bin ) $2E S AT INAE
T#ERE , %8 IMAGE_TESTING &7 MCU.

6. RGMRBIITEHRE , WE IMAGE_COMMIT JF4k£:Z4THi MCU W%,

i

F AT LRI EEAG B ) OTA i . RAALERNY tar SCfF F4L %) CDN J5 , 83 H /il cloud_ota.c
A ) #define OTA_LOOP_TESTING 4 H e B U B BOH A |, 4 2 FHriH A T 80l i

o

3.4 5 CC3220SF %% = OTA IAR Lf2

2% |AR Workbench J& , SEHGENTTH6F (7T <cc3220_sdk_install_dir>/docs/simplelink_mcu_sdk 1]
“QuickStart for IAR IDE” #573) , #8J5 58 LA N AP ER

1. B HEXSHEZE . ( “Tools” — “Configure Custom Argument Variables” , 7£ “Global” &< |
W “Import” . FfiE : SDK installation_Dir — examples — CC32XX_SDK.custom_argvars , #8547
I+)

2. SALETEKX cloud_ota.eww

3. OTA A IAR L. #E%1E IAR TR , AT BT #AE
a. &MY 4.1 PEY] , g otauser.h STA.

b. cd <cc32xx_sdk_install_dir>/source/ti/net/ota
c. 12T c\Tl\xdctools_xx_core\gmake.exe
d. 7F IAR 855 EHi 4 7%F cloud_ota T2 LAHEE: ¥ ota.a & .
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4. AR A :
*  “Project” — “General Options” — “Target” — “Device” , i&# “Texas Instruments CC3220SF”

*  “Project” — “Debugger” — “Setup” — “Driver TI XDS”
*  “Project” — “Debugger” — “Download” — “Use flash loader”

4 ¥ OTA ThEe IR A KN R
AN F M E S ACE T CC32xx B3 ik iz 7 I 9 £ WIi-Fi® 35 B2 g ] 2 B8 30 J AT AR K 6 SC 1 R R 7 o
4.1 3§ OTA EX

OTA JEZ¥5LL R CDN fENif -
* Dropbox #HT %4164k (OTA) f&i
* Github

RFT T I IERAAE I — A CDN SRR . 45 ZZR xS HoAts CDN RGBS , S 575 10.

HEIEAT OTA B, MR A ZAE H i — AN 52 3CRF 0 CDN IR 7 Ay AT BT A RIT Ik T EE 2 E R
B 8.,

FLFEIK 15 SAE A ¥ CDN %8 DL 58 1 H s A4 B2 TEHT B otauser.h U,
4.1.1 otauser.h

WSO T LR ALE : <ce32xx_sdk_install_dir>/sourcef/ti/net/ota/otauser.h
8L 5E X OTA_SERVER _TYPE , i£# OTA 4525 LNk -

#define OTA SERVER TYPE OTA SERVER DROPBOX V2

5 SN IR 55 A5 AR

#define OTA VENDOR DIR "OTA CC3220SF"

/* Custom server info */#define OTA_ SERVER NAME "api.dropboxapi.com"

#define OTA SERVER IP ADDRESS 0x00000000

#define OTA SERVER SECURED 1

/* Custom vendor info */#define OTA VENDOR_ TOKEN "<User defined Dropbox token>"
#define OTA_ SERVER ROOT_CA CERT "DigCert High Assurance CA.der"

#define OTA_SERVER AUTH IGNORE_DATA TIME_ ERROR
#define OTA SERVER AUTH DISABLE CERT STORE

FHUR R AT LAZE OTA_SERVER_IP_ADDRESS & B Ik %5 & IP bk |, ARG 28 4495

ERAIEOLT | lib ZERPAT RS 2% 5 S IE A B0IE . W2 M EERE |, ZRTIESRR I ARZR | JEH T
PR iR IR S5 28R 2 2 AR | B A BERIEAT IR S5 25 B B e A 42 B AiE , I
OTA_SERVER ROOT_CA CERT " LN A E X

ZHCA682B - FEBRUARY 2017 - REVISED SEPTEMBER 2020 SimpleLink™ Wi-Fi® CC3x20. CC3x3x ¢ ##f 13
Submit Document Feedback

English Document: SWRA510
Copyright © 2022 Texas Instruments Incorporated


https://www.ti.com.cn
https://www.ti.com.cn/cn/lit/pdf/ZHCA682
https://www.ti.com/feedbackform/techdocfeedback?litnum=ZHCA682B&partnum=
https://www.ti.com/lit/pdf/SWRA510

i3 TEXAS
15 OTA ZHRER MBI ACH A Tt

INSTRUMENTS
4.2 EEENHERFH M OTA E

www.ti.com.cn

4-1 R 13247 OTA H NS I FE R T e H ZEACTRE .

Ve

( Mcu reset )¢

s|_Start
Connect to AP (Profile or provisioning)
Run user system test code

System is OK?

Error
Success

OTA_get(IS_PENDING_COMMIT)

PendingCommit?

Yes

No

OTA_set(IMAGE_COMMIT)

OTA_set(SERVER_INFO)
OTA_set(VENDOR_INFO)

v

Main App loop

User application actions

Continue or
Warnings Status = OTA_run()

( Wait update perios )
OTA _set

j ‘
NO_UPDATE
(ACCEPT_UPDATE)

OTA_set Move to
(DECLINE_UPDATE)
LNEWER UPDATE

IMAGE_TESTING
OLDEFLUPDATE4T

DOWNLOAD_DONE

ERROR

C OTA ERROR State D)

B 4-1. & OTA MAEFHRER
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13 TEXAS

INSTRUMENTS
www.ti.com.cn FF OTA ZHaERNIERA 2CHAER T FE/F
4.2.1 ¥itEtk OTA &

EHUN R FP b i€ LA ARt X, MBI OTA JiE |, FEAEdlahte OTA IS fitth gzt X

#include "ota.h"

#include "otauser.h"

OTA memBlock otaMemBlock;

_1il6 Status;

Status = OTA_init( OTA_RUN_NON_BLOCKING, &taMemBlock, NULL) ;
if (Status < 0)

{

/* handle error */

}

B OTA s afEl -

OtaOptServerInfo t g otaOptServerInfo;
_il6 Status;
g_otaOptServerInfo.IpAddress = OTA SERVER IP ADDRESS;
g_otaOptServerInfo.SecuredConnection = OTA SERVER SECURED;
strcpy ((char *)g otaOptServerInfo.ServerName, OTA_SERVER _NAME) ;
strcpy ((char *)g otaOptServerInfo.VendorToken, OTA VENDOR TOKEN) ;
Status = OTA set (EXTLIB OTA SET OPT SERVER INFO,
sizeof (g_otaOptServerInfo), (_u8 *)&g _otaOptServerInfo);

if (Status < 0)
{

/* handle error */

}

wE OTA RS ID :

_il6 Status;
Status OTA_set (EXTLIB_OTA_ SET OPT VENDOR ID,
strlen (OTA VENDOR DIR), (_u8 *)OTA VENDOR DIR);

if (Status < 0)
{
/* handle error */

}
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13 TEXAS

INSTRUMENTS
F OTA ZHaERNEIRA 2CH AL T FE/F H www.ti.com.cn

4.2.2 ;21T OTA 8

OTA W& B B S N A IFEHE1T . REIREME AN OTA_RUN_STATUS CONTINUE |, H 7 st S 4% 22104
OTA i #2.

PANZRBI 7R T AR AE 2R G0 R AR 3 R a7 S £ PR A

_il6 Status;
While (MainStatus != END_OF MAIN APP)
{

/* Run main application step */
MainStatus = RunMainAppStep () ;
if (MainStatus < 0)
{
/* handle error */
}
/* Run OTA process step */
Status = OTA run ();
/* Handle OTA process step status */

ATRER) OTA IR [EMEINT

+ OTA_RUN_STATUS_CONTINUE - 4k#:i#H] OTA run.

* RUN_STAT_DOWNLOAD_DONE - 47 OTA Hixif 2 eil. EHMNE A MCU FHIHABYE . #£ MCU %]
SRR, R RS T O |, R NHAIRA R B TRHESOIRES | I E commit 4. 24 MCU #1461k
HESIS , EAHT I R R 24

* OTA_RUN_STATUS_NO_UPDATES - WAMBUEATHE T4 ; £ T4 OTA SRl 1) 03 fih & 2% A i # 3

+ OTA_RUN_STATUS_CHECK_NEW_VERSION - OTA %3 785 i S EhicA | 7 o] L 44
_ACCEPT_UPDATE i&5iifi | OTA_set SKESZHhA |, BUARSHE1T |, BUAESR SLHRAE 2 1 PR TR 2

+ OTA_RUN_STATUS CHECK_OLDEST VERSION - OTA #%3| 7 & IH KIS Frhicas , A o] LU Ad
_DECLINE_UPDATE %31 ] OTA _set 3K/ 1k OTA |, si4k4EiE1T | BRE4kS:HRME 2 Bl FR R BT R 7 .

+ OTA_RUN_STATUS_CONTINUE_WARNING_FAILED <reason> - —#1 OTA WARNINGS ; HiFl4tH% | H
OTA B EH izt B ik, HIkiEgkekiziT OTA.

+ OTA_RUN_ERROR_CONSECUTIVE_OTA_ERRORS - OTA i f&#E8: M Tk ; E A7 MCU BLER | Bk
51k OTA.

* OTA_RUN_ERROR <reason> - ( fifd ) —#4 OTA fi% ; f#1E OTA i #E.

* OTA_RUN_ERROR_SECURITY_ALERT - RH ARG Z2EE ; (F1E TEAETH OTA . SHULE
WIS RGEEA T
- SL_ERROR_FS_CERT_IN_THE_CHAIN_REVOKED SECURITY_ALERT
- SL_ERROR_FS_WRONG_SIGNATURE_SECURITY_ALERT
- SL_ERROR_FS_CERT_CHAIN_ERROR_SECURITY_ALERT
- SL_ERROR_FS_SECURITY_ALERT
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13 TEXAS
INSTRUMENTS
www.ti.com.cn FF OTA ZHEERNIENRA CH AL T FE/F

132 sStatus;
OtaOptVersionsInfo t VersionsInfo;
132 Optionlen;
Status = OTA run();
switch (Status)
{
case OTA_RUN_STATUS CONTINUE:
SignalEvent (APP_EVENT CONTINUE) ;
break;
case OTA_RUN_STATUS CONTINUE WARNING FAILED CONNECT OTA SERVER:
case OTA RUN STATUS CONTINUE WARNING FAILED RECV_APPEND:
case OTA RUN_STATUS CONTINUE WARNING FAILED REQ OTA DIR:
case OTA_RUN_STATUS CONTINUE WARNING FAILED REQ FILE URL:
case OTA RUN STATUS CONTINUE WARNING FAILED CONNECT FILE SERVER:
case OTA RUN_STATUS CONTINUE WARNING FAILED REQ FILE CONTENT:
case OTA_RUN_STATUS CONTINUE WARNING FAILED FILE HDR:
case OTA RUN STATUS CONTINUE WARNING FAILED DOWNLOAD AND SAVE:
/* on warning, continue calling OTA run for next retry */
SignalEvent (APP_EVENT CONTINUE) ;
break;
case OTA RUN_STATUS NO UPDATES:
/* OTA will go back to IDLE and next OTA run will restart the process */
SignalEvent (APP_EVENT OTA CHECK DONE) ;
break;
case OTA_RUN_STATUS CHECK NEWER VERSION:
OTA set (EXTLIB OTA SET OPT ACCEPT UPDATE, 0, NULL);
SignalEvent (APP_EVENT CONTINUE) ;
break;
case OTA RUN STATUS CHECK OLDER VERSION:
SignalEvent (APP_EVENT OTA CHECK_DONE) ;
break;
case OTA RUN STATUS CHECK OLDER VERSION:
SignalEvent (APP_EVENT OTA DOWNLOAD DONE) ;
break;
case OTA _RUN_ERROR CONSECUTIVE_ OTA ERRORS: /* 5 consecutive failures, must stop */
SignalEvent (APP_EVENT RESTART) ;
break;
case OTA RUN ERROR NO SERVER NO VENDOR:
case OTA_RUN_ERROR _UNEXPECTED STATE:

case OTA RUN_ERROR_SECURITY ALERT: /* security alert, must stop */
SignalEvent (APP_EVENT OTA ERROR) ;
break;
default:
break;
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13 TEXAS
INSTRUMENTS
F OTA ZHaERNEIRA 2CH AL T FE/F H www.ti.com.cn

4.2.3 OTA X HifE

I 5E R OTA #FE (IR%& RUN_STAT_DOWNLOAD_DONE ) J& , Fifa A% T 2 S 4 LR gr R X A7 Ak 78 e
ITINTE L BT AR A

FEHUN LR RGE T BL R 5 R Z 5 B T IMAGE_TESTING #i3X : 1/ s|_Stop() H-¥ B & A 0 LA
18 , SR8 MCU.,

sl Stop (200);
Platform Reset();

s, MRS, RIS R A A0FT B R BE LW TAE (Blln , EERERIML , 817 3L R 450

R )

RGN sE BN, SRR ks iz R 2 1348 T WAIT_FOR_COMMIT #5X , JF ) OTA FERHUUTIRAZ -
G, MRS, I BA v AT BIR

TERGEMAR RIS, SRR 420K MCU 5L LAE T SO R E BN

132 isPendingCommit;
132 isPendingCommit len;
132 status;
Status = OTA get (EXTLIB OTA GET OPT IS PENDING COMMIT,

&isPendingCommit len, (_u8 *)&isPendingCommit);
if (Status < 0)
{
/* handle error */
}
if (isPendingCommit)
{
Status = OTA set (EXTLIB_OTA SET OPT IMAGE COMMIT, O,
NULL) ;
if (Status < 0)
{
/* handle error */
}
}

Return 0;
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13 TEXAS

INSTRUMENTS
www.ti.com.cn OTA 7PN FE/F
5 OTA ~BINFHERF

% OTA 7l N AR 7 RS HLIE I . RS HIENH] sI_Start J5E 3, I NWP FRIR AR 7 H4 055, W
# 5-1 MIZk 5-2 JioR.

% 5-1. OTA R ARZ

OTA RiFIRAS LB
APP_STATE_STARTING st I NWP i3] INIT_COMPLETE #i44 ( #H sl_Start J5 ) «
APP_STATE_WAIT_FOR_CONNECTION %%U\‘NV\‘/AI‘:’J&E?U WLAN_CONNECTED i} - iR 2884 IR 47 T HL & ST
fF, WERHEAT.
APP_STATE_WAIT_FOR_IP S5 NWP I3 IPV4_ACQUIRED i
APP STATE PROVISIONING IN PROGRESS %fF PROVISIONING_SUCCESS Hff. tf& AR E X1, sk ,
- - - = M E R AR 3l
APP_STATE_PROVISIONING_WAIT_COMPLETE ﬁﬁ PROVISIONING_STOP Hff | Fit & {5 11 % /R e B 14 B B ANME IR 45
SRR FRFIRA . SRS T, BIRRIT 21X K% Ping 3R,
APP_STATE_PINGING_GW s I NWP 3] PING_COMPLETE S 3 01464L 55— ping 15K
(sl_NetAppPing).
k4L ] OtaRunStep JHA6 T2 (AR 25
APP_STATE_OTA_RUN FHGEHE , SR MCU BLIR BB
APP_STATE_ERROR FaiRRE - Fik
£ 5-2. NWP /4
NWP &4 48 OTA APP 4

*SL_ERROR_LOADING_CERTIFICATE_STORE - Ignored(*)
#0 : SignalEvent(APP_EVENT_ERROR)

SL_WLAN_EVENT_CONNECT : SignalEvent(APP_EVENT_CONNECTED)
SL_WLAN_EVENT_DISCONNECT : SignalEvent(APP_EVENT_DISCONNECTED)
70 - SignalEvent(APP_EVENT_ERROR)
SL_WLAN_EVENT_PROVISIONING_STATUS :

RIRE

- SignalEvent(APP_EVENT_PROVISIONING_STARTED)

- SignalEvent(APP_EVENT_PROVISIONING_SUCCESS)

- SignalEvent(APP_EVENT_PROVISIONING_STOPPED)

- SignalEvent(APP_EVENT_ERROR)

GeneralEvent

WlanEvent

FatalErrorEvent SignalEvent(APP_EVENT_ERROR)

SL_NETAPP_EVENT_IPV4_ACQUIRED : SignalEvent(APP_EVENT_IP_ACQUIRED)
*SL_NETAPP_EVENT_IPV4_LOST : SignalEvent(APP_EVENT_DISCONNECT)
*SL_NETAPP_EVENT_DHCP_IPV4_ACQUIRE_TIMEOUT : SignalEvent(APP_EVENT_DISCONNECT)
7 : SignalEvent(APP_EVENT_ERROR)

HttpServerEvent SignalEvent(APP_EVENT_ERROR)

SL_SOCKET_TX_FAILED_EVENT : SignalEvent(APP_EVENT_RESTART)
Z3 - SignalEvent(APP_EVENT_ERROR)

NetAppEvent

SockEvent

5.1 R APIRSHL
K 5-1 @z~ 1 N AIREN B
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13 TEXAS

INSTRUMENTS
OTA 7 PI HFE/F www.ti.com.cn
—
ﬂ Start )}
OTA APP State Machine
_____________ sl_START o
T r 1
PLATFORM I l I !
RESET P v v \
|
— APP_STATE_STARTING > e :
: | { ANY STATE !
! EVENT_STARTED / D S < PLQ;;??""
EVENT TIMOUT Ii S'*ggt’%gge‘:t [ !
° RES;AF:T t/M p v PROVISIONING_STARTED !
recessRestartivicu
(rollback by reset) ( APP_STATE_WAIT _FOR_CONNECTION | Set Mode

|
' EVENT_TIMOUT IMAGE_TESTING

4 EVENT_STARTED / |
StartTimer + :
* w/APP_STATE_PROVISIONING_IN_PHOGRESS) :
€ APP_STATE_WAIT_FOR_IP ! |
PROVISIONING_SUCCESS |
EVENT_DISCONNECT / | + :
ProcessRestartMcu / |
EVENT_IP_ACQUIRED / APPfSTATEiPF{OVISIONINGfWAITicoMPLETla :
CheckLanConnection |
A
PROVISIONING_STOP |
~ v A= EVENT_PING_COMPLETE /
( APP_STATE_PINGING_GW (*W/O NW) > OtaCheckAnd_Set_Mode_IMAGE_COMMIT
EVENT_OTA_START
(When External Trigger) /
Otalnit
ANY STATE ¥
G y @ PP SIS G FU > OTA_CONTINUE / OtaRunStep
A |
| ANYSTATE | OTA_ERROR |
B > (MAX OTA RETRIES or
] OTA_SECURITY_ALERT, ...) EVENT_OTA_CHECK_DONE
OTA_ERROR/ ¢ (on NO_UPDATE or OLDER_UPDATE) /
eckLanConnection
/ CheckLanC i
APP_STATE_ERROR > DOWLOAD_DONE /
OtallmageTesting_AndReset:

& 5-1. BAPREHURB

5.2 it B

EHUNFHRE R HBUA MBS B SRS AP IS . WEORBCHBCE S |, B NN Ry ok 5 LA I i B S0
(= BEI IS SYVIWVARE N 95 2 D vt & 5 b M N VA 7 ) ¢ o] Vi 9

MR ER |, IERES BTG, H )RR Mobile Provisioning 5 2 S 78 I #T R BC &S .
L TRE S BATLE “HE R FFEFIRE” diksl.

B2 T E R RIS BT LUE “RCE R i ks,

5.3 OTA sh&ifu k2%

HATEREE , TN AR S HRE S AP KIERE (PING).

FHEED) OTA IFE |, VI AN itk 2% . Al & 2% SR PR FH B AN R T 6 5Kk 5 Lo
*+ CC32xx - k2

* MSP432 - Jf3x P1.1

AR R 2R RIE S, EVUS RS A3 OTA EFE.
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13 TEXAS
INSTRUMENTS
www.ti.com.cn B OTA H1HH-HE

6 & OTA M4 E
PTG R — AL S FT A SO tar FERASCEE (ORISR ) o SCPFRE MR 6-1 FTm L 32 YRS i 7%

B E.
[ 2016010317 i 0 J—__otacmd |
certcatalogPlayGroun
1 oY3 J 20160911t.Ist

dummy-root-ca-cert |

dummy-trusted-ca-cert ]

www L—— index.html
Sys servicepack.ucf |
Fileld03.txt :|| mcuflashimg.bin
& 6-1. HRXE RS
W HFM AR G SR ORA T thRFRR% & AT 5 A A AR A S R IR AL |, JF B T DU
PR PRRIE R T ET M. B 6-1 JRax 7 LA R 3R H AN (8405 © YYYYMMDDHH.

H3x 0. 1 A1 2 F i B A SO T 3U0T

© HX0 - W4 ota.omd WcEHE Pt 5 A i AR SCAF AL E el SO P AP A —
X2 H , PUR AT R4 AES S 44 o RERINS AT ITHISCAE (AR 24, RABI . PR ) ARifETT
Hla SR AEAE SR H

o B - AE BTN RS IESS

* H¥2 - [FHHEZ0 hesdi. B3 1 PR s SO s

SCAEA AT H SRA RS SR ATINAF R I A R AL . 3 FAR F SRRSO, MRS R AT S RAL (IEF SO IR ) .

HEAR tar TR UniFlash T35 “Create OTA” SkAERL , 1K 6-2 Fim. BLIEEA tar ST AR
MCU A& AR 55

- Simplelink™ Image Creator li@lﬁ
UniFlash
Wi TeXAS INSTRUMENTS Development Mode - Generate Image ‘ : c

Device status Va

General - CC3220SF_OTA

€5 Connected: Off
B Satings Create Image Program Image (Create & Program) Create OTA

System Setting

H Devire

& 6-2. A& OTA

FH AT LG BA R SRR tar SCHFFR I P s - SRR IR RIARH B 3%, IS P oo SRR XA B
EHRSN tar XX

PRI

IUCFE tar SCHRAL - 5-H 3t ; 0-3¢fF

A E SRR (ST HS ), IFH By 100 AT

IEF 774 (certstore.lst) : MaxRequestSize = 7000 , %4, KA. AHLEAN
R4 6T ROM (46T ) : MaxRequestSize = 131072 , KB4

k%4 : % TDFLASH : MaxRequestSize = 262144 , LB, %4, AHLBAN
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7 4% ota.cmd TR S

ota.cmd SCF & OTA 7RSO I EE — ANt , 3R JSON 4%, &4 JSON S RICRAERY A — AT
P (RBEEA ) A—DNEERINEHERSCE (R FEL MmN ) . BEBRINBERARSCEA T 2
7t ota.cmd JoEE A AELE JSON X 5. X TARMHER SO ( Bani& A SR 2 AR B ), MITEVERIE RSt
SEHENE

ZouEE SR LA JSON A1

+ filename - SCFAFR |, tar SCPFATH bR SFLASH A B A1 [ 1) 44 51

* signature_base64 - Base64 #1154 , K/NN 345 T

* certificate - A4

+ secured - WRICHZRIGRY , WA 1 ( BRIARIER4)

* maxsize - HRICMHFRAN | ANTEBTE SCIFIS ARG (BRI SEBR ST RN )

* bundle - WHRSTARIMLPEI B, WA 1 (EBRAIRGE 1)

DA AR -0 60 B — AN A 25 44 FIIE 1 22 4 SCAF Fileld03.txt IR R o 55 A0 S — ANl 24 IR &5 603
.

[

{
"filename": "/local/FileId03.txt",
"signature base64": "kc8XfFOfMfr4HBJiPxTRHyb99d2uOoICmeOAYU%4+...",
"certificate": "dummy-trusted-ca-certcert",
"secured": 1,
"bundle": 0

} 4

{
"filename": "/sys/servicepack.uct"
"signature base64": "EEC6GZG1l0g6Agigmb2fony9rNK2Mg9hFClpgMhd4jCw/...",
"certificate":"",
"secured": 1,
"bundle": 1

} r

{
"filename": "/sys/mcuflashimg.bin",
"signature base64": "dRTAR1zLFKAog34zUareCmo9j2lrHnvc+v3ggWwoc/...",
"certificate": "dummy-root-ca-certcert",
"secured": 1,
"bundle": 1

}

]
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www.ti.com.cn

ML SIRE G KA TT

8 Wi = 55 K KA
8.1 Dropbox™ =2 £ (CDN) A7

PLR B384 7 anfal {3 FH Dropbox k45 28 Ki8 1Tz OTA BAFEFF . {E4% RS SRl BHERAE 2 il , U2 st g
Dropbox K /7
1. fE¥ T E |, 4TJF Developers i3 , WK 8-1 fiis.
:3,: Dropbox o [a
Recent
Files
Getting Started.pdf 5/1/2015 4:31 PM
Team
Paper test.txt 5/1/2015 6:11 PM
| Phot
nks
|
[{: nstal
Mobile
Mon
More Bl
Dropbo
cing
opyright
Heln_ P
& 8-1. “Developers” &£
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www.ti.com.cn

o

2. %&# “Create your app’

APl v2

D

, WnfEl 8-2 .
Build your app on the Dropbox platform

~ e Rt wnrk with filee

PHP
- [T —5
HT
Read our docs Test your ideas
. “I- _ Docs are organized by language, from Getting started is simple and quick from It's easy to prototype and test examples
e NET to Swift the App Cansole. with our AP| Explorer.
Developer guide
Branding guide
Webhooks
& 8-2. BRI
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INSTRUMENTS

www.ti.com.cn L 5 IR 3 RBNA R
3. &+ “Dropbox API” . XFFihIZRAL | iFikHE “App folder” |, tnfd 8-3 Fiow |, Haw s MR (a0
OTA_R2) , AR5t “Create app” -
Create a new app on the Dropbox Platform

1. Choose an API

Dropbox AP = Dropbox Business AP VA=
®  For apps that need to access files in For apps that need access to Dropbox @ﬁo)
Dropbox. Learn more Business team info. Learn more @

2. Choose the type of access you need

Learn more about access Lypes

=]

®  Appfolder - Access to a single folder created specifically for your ap

Full Dropbox - Access to all files and folders in a user's Dropbox.

3. Name your app

OTA_R2
-]
& 8-3. il &M
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13 TEXAS

INSTRUMENTS
L mIREASK BT www.ti.com.cn
4. %P “App key” Fl “App secret” , Uk 8-4 ffizn.
Settings Details App metrics

Status Development Apply for production

Development users Only you Enable additional users

Permission type App folder

App folder name OTA_R2 Change

App key ]

OAuth 2 Redirect URIs

https:// (http allowed for localhost) Add
Allow implicit grant
Allow
& 8-4. N %4
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5. ARV AR, WK 8-5 s

OAuth 2 Redirect URIs

https:// (http allowed for localhost) Add

Allow implicit grant

Allow

Generated access token

& 8-5. A= g 1] 4 i

#E
B HR RN T I T IF & A 2 REST % /7 i API-v1 {1 Dropbox il %5%%. tHEZER
#ZH : https://www.dropbox.com/developers-v1/core/docs.
6. AT AR S AR N B B AN R SR AN F
7. BRBHE , AR E LS. XA 2 OTA SR &1, SARFFAE otauser.h S,
8. T E&ER—A Apps fER , WK 8-6 k.

:: Dropbox

<

\) Recents

Files »
22 Team

5 Paper Getting Started.pdf 5/1/2015 451 PM
[E Photos
{# Sharing

Links

Events

(@) File requests

Deleted Files

& 8-6. Apps {4k
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9. FIHF “Apps” o IXBf %2 BoNET A P SO FTH SO, ikl 8-7 Frs.

:*: Dropbox > Apps » Co

K] 8-7. OTA ftRi H

10. B I B HE 52 otauser.h SUfFH #define OTA_VENDOR_DIR & /R HIAH [ ZFR (152 MK
8-8) . ff .tar WA E T IbAL. A XRUMTEIE tar HRIER | ES R 6.

[ Project Explorer 52 = <==={'> ¥ = 0 | ld maine [€] CdnDropbox.c 4gl CdnClient.c [ OtaArchive.c ic| OtaHttpClient.c [r] CdnVendors.h [h] ctauserh 52 h| devicel
» [ driverlib 39 #define OTA_SERVER_DROPEOX 1
, (% ota_nonos 20 #idefine OTA SERVER GITHUS 2
F'ccs - 41 #define OTA_SERVER_CUSTOM 99
> = otalib a7 - -
s . B
» 4 simplelink 43 , USER SHOULD DEFINE HERE WHICH CLOUD TO USE */

5 #define OTA SERVER_TYPE OTA_SERVER_DROPEOX
J#define OTA_SERVER_TYPE OTA_SERVER_GITHUB

/* OTA server info */

1 #ifdef _WIN32
52 #define OTA_VENDOR_DIR "OTA_R2"
53 #else

54 #idefine OTA_VENDOR_DIR ['OTA_R2_MCU'|

5 #endif

4

@

7#if OTA_SERVER_TYPE == OTA_SERVER_DROPBOX

-3

* Dropbox server info */

1 #define OTA_SERVER_NAME "api.dropbox.com™
#define OTA_SERVER_IP_ADDRESS BxeeoRe00
#deflne OTA_SERVER_SECURED 1
Iz
5 #

@G
&

i <=

Dropbox vendor info */
define OTA_VENDOR_TOKEN I 3ocxkiin® Ehi GeH - v b dauBLESVETHE 050 T |
#define OTA_SERVER_ROOT_CA_CERT "GoDaddy_ class2 CA der
OTA_SERVER_AUTH_IGNORE_DATA_ TIME_ERROR
OTA_SERVER_AUTH DISABLE CERT STORE

o m
oo b

ol

72 #elif OTA_SERVER_TYPE == OTA SERVER_GITHUB

* Github server info */
#define OTA_SERVER NAME “api.github.com”
74 #define OTA_SERVER_IP_ADDRESS axeaaaaaas
#define OTA_SERVER_SECURED 1

76 /* Github vendor info */

&l 8-8. ZwiEHn I 7B

1. 9= OTA TIEIFELT.
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8.2 GitHub CDN A [

LU B IRA4E T tnfil ] GitHub CDN.

1. 1E gitHub @&k .
2. il “Create new...” 14l , AEIEUF /A E (1ES 1K 8-9) «

O Pull requests Issues Gist +- =

I 8-9. HrE

3. &F “New repository” (i5Z#KE 8-10) .
o Pull requests Issues Gist 4~ uE

=
X

New crganization

& 8-10. Hi 2tk
4. AT REEAILEFAE VI ZEAL |, JAE s “Create repository” |, Wik 8-11 iz,

Create a new repository
A repository contains all the files for your project, including the revision history.

Owner Repository name

. T o

Great repository names are short and memoerable. Meed inspiration? How about solid-meme.

Description (optional)

. Public
Anyone can see this repository. You choose who can commit.

Private
You choose who can see and commit to this repository.

Initialize this repository with a README
This will let you immediately clone the repository to your computer. Skip this step if you're importing an existing repository.

Add _gitignore: None = Add a license: None =

K 8-11. BB FT AL
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5. RAFAEMEE URL |, tnE 8-12 . =614 : https://github.com/<username>/<repository name>.
Faal e oa-Fe BT @ Unwatch ~ 1 % Star 0 ]
<> Code Issues 0 Pull requests 0 Wiki Pulse Graphs Settings
Quick setup — if you've done this kind of thing before
[} Set up in Desktop Or | HTTPS | SSH | https://github.com/MLaiT. e r-5L_ T jl. e
We recommend every repository include a README, LICENSE, and .gitignore.
...Or create a new repository on the command line
acho "# gg ™ g " >> README.md Ea
git init
git add README.md
git commit -m “"first commit”
git remote add origin https://github.com/dLa T raoar-SL_ T7 6 1.
git push -u origin master
...or push an existing repository from the command line
git remote add origin https://github.com/dLla Tra cr-BL Z76 31, B

git push -u origin master

...or import code from another repository

You can initialize this repository with code from a Subversion, Mercurial, or TFS project.

Import code

B 8-12. fRTF s FE

PAUR BB SR 7 st 76 B P ) PC_EAE R Git GUI SR GitHub 7% . MUL R ALE R #k Git GUI :
https://qgit-for-windows.github.io/.
6. £ PC Ll —1H%.
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7. htESRELATIT Git eI, AR J51%4% “Git Bash Here” |, 1 8-13 .
@Qv| v Computer » OSDisk (C:) » SL Projects » SLRevZ » OTA » GitCloud Clow PI
Organize = Include in library = Share with = MNew folder = - [f @l
A EovorEss 2 Name . Date modified Type Size
= EESHTF , This folder is empty.
4 Downloads
4 Recent Places
; o i View 3
d_‘lerarles Sort by ;
|| Documents
N Group by 3
-. Refresh
3 Customize this folder...
- Paste
: .;FComp-uter Pasteshorteut
: 3;?;:(;:“ ® Undo Rename Ctrl+Z
8 SL2.0 (\dilfsL4\SimpleLink CC31oq (1) il g
3 view (\) (M) =:> Git Bash Here
3 WINDOWS_HOME (Us) o G:‘tE"t Slongs _
8 mes_wlan_lab (\isr_lab) (V:) |4 {4y GitExt Create new repository,..
ﬁ; Git Extensions 3
€ hletwnrk = Share with ¥
| 0 items
ii MNew 3
e Dranartiar
& 8-13. Git Bash Here
8. ft GitBash & I HALLFHE :
git init
git clone https://github.com/<username>/<repository>
git add cd <user directory>
git add <user tar file>
git commit -a -m 'add OTA ..’
git remote
git push origin master
9. AM T AMEN. B, FLAE github 17 #i% SP tar SCfF.
10. B GitHub CDN f#fi# 5 , 17T = OTA IRl B I 4’k otauser.h SCfF , Wl 8-14 Fiiur.
« IUH7ER OTA_SERVER_GITHUB :
42
43 /* UUSER SHOULD DEFINE HERE WHICH CLOUD TO USE */
_1_.1_ ..ll.:': ___________________________________________ :-:._..'
45 //#define OTA_SERVER_TYPE OTA_SERVER_DROPEOX
45 #define OTA_SERVER_TYPE OTA_SERVER_GITHUEB
a7
45 /* OTA server info */
49 ..ll':-: _______________ :-:..||'
Se
& 8-14. 7 otauser.h ¥ BIR S B LK
© YA 8-15 TR FEL.
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7o #elif OTA SERVER_TYPE == OTA SERVER_GITHUB

72 /* @ithub server info */

73 #define OTA_SERVER_NAME "api.github.com”

74 #define OTA_SERVER_IP_ADDRESS BxaaapRREE

75 #define OTA_SERVER_SECURED 1

76 /* Github vendor info */

77 #define OTA VENDOR_ROOT DIR "/repos/<user_name:/<0TA Dir:"
78 #define OTA_VENDOR_TOKEMN "user name”

9 #define OTA_SERVER_ROOT_CA CERT "DigCert_High_Assurance_CA.der"

80 #define OTA_SERVER_AUTH_IGNORE_DATA_TIME_ERROR
31 #define OTA_SERVER_AUTH_DISABLE_CERT_STORE

[&| 8-15. ¥£ otauser.h Hi&EBE HFH
M. FwiFMH<s OTA MRS |, RJFIE1T,

9 AR R

AHEER LI OTA 52 NAHI RS B 46 58 IR, AR M . OTA Feff— #8720 7 F T A RZ /9 2% 1) OTA
PeftsCRE. BMIFE ] NetApp AP A RS B s a6 RIS S i e, IR OtaArchive I OtaJson 1
BORALFRAT R SRR B R A A7 A2 NWP SCHE R ST Frs SR A S

#include "OtaArchive.h"
OtaArchive t gOtaArcive;
~u8 gPayloadBuffer[1400];
132 processedBytes=0;
132 unprocessedBytes=0;
132 accumulatedLen;
132 chunkLen;
/* Init the Tar parser module */
OtaArchive Init (&gOtaArcive);
while (NOT_END OF ARCHIVE SIZE)
{

/* copy the unprocessed part to the start of the buffer */if (unprocessedBytes > 0)
{
COPY UNPROCCESSED (&gPayloadBuffer[0], &gPayloadBuffer[processedBytes],
unprocessedBytes) ;
}
/* read file chunk */
READ_LOCAL_ LINK (&chunkLen, &gPayloadBuffer[unprocessedBytes], &flags);
otaChunkLen = chunkLen + unprocessedBytes;
/* process the chunk */
status = OtaArchive Process(&gOtaArcive, gPayloadBuffer,
otaChunkLen, &processedBytes);
unprocessedBytes = otaChunklLen - processedBytes;
}
if (status == 0) /* Download done.Need to reset the MCU */
{
cc3200Reboot () ;
}

FHEBE , AR IR .

/* Check if OtaArchive is in SL_FS BUNDLE STATE PENDING COMMIT */if
(OtaArchive GetPendingCommit ()
{

/* Commit and continue */
OtaArchive Commit () ;
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www.ti.com.cn THEFHI CDN (HEp7 7

10 SZHFHTH) CDN BtRzRg

OTA 3P~ CDN #ER i : Dropbox Al Github. R AT B H] 53— CDN g5 ds. AFmAN4 Tl sE
SCHESE ] CDN.

10.1 otauser.h
¥ CDN I INEH R I8 How SO~k e k552

#define OTA SERVER DROPBOX 1
#define OTA SERVER GITHUB 2

#define OTA SERVER DROPBOX V2 3
#define OTA SERVER CUSTOM 99

#define OTA SERVER TYPE OTA SERVER CUSTOM

PRI E S H L 7R R SCER D

#define OTA VENDOR DIR "OTA CC3220SF"

/* Custom server info */#define OTA_SERVER NAME "api.custom.com"

#define OTA SERVER IP ADDRESS 0x00000000

#define OTA_ SERVER SECURED 1

/* Custom vendor info */#define OTA_VENDOR_TOKEN "<Custom server access token>"

#define OTA SERVER ROOT CA CERT "<Custom server ROOT CA cert file>"
#define OTA_SERVER AUTH IGNORE_ DATA TIME_ ERROR
#define OTA SERVER AUTH DISABLE CERT STORE

FEHLNHFER ] LAk GetHostByName J:7£ OTA_SERVER _IP_ADDRESS H15& R55 2% IP Huhik. 55 i ik

25 PRAN SRR AR S5 8% B O B AIE A 44 5640F |, ) OTA_SERVER_ROOT_CA CERT M NAE Y.
10.2 ota/source/CdnVendors/Custom.c

ISIIAZSCHE I+ 528 LR sR L (152 % Dropbox.c #1 Github.c HFI7RB1 ) -
1. CdnCustom_SendReqDir - &Ml ik 45 #% 4 FK @ hil ke i H e sl gh N e &, Rk B iR .
2. CdnCustom_ParseReqDir ~ fi##/ e il ik 55 %% 1 B S04 3] & R A SO R LR AN 2R
 custom_file_name - FE 4
+ custom_file_size - CAFR/N

&
OTA JE{UAE I A DU A RAL R tar S

3. CdnCustom_SendReqFileUrl - i RZ5 25 2 FR 15K A ST FE SRS 88 AR n) 52 il IR 55 48 & 28 S0

URL &K
4. CdnCustom_ParseRespFileUrl - fi#4r & il ik 55 2% 1 S0 URL MR, 254 URL 44t

custom_file_url - S0 URL

B/
OTA FEAUASE F A YA LA
5. CdnCustom_SendReqFileContent - M 5& il U1 Al 55 2% A 32 S0 N 2R 3K
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10.3 ota/source/CdnVendors/CdnVendors.h
IS INE ) LIRS 2

#define
#define
#define
#define
#define

CdnVendor SendRegDir CdnCustom_SendRegDir
CdnVendor_ParseRespDir CdnCustom_ParseRespDir
CdnVendor_ SendRegFileUrl CdnCustom_SendRegFileUrl
CdnVendor ParseRespFileUrl CdnCustom ParseRespFileUrl
CdnVendor_SendRegFileContent CdnCustom_SendRegFileContent
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